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EXECUTIVE SUMMARY

The U.S. Food and Drug Administration (FDA) Rapid Response Teams (RRTs) Program is an FDA
initiative that partners with state programs to build food safety infrastructure and a concept of
integrated rapid response for all-hazards human and animal food* emergencies.

Since 2008, FDA has worked with nine pilot RRTs through cooperative agreements to explore
and establish innovative models of effective response. This involves engaging a range of key
concepts such as national food program standards, the establishment of an Integrated Food
Safety System (IFSS), the National Response Framework, and the Council to Improve Foodborne
Outbreak Response (CIFOR) Guidelines. Nine additional RRTs were added to the program in
August, 2012, and their work and experiences are also reflected in this Manual.

The RRT Best Practices Manual (the “RRT Manual”) documents the best practices that the RRT
states and their partner FDA Human and Animal Food Division and District Offices have
identified over the course of the project. Each chapter in this document was developed by a
working group comprised of multiple RRTs and was reviewed by a broad range of food safety
partners.

Each chapter describes best practices for a key response capability, providing both broad
concepts and specific details so that other groups can easily customize the chapter to address
unique capability development needs.

This document is expected to change over time to reflect further development of RRT models
and other relevant policies and programs in food emergency response.

! Note that the term "food," as defined in the Food Drug and Cosmetic Act, includes food or drink for man or other
animals (i.e., feed). See Glossary entry for “Food” for exact definition.
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I. INTRODUCTION

Purpose of the RRT Best Practices Manual

The Rapid Response Teams (RRT) Best Practices Manual provides a set of concepts, definitions,
tools, and examples that organizations can use to incrementally develop core emergency
response capabilities.?

Examples of uses of this RRT Manual include:
1. Identifying areas of achievement and improvement by comparing Manual-described
practices to existing program elements.
2. Utilizing RRT Manual plans and procedures in actual emergency responses or exercises
and sharing lessons learned to revise and improve the program and Manual.
3. Integrating these best practices into relevant initiatives and frameworks (e.g.,
Manufactured Food Regulatory Program Standards (MFRPS)).

Background

In 2008, the FDA initiated a cooperative agreement with nine states across the country to
develop pilot food protection Rapid Response Teams (RRTs). These pilots worked to improve
food program infrastructure; strengthen collaboration among local, state, and federal partners;
and create fully integrated and sustained response capabilities for food emergencies.

Audience of the RRT Manual

The RRT Best Practices Manual is a compilation of best practices, developed by members of the
RRT Program for use by State human and animal food regulatory programs wishing to develop
integrated, multi-jurisdictional response capabilities.? This current volume more heavily reflects
the experiences and perspectives of FDA and state food regulatory partners in a food
emergency response, as the primary players engaged in the RRT Program.* Representatives
from a variety of organizations (e.g., national associations) provided input on this manual; in
the future, the Manual will further incorporate perspectives of the many different partners in
food emergency response.

The concepts in this Manual can also be translated for application in other disciplines and

jurisdictions (secondary audiences). Such secondary audiences include local agencies with
responsibilities related to all-hazards human and animal food emergency response and/or
environmental investigations as part of a response effort, as well as public health agencies
involved in epidemiologic and laboratory investigations as part of a food contamination

2 This is a working document that will be updated over time based on feedback and other external changes (e.g., policy).
3 This Manual is written with the assumption that readers have a basic understanding of human and animal food

safety and defense and emergency response terminology and principles.

4 Although this focuses on one set of players, other partners such as industry, federal groups (e.g., the Federal
Emergency Management Agency), local jurisdictions, etc. are often involved in these responses.
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incident. These secondary audiences represent entities that should be part of the RRT, and
thus would benefit from an understanding and implementation of the best practices described
in this Manual.

Though not the target audience, this Manual offers transparency to industry and consumers on
best practices for all-hazards human and animal food emergency response that may be adopted
by RRTs. Additionally, industry may find this Manual useful from a situational awareness
standpoint as they interact with RRTs or other public health/regulatory agencies when a
product they produce is found to be contaminated or linked to a foodborne illness or outbreak.

Membership in a RRT (funded through the FDA RRT Cooperative Agreement or otherwise) does
not in any way, shape or form obligate or otherwise indicate that a RRT or any of its member
agencies/partners have implemented the entire contents of the RRT Best Practices Manual.

How to Use the RRT Manual
How to Approach Each Chapter

Each chapter in this Manual describes a key component in a food emergency response
program, including both summary information (desired outcomes and steps needed) and
detailed descriptions and tools. While these chapters can be reviewed as stand-alone topics,
the RRT Pilots have demonstrated that these best practices components are interrelated
elements of a broader response program.

Each chapter begins with “Achievement Levels” that identify various capacity levels. These are
included so that interested parties can work jointly with their food emergency response
partners toward a targeted “Achievement Level” that is appropriate for their circumstances.

Which Chapter First?

The first chapter of the Manual, “Working with Other Agencies,” should be utilized before any
other chapters because it identifies the foundational collaboration needed for effective
response capabilities. Effectively working with partner agencies prevents the “silo effect” and
duplication of efforts. Establishing strong partnerships early on ensures identification of priority
needs, optimizes leveraging of resources, prevents future conflict, and benefits all parties
involved.

Following application of the “Working with Other Agencies” chapter, readers can choose to
assess their programs in all the chapters to identify a priority area of need. Alternatively, they
may also simply select chapters of value for their programs.

What are Some Key Considerations?
Agencies working to enhance their human and animal food emergency response capabilities

should do so within the context of all-hazards preparedness and response capability
development. Some key national concepts for these are the following:
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e The National Response Framework (NRF) presents the nation’s guiding principles for all-
hazards preparedness and domestic incident response. The online NRF Resource Center
provides extensive resources guidance. (https://www.fema.gov/national-response-
framework)

e The National Preparedness Guidelines address how agencies nationwide should pursue
risk-based capacity development. (https://www.dhs.gov/national-preparedness-

guidelines)

This Manual is most effective when used along with other tools for partnership-building (e.g.,
Food Safety and Defense Taskforces) and food program and process improvement (e.g., the
Council to Improve Foodborne Outbreak Response (CIFOR) Guidelines and Toolkit).

What are the “Achievement Levels”?

Chapters of the RRT Manual identify “Achievement Levels,” which can be used to informally
assess existing capacities and to identify tiered steps for improvement. Initial assessment is
important and will help clarify which elements of the chapter are relevant to a program. (For
example, “advanced components” of a capability would not be relevant to programs in early
stages of their development.) Following the assessment, each program can then identify an
improvement plan that focuses on the specific activities needed to achieve the (next) desired
capacity level. State resources and food program risks vary significantly across the country,
based on different types of commodities (e.g., fresh produce versus shellfish) or geographic
factors (e.g., hurricanes, ports). These Achievement Levels can improve the helpfulness of the
information in the RRT Manual and inform a program’s risk-based capacity development
efforts. In the future, the application of these capacity levels may help to characterize
associations between response capabilities and public health outcome (e.g., illnesses averted).

Summary of Changes in the 2017 Edition

The RRT Manual was first issued in 2012 and consisted of 7 Chapters (Working with Other
Agencies, Food Emergency Response Plans, Communication SOPs, Incident Command System,
Training, Tracebacks, and Joint Inspections & Investigations). The 2™ Edition of the RRT Manual
was issued in 2013 and added 7 new Chapters (Cooperative Programs, Industry Relations,
CIFOR, Environmental Sampling, Recalls, After Action Reviews, and Metrics). This 3™ Edition of
the RRT Manual, issued in 2017, adds one new Chapter (Exercises), and features significant
revision of the following Chapters to address changes in best practices since the original
issuance: Working with Other Agencies, Communication SOPs, ICS, Tracebacks, and
Environmental Sampling.

Future Plans for the RRT Manual

The RRT Manual will be updated periodically. The RRT Manual may also expand to better
address different levels of government, different sectors, commodities, phases of response,
threats/hazards, etc., as deemed necessary and appropriate by the RRT Program.


https://www.fema.gov/national-response-framework
https://www.fema.gov/national-response-framework
https://www.dhs.gov/national-preparedness-guidelines
https://www.dhs.gov/national-preparedness-guidelines
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The “First” Chapter

Working With Other
Agencies (WWOA)
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Chapter 1. Working with Other Agencies (WWOA)

TABLE OF CONTENTS
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Attachment B — Laboratory MOU between State Agencies.......cccccceveiiieeniiciiinniciniennceneenen 1-26
Attachment C — Flowchart — Communications between Agencies.......ccccccceriirnicriienniereenan. 1-29
1. PURPOSE

Effectively working with other agencies during a human and animal food emergency
response to encourage a unified approach and a speedy recovery is a priority for building
an effective RRT. This chapter describes a model on which any other group can base the
development of its own procedures when coordinating with its human and animal food
response partners.

2. SCOPE
This chapter focuses on three areas in which federal, state, local, tribal and territorial
agencies involved in food emergency response often work together and strong
interagency relationships are essential:

2.1. Building Relationships: This section describes best practices to build trust,
familiarity, and credibility among agencies through joint training, meetings,
exercises, and participation in human or animal food safety and defense task
forces.

2.2. Defining Roles and Responsibilities in an Investigation/Response: This section
identifies roles and responsibilities for key communication exchanges among

RRT Best Practices Manual (2017) Page 2 of 708
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agencies comprising the three legs of the “investigative stool”:
epidemiology, laboratory, and environmental health (Dept. of Health and/or
Agriculture).

2.3. Maintaining Infrastructure: This section describes procedures and mechanisms to
maintain relationships through a robust infrastructure. Many of these concepts are
continuations of the activities designed to build relationships.

The best practices described in this chapter identify key areas and elements for each of
these capabilities, but are neither comprehensive nor specific to unique situations. State,
local, tribal, territorial and federal agencies seeking to improve multi-agency food
emergency responses (e.g., States, FDA field offices) may utilize this chapter to assess and
improve their response capabilities. Agencies with varying responsibilities (e.g.,
regulatory, public health, feed/animal health, law enforcement, and laboratory) and
target response capability levels may differ in how they customize and apply these best
practices.

3. RESPONSIBILITY
3.1. Agency/Organization Leadership
Leadership of federal, state, and local agencies involved in responses to human
and animal food incidents will (jointly) approve any customizations made to this
template to ensure that WWOA policies and procedures developed are
appropriate for that jurisdiction.

3.2. RRT (orinvestigatory team, in states without an RRT) Leadership:

3.2.1. Familiarization/training with the adopted policies and procedures: RRT
leadership is responsible for ensuring that the personnel assigned to
respond to a human or animal food incident have been provided with the
ICS and investigation-related training necessary to implement this
chapter.

3.2.2. Maintenance of these policies and procedures: This should be the duty of
combined leadership of the response team (e.g., State principal
investigator, FDA District Emergency Response Coordinator).

3.3. RRT Members:

3.3.1. Procedure Familiarization/awareness: RRT Members must be familiar
(through orientation, training, exercises, etc.) with RRT SOPs and their
implementation.

3.3.2.  Skills maintenance: RRT members are each responsible for actively
maintaining both their subject matter expertise and ability to work
effectively in multidisciplinary and multi-agency response teams.

4. DEFINITIONS

The following terms are used frequently in this chapter: environmental, epidemiology,
laboratory, and Food Safety and Defense Task Force.

RRT Best Practices Manual (2017) Page 3 of 708
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See “Glossary of Key Terms” for definitions.

5. BACKGROUND
None

6.  SAFETY
N/A

7. EQUIPMENT/MATERIALS
N/A

8. PROCESS DESCRIPTION
8.1. Standard Practices
Before building a new relationship between partnering agencies or when looking
to strengthen an existing partnership, the following concepts should be
considered:

8.1.1. Know the lead contact person(s) in other agency.
1. Know the current primary and secondary contacts in each
appropriate agency for human and animal food incidents.
2. Attempt to contact these individuals prior to an event. Attempting to
get to know someone during an emergency response can be difficult.

8.1.2. Understand the roles and responsibilities of each agency responsible for
human and animal food safety activities.
1. Be aware that agency missions (and definitions of success) differ.
2. Be aware that each agency will have both capabilities that they can
offer during a multi-jurisdictional response as well as limitations; it is
important to understand both.

8.1.3. Understand the laws governing the release of confidential information

(e.g., commercial distribution, medical records).

1. Know how to share the information appropriately. Know who in your
agency is commissioned and know which agencies maintain a current
20.88 status?.

2. Identify, understand, and develop confidentiality agreements
between local, state, federal partners (e.g., FDA State/Local
Commissioning Program). See Section 12.2.3.

120.88 Single-Signature Agreements Database:
https://www.accessdata.fda.gov/scripts/sda/sdNavigation.cfm?sd=singlesignaturefood

RRT Best Practices Manual (2017) Page 4 of 708
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8.1.4. Share updates and/or materials prior to meetings or conference calls
with partners. (See IlI.E. “Conference Call Etiquette.”)
1. Provide information ahead of time so as not to surprise local, state, or
federal partners when going into a meeting or conference call.
2. Distribute summaries of previous calls and meetings to all attendees.
3. Ensure all partners have the materials for the current meeting. Do
not forget partners who may be attending the meeting remotely.

8.1.5. Keep feed issues and agency feed partners in mind when investigating
food incidents.

8.1.6. Keep in mind that laboratory response partners may need to be notified
of planned activities early as to order necessary supplies, prepare media,
etc.

8.2. Building Relationships
Interagency coordination during an incident requires clearly defined
responsibilities, communication strategies, and interaction prior to an incident.
This section identifies documents and activities that help establish effective
working relationships for the development of these key elements for multi-agency
responses.

8.2.1. Working as a multi-level, multi-agency team
Despite a large degree of variability in how public health programs are
structured throughout the nation, one commonality tends to be that
multiple agencies and programs are required to work together to
effectively address human and animal food-related emergencies. The
RRTs are able to serve as conduits to unify and coordinate multi-
disciplinary (epidemiology, lab, environmental/regulatory) and multi-
jurisdictional (federal, state, local, and tribal agencies) responses to
human and animal food-related emergencies within a state. These
coordination activities are broad in scope and can be related to joint
training, investigations, data sharing, and data analysis to name a few.

Regardless of the coordination topic, all multi-agency activities require
some degree of communication and collaboration. The RRTs create a
structure that facilitates bringing response partners together both in
times of emergency and in times of team building. The latter is a
particularly useful time to establish familiar relationships with
counterparts in other agencies/programs versus the fast-paced nature of
most responses.

Similar to how RRT responses can be “scaled” based on the size and

complexity of a human and animal food incident, so too can
opportunities for multi-jurisdictional collaboration. RRTs that are just
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beginning to build their collaborative foundation can start out with small
face-to-face meetings with the partners with whom they most commonly
respond. As the foundation continues to be built, the collaborative
process can become more complex where additional partners are
eventually approached and invited to attend. This flexibility allows for
each RRT to address strengths and weaknesses in their jurisdictions so
the end result for collaboration is strong and public health can be
protected more effectively and efficiently.

RRTs have previously highlighted some specific areas of discussion that
may serve as a starting point for other teams when considering how to
approach multi-agency coordination in their region. Some of these
discussion points may include:

e Does the RRT encompass the regulatory response component or is
it inclusive of both the epidemiologic and regulatory response?

e To what human and animal food commodities is the RRT
responding? What agencies are involved in responding to
incidents involving these commodity areas?

e Farms (produce and raw agricultural commodities)

e Manufactured Foods

e Retail (food service, grocery stores, etc. — jurisdiction may
be shared across multiple agencies)

e Meat

e Eggs (in-shell, egg products, etc.)

e Grade A Dairy

e Raw Molluscan Shellfish

e Fish/Seafood

e Animal Food (animal feed, pet food)

e Other

e Would the role of participating agencies change if it was
suspected/confirmed that any of the commodities above were
contaminated intentionally?

e Should local health jurisdictions be approached to be formal
members of the RRT?

e Does this change if your local jurisdictions are centralized
under a state agency or autonomous?

e Isthe RRT inclusive of epidemiology/lab partners or does the RRT
just have defined communications with those partners?

e Does the RRT lab component include both the clinical and human
and animal food regulatory labs? Are there other labs that should
be included in the team?

e How should a multi-agency RRT Steering Committee be
structured?
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e Who should be on this committee?
e How often should the committee meet?
e Does the RRT only come into play during a high workload or surge
capacity need, or are all responses to a potential human and
animal food contamination event handled by the RRT?

A common thread when determining how to answer these questions is
communication, both within an agency and with appropriate response
partners. By discussing the capabilities and limitations of each agency or
program early on, each RRT can structure their team based on their
specific dynamics/needs/desires. Despite variances in team structure,
the common goal of minimizing the time from RRT notification of an
incident to the effective Implementation of public health control
measures is maintained.

8.2.2. Additional multi-agency coordination efforts
Development of a multidisciplinary, interagency team of highly trained
participants to jointly investigate foodborne illness outbreaks and other
food and agricultural emergencies is advantageous to all involved. In
addition to those conducting investigational activities, the team should
have working relationships with and be able to ask for assistance from
Public Information Officers (PIOs), emergency management coordinators,
and agency legal resources.

It is best to develop working multi-agency policies and procedures before
initiating joint field operations.

Teams should create and maintain contact lists for RRT member
agencies/partners. Key questions to consider include:
e How will RRT member agency/partner contact information be
maintained, updated and accessed?
e How often will these be updated?
e How will RRT member agencies/partners be made aware
of changes to contact lists? See the Communications SOPs
Chapter for more information on contact lists.
e Where will the most current contact lists be stored so
appropriate partners can easily reference them?

In general, agencies should also use ICS concepts and roles in routine
situations. This practice establishes the foundation necessary for
effective responses using ICS during emergencies (i.e., urgent/unusual
situations). See National Incident Management system concepts at:
https://www.fema.gov/pdf/emergency/nims/NIMS core.pdf
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Team members should meet regularly to train for responding to an event.
This training may include topics such as agency and office procedures,
field activities, and sampling techniques.

Teams should also regularly conduct exercises using realistic scenarios to
continually refine existing procedures and develop new techniques. For
these, team members may be assigned to a variety of response roles
including conducting inspections, sampling, record review, laboratory
testing, compliance, and enforcement. These concepts are explored
further in the Joint Exercises (12.2.6) and Joint Training (12.2.7) portions
of this chapter.

8.2.3. Legal Framework
The process of establishing a joint inspection and investigation program
begins with a review of each agency’s legal framework. This may include
drafting memoranda of understanding (described below) to delineate
each agency’s roles and commitments to coordinate activities. For
example, when coordinating with the FDA, key state personnel must
receive FDA commissions and/or credentials (or be operating under a
valid 20.88 agreement) so that they can receive critical information
gathered during investigations. This ensures that agencies can:

e Share information;

e Take the most appropriate regulatory action;
e Share staff resources; and

e Document activities interchangeably.

These websites? provide materials and resources on information sharing
under FDA confidentiality agreements, such as an information sharing
matrix, information sharing ownership and disclosure chart, information
sharing pyramid and trade secret flowchart, as well as a searchable
database of agencies with current 20.88 long term information sharing
agreements.

When the RRT is unable to share information freely among member
agencies/partners due to confidentiality restrictions or other information
sharing policies and laws, it is important to take time to share and explain
these restrictions to avoid misunderstandings, false expectations and
negative relationship impacts among RRT member agencies/partners. It is
also important to share and discuss any actions that could be taken to

2 https://www.fda.gov/ForFederalStateandLocalOfficials/ResourcesforRegulatoryPartners/default.htm
https://www.fda.gov/ForFederalStateandLocalOfficials/CommunicationsOutreach/default.htm
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mitigate the impacts (e.g., signing a confidentiality agreement, a 20.88
agreement or establishing a MOU).

These discussions could serve as a platform for partners to discuss ways
to increase information sharing such as applying for commissions,
credentialing, and/or signing a 20.88 agreement.

8.2.4. Memorandum of Understanding (MOU)
An MOU is a document that formally describes the relationship between
parties, indicating an intended common line of action during a
coordinated incident response.

MOUs should exist between any or all agencies represented under the
epidemiology, environmental, and laboratory components of the
response system. In addition, MOUs may capture the roles and
responsibilities of the partnering organizations and how their
combined actions will enhance the coordinated incident response.

The documents should clearly define how communications will flow
between the groups before, during, and after an event, and how those
communications should be formatted and disseminated. If not specified
elsewhere, such as in an RRT operations manual, an MOU can also
delineate the specific events required for each of the agencies to
consider an incident response successfully completed.

Examples of MOUs between different partnering agencies are included at
the end of this chapter (see Attachments A and B).

8.2.5. Joint Management Team
Organizations regularly participating in joint investigations and
inspections should consider establishing a Joint Management Team. The
Management Team is comprised of appropriate coordinators and
supervisors from involved agencies. These coordinators may or may not
be in a leadership role within their respective agencies; however, they
should have some level of decision-making authority related to the
functioning of the RRT. When not engaged in an outbreak or other
human and animal food contamination event, these designees are
responsible for maintaining a properly planned, organized, equipped,
trained, and exercised team by:

e Scheduling and facilitating meetings for team members.

e Establishing thresholds for joint agency response.

e Providing updates to the agencies’ senior leadership and other
parties.
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e Keeping agency leadership apprised of RRT activities can
encourage a “top-down” buy-in for maintaining multi-
agency collaboration capacity through the RRT.

e Coordinating with agencies’ training and exercising officers to
develop programs for field team and support team members.

e Setting standards for approval of reports and other
documentation.

e Ensuring that an After Action Review (AAR) takes place after
responses are conducted and that lessons learned are integrated
into future operations.

e |dentifying staff to relieve personnel during extended operations
and planning for the transition to normal operations after the
incident.

e Establishing a process or method for working through
disagreements and disputes, including elevation of the issue to a
higher management level for resolution, when warranted.

8.2.6. “Regularly” Scheduled Meetings
Agencies participating in joint human and animal food incidents should
consider scheduling regular meetings between the coordinators or
designees of the partnering organizations. Routineness is key when
ensuring that communication is maintained among response partners
and RRTs should adjust their meeting frequency as necessary to maintain
this capacity.

Bringing individuals together is important in setting the tone for
cooperating agencies and ensuring that the top-down message within
each group is one that promotes and supports working together with all
partners. As individuals become more familiar with the routine and top-
down endorsement is maintained, inter-agency communication has a

better chance of becoming institutionalized as part the agency’s “culture”
or routine operational framework.

The meetings should include designated coordinators, management, or
designees from all agencies and may address a range of topic areas
including:

e Setting triggers for joint agency investigations and responses.
e Discussing roles and responsibilities for multi-agency response
activities (e.g., recalls, audit checks, public notification, etc.)

e Providing updates to the agencies’ senior leadership and other
parties.
e Coordinating training and exercises programs.

RRT Best Practices Manual (2017) Page 10 of 708



RRT Best Practices Manual (2017) Working with Other Agencies
RRT Best Practices — The “First” Chapter Chapter Page: 1-10

e Setting standards for approval of reports, forms and other
documentation.

e Ensuring that an After Action Review takes place and that lessons
learned are integrated into future operations.

e I|dentifying staff to relieve personnel during extended operations
and planning for the transition to normal operations after the
incident.

e Establishing a process or method for working through
disagreements and disputes, including elevation of the issue to a
higher management level for resolution, when warranted.

8.2.7. Joint Trainings/Meetings
Having the management and staff of multiple agencies train together is
an effective way to build relationships and the trust necessary for a
coordinated response.

Inspectional staff included under the environmental group may represent
several different agencies, each operating under their own regulations
and enforcement procedures. Training these staff together on risk
management, food safety, information sharing, intentional
contamination procedures, and other areas can ensure a consistent
approach across agencies as well as familiarity with their differences in
responsibility, oversight and enforcement.

Conducting joint training sessions is also a means to discuss concerns
about how a specific process works (e.g., ICS) among agencies prior to
developing an official document such as a policy, procedure, or MOU.

8.2.8. Joint Exercises
Conducting exercises with other agencies is an effective way to further
define and refine the roles and responsibilities of the agencies involved in
the investigation and mitigation of incidents.

Each participating agency should be involved in all steps of the process,
from initial planning to post-exercise evaluation and/or After Action
Review. These exercises should be designed to challenge existing
response systems (including use of ICS) with the goal of identifying gaps
in the process. After Action Review of the exercise should be open,
accurate, promote actions that went well, and help to improve any
actions that hindered the response.

Exercises should be performed in a non-threatening environment to build

trust and relationships between the agencies before an actual incident
occurs. See the Exercises Chapter within this RRT Best Practices Manual
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for more information and best practices on
planning/conducting/evaluating RRT Exercises.

8.2.9. Task Forces
Food Protection Task Forces exist to encourage cooperation and
communication among all human and animal food safety stakeholders
within a state.

The ideal Task Force includes membership from federal, state, local,
tribal, territorial regulators, academia, and industry. The Task Force
should provide expert input into matters of food safety/defense and is an
important prerequisite to the creation of formal agreements such as
Memoranda of Understanding between stakeholders. Often, the
members of a state’s task force may also commonly be partner agencies
during RRT responses.

e Task Force Creation
Task Forces are encouraged but not obligated to gain legal
recognition as a cooperative, multi-jurisdictional panel of human
and animal food safety/defense experts. This may be achieved by
agency declaration, executive order (e.g., see North Carolina
Executive Order 38; see chapter references (part 8)), or statutory
authority (e.g., see 500.033 Florida Statute; see chapter
references (part 8)).

Formal recognition of the Task Force as an entity provides greater
credibility to the actions of the organization.

e Task Force Participation
In order for the Food Protection Task Force to be successful,
representatives from the following fields and agencies should be
invited to participate:

a) Manufactured food safety/defense

b) Foodborne disease epidemiology

c) Retail/foodservice food safety/defense

d) Animal feed safety/defense

e) Human and animal food safety laboratories

f) United States Food and Drug Administration (FDA)

g) United States Department of Agriculture/Food Safety and
Inspection Service (USDA/FSIS)

h) Agency media professionals

i) State Emergency Management

j) Local Health Departments

k) Tribes
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[) Territories

m) United States Department of Homeland Security/State
Fusion Centers

n) Other laboratory partners

o) State Law Enforcement Agencies

p) Local Law Enforcement Agencies

g) Federal Bureau of Investigation

r) Food Industry Representatives

s) State or Local Restaurant Trade Associations

t) State or Local Agricultural Trade Associations

u) State or Local Retail or Grocers Associations

v) State or Local Public Health Associations

w) State Universities and/or Community Colleges

x) State Cooperative Extension

y) Other participants, as deemed appropriate.

e Task Force Funding Mechanisms
Task Forces may benefit from grant funding available through the
FDA Office of Partnerships (OP)3. These funds are designated to
support task force activities with the goal of strengthening state-
level human and animal food safety infrastructure.

e Hold Regular Meetings
Task Forces are encouraged to meet on a regular basis (best
practice to define “regular” ahead of time) to:

a) Develop relationships among human and animal food
safety stakeholders.

b) Discuss new and emerging issues in human and animal
food safety.

c) Identify opportunities for joint work-planning.

d) Explore means by which greater cooperation can be
achieved among those responsible for protection of the
food supply.

e) Discuss outreach activities and training opportunities.

f) Discuss policy development strategies.

e Conduct Outreach Activities
The Task Force should conduct outreach and educational activities
to promote human and animal food safety within the state.
Activities may include development of consumer educational

3https://www.fda.gov/ForFederalStateandLocalOfficials/Programslnitiatives/ucm475029.htm
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campaigns, industry outreach for the development of recall plans,
providing training opportunity notices on the task force website
or through the RRT Coordinators, or sponsorship of forums or
meetings to discuss pertinent food safety issues.

e Conduct Policy Development and Analysis
The non-partisan Task Force should develop and evaluate human
and animal food safety policy within the state. The Task Force
should monitor legislative actions relating to human and animal
food safety and advise state legislatures and rulemaking bodies on
these matters.

8.3. Defining Roles and Responsibilities in an Investigation/Response
Below are examples of information shared among agencies as they fulfill their
roles and responsibilities as the “three legs of the investigative stool” during a
human and animal food incident. Each team should modify these components to
meet the needs and structure of the regulatory framework of the state. They are
described here to provide context for the kind of communication that should be
completed when working with other agencies during an incident.

Note that the roles described below can be shared across multiple agencies
(e.g., State Dept. of Health laboratory that supports the epidemiology program
and a State Dept. of Agriculture laboratory that supports the environmental
program; similarly, a food service environmental program may be in the State
Dept. of Health while a manufactured foods environmental program may be in
the State Dept. of Agriculture). A flow chart representing the types of
communications that should occur during an event is included in section 13 of
this chapter (Attachment C - Flowchart - Communications between Agencies).

Note: It is important to consult applicable Federal, State and Local policies when
releasing information to partnering agencies (See Section 12.2.3 for more details).

Please refer to the Communication SOPs chapter for additional details on
appropriate policies and procedures to facilitate communication.

8.3.1. Epidemiology to Laboratory
1. Current epidemiology investigation updates of any outbreak that
may engage the laboratory (e.g., reported from local health
department, multistate, in-state).
2. Early notification of incoming outbreak-associated samples.
3. Provide historical illness data associated with a commodity being
sampled.
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8.3.2. Epidemiology to Environmental

1. Clusters of notable epidemiological interest indicating human or
animal food vehicle.

2. Pulsed-field Gel Electrophoresis (PFGE), Whole Genome Sequencing
(WGS), or other subtyping results and updates of isolates for active
investigations (e.g., isolates from clinical samples, may also include
isolates from human or animal food samples if submitted to the
lab by the epidemiology program). Routing of sample results may
differ between RRTs and may depend on where the lab running the
samples is housed (i.e., which agency).

3. Laboratory results of products tested at the laboratory that supports
the epidemiology program (may be human or animal food).

4. Outbreaks identified by local communicable disease partners that are
of interest for environmental health.

5. Specifics of the human or animal food vehicle: product information,
purchase dates, consumption date, purchase locations, sell-by/best if
used by dates.

8.3.3. Laboratory to Epidemiology

1. Detected serotype, subtype, PFGE, or WGS clusters.

2. Cases or clusters in-state matching cases in other states or multi-state
clusters.

3. PFGE, WGS, or other subtyping results and updates of isolates for
active investigations (e.g., isolates from clinical samples, isolates from
human and animal food samples if submitted to the lab by the
epidemiology program). Routing of sample results may differ
between RRTs and may depend on where the lab running the samples
is housed (i.e., which agency).

4. Laboratory results of outbreak-related testing (e.g., clinical samples,
may also include human and animal food samples if submitted to the
lab by the epidemiology program).

5. Interpretation of results (e.g., tissue residues, contaminants,
microbiological).

8.3.4. Laboratory to Environmental

1. Recommendations for sampling protocols (e.g., quantities, types,
locations, shipping, preservatives).

2. Laboratory point of contact (POC) for technical questions, shipment
notifications, etc.

3. PFGE, WGS, or other subtyping results and updates of isolates for
active investigations (e.g., isolates from human and animal food
samples submitted by the environmental program). Routing of
sample results may differ between RRTSs.

4. Communicate clearly about when analytical results are expected to
be available/released to avoid false expectations.
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5. Results of presumptive positive or confirmed positive samples for
human or animal food testing related to active investigations (e.g.,
outbreaks, chemical contamination, etc.).

6. Interpretation of results (e.g., tissue residues, chemical or
microbiological contaminants).

8.3.5. Environmental to Epidemiology

1. Significant findings of environmental investigations, including any
root cause findings or environmental antecedents.

2. Results of presumptive positive or confirmed positive human or
animal food samples collected by the environmental program and
tested at local, state, or federal laboratories (or private laboratories,
if confidentiality agreements allow). Routing of presumptive or
positive sample results may vary between RRTs depending on which
agency the servicing laboratory is housed.

3. Recall of any products due to bacterial, chemical or physical
contamination with distribution in state.

4. Notable progress on traceback investigations.

5. Outbreaks identified by local environmental health agencies that are
of interest for epidemiology partners.

8.3.6. Environmental to Laboratory

1. Incoming samples that are incident or outbreak-associated, routine,
or special-project related.

2. Notable investigations in which the environmental program is
currently involved.

3. Notify laboratory response partners of when samples related to an
active investigation are or will be collected, as well as how many. This
way laboratory staff will know to prioritize the samples accordingly.

4. Understand the agency’s capabilities and capacity prior to the event.

5. Consider sharing agency Continuity of Operations Plans (COOP), when
applicable.

8.3.7.  State (Environmental, Epidemiology, Laboratory) to Federal Agency
(FDA%, USDA, CDC, EPA, FBI, and Laboratories)
State programs (including environmental, epidemiology, laboratory)
should clearly and methodically communicate the results of
investigations and report emerging outbreaks, recalls, complaints, and

* Primary FDA contacts to the States are the Office of Regulatory Affairs (ORA) District/Program Division
Offices. States with an RRT must have jointly established communication procedures between the state
and their respective FDA District/Program Division Offices. (See the “Communication SOPs” chapter for
additional details.)
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positive pathogen findings to the appropriate Federal Agency (e.g., FDA,

FSIS, CDC, EPA) in situations like the following:

1. An adulterant (including pathogens and chemicals [including
pesticides]), is suspected in an outbreak or detected in a product
(may or may not be under the jurisdiction of the Federal Agency).

2. A pathogen or chemical (including pesticides) is found in a food that
may be distributed in interstate commerce or otherwise under the
jurisdiction of one or more federal agencies.

3. An outbreak occurs on an international or interstate airplane, bus,
train, or vessel.

4. The State program requires support with laboratory testing (e.g.,
bacterial enumeration or WGS).

5. Intentional product contamination is suspected or confirmed.

6. The suspected food item is:

a. Imported

Previously implicated in multistate outbreaks

Prepackaged

Transported across state lines

Regulated by appropriate Federal Agency as listed above

©oo o

8.3.8. Federal (FDA, USDA, CDC, EPA, FBI and Laboratories) to State

(Environmental, Epidemiology, Laboratory)

Federal public health and regulatory agencies (e.g., FDA, USDA CDC,

EPA) should communicate the results of investigations and report

emerging outbreaks, recalls, complaints, and positive pathogen

findings to the appropriate state program(s) (environmental,

epidemiology, and/or laboratory) for the situations like the following:

1. A multi-state or multi-jurisdictional cluster of illnesses involving the
state is identified and being investigated by the federal agency.

2. A pathogen or chemical (including pesticides) is suspected in an
outbreak or detected in a product manufactured or distributed in the
state.

3. A pathogen or chemical (including pesticides) that renders a product
adulterated is found in a food that may be distributed in the state.

4. An outbreak occurs on an international or interstate airplane, bus,
train, or vessel that could impact the state.

5. Intentional product contamination is suspected or confirmed in the
state or in commodities that may enter the state via commerce.

8.4. Maintaining Relationships
A formally established RRT must develop procedures and mechanisms to maintain
its continued viability. Many of the components discussed in section 12.2 of this
chapter are essential to building relationships for continual development and
maintenance of existing partnerships. These components must be a continual part
of team activities to ensure that the relationships built among cooperating

RRT Best Practices Manual (2017) Page 17 of 708



RRT Best Practices Manual (2017) Working with Other Agencies
RRT Best Practices — The “First” Chapter Chapter Page: 1-17

agencies are not diminished over time or in the absence of actual, real-world
response activities.

Examples of these multi-purpose components essential to team building and

maintenance include:
e Joint Management Team (See Section 12.2.5)

Regularly Scheduled Meetings (See Section 12.2.6)

e Meeting response partners before an incident to increase familiarity

and build personal relationships.

e Joint Training (See Section 12.2.7)

e Joint Exercises (See Section 12.2.8)

e Participation in Human or animal food Safety and Defense Task Forces

(See Section 12.2.9)

9. DESIRED OUTCOMES (ACHIEVEMENT LEVELS)
9.1. Achievement Levels
Level | Description
“Working with Other Agencies” (WWOA) best practices (as described in this
chapter) are not incorporated into the RRT’s Standard Operating Procedures

1 (SOPs) or other documents. NOTE: Best practices can be included in a single
or coordinated series of documents.
WWOA best practices are incorporated into applicable RRT SOPs/documents
and properly identify all relevant partners. NOTE: WWOA best practices may
) be addressed within a single SOP, but are more likely to be addressed within a

coordinated series of SOPs or other documents maintained by the RRT (e.g.,
Communications SOPs, RRT or Foodborne lliness Manual, Joint Investigations
SOP, Training SOP, ICS procedures, etc.).

All parties included in the RRT SOPs/documents that encompass WWOA best
3 practices know that procedure(s) exist, know where the procedures are
located, and clearly understand their respective roles and responsibilities.
The RRT SOPs/documents that encompass WWOA best practices are followed
during incident response and/or planned exercises.

The RRT SOPs/documents that encompass WWOA best practices include a
formal review and update process.

9.2. Process Overview
9.2.1. Level 1: WWOA best practices are not incorporated into the RRT’s
SOPs/procedures
1. Identify status of current SOPs
a. Do informal/incomplete written or verbal agreements for WWOA
exist?
b. Do other existing documents (Memoranda of Understanding
(MOQUs), etc.) contain information or sections that could be
utilized to address “working with other agencies” best practices?
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c. Do formal communications or joint investigations SOPs exist?

9.2.2. Level 2: WWOA best practices (as described in this chapter) are
incorporated into applicable RRT SOPs/documents and properly identify
all relevant partners
NOTE: WWOA best practices may be addressed within a single SOP, but
are more likely to be addressed within a coordinated series of SOPs or
other documents maintained by the RRT (e.g., Communications SOPs, RRT
or Foodborne Iliness Manual, Joint Investigations SOP, Training SOP, ICS
procedures, etc.).

1.

RRT Best Practices Manual (2017)

All partnering agencies have been identified and included in the

developed procedure(s). References include:

a. Food Safety Taskforce membership lists

b. Existing MOUs or other agreements

Lead person(s) and backup for each partnering agency have been

identified and contact information is current.

a. RRTidentifies a frequency in which contact information is
checked/updated.

Procedure(s) addresses the relationships and communication among

RRT member agencies/partners, including: epidemiology, laboratory,

and environmental health (Dept. of Health and/or Agriculture, human

and animal food commodity programs, Federal/State/Local levels, as

applicable).

a. ldentification of all relevant partners

b. Reference RRT Manual “Communication SOPs” Chapter

Procedure(s) appropriately includes other groups with which the RRT

may need to communicate, interface or partner. Examples:

Law enforcement

. Professional associations

Procedure(s) adequately describes the relationship between state
programs and federal partners. Federal partners may include:

a. Health and Human Services (HHS) (Food and Drug Administration
[FDA], Centers for Disease Control and Prevention [CDC])
United States Department of Agriculture (USDA)
Environmental Protection Agency (EPA)

Department of Homeland Security (DHS)

Federal Bureau of Investigation (FBI), FDA/OCI Office Criminal
Investigation

a. Emergency Operations Center (EOC)
b. Fusion Center

c. Industry

d. Academia

e.

f
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9.2.3. Level 3: All parties included in the RRT SOPs/documents that
encompass WWOA best practices know the procedure(s) exists, know
where the procedure(s) are located, and clearly understand their
respective roles and responsibilities
1. The procedure(s) adequately describes the roles and responsibilities

of partners, including jurisdiction/regulatory authority, and properly
references other documents for this purpose. Examples:

a. MOUs

b. Other SOPs

2. Individuals and/or agencies listed on the procedure(s) receive role-
appropriate training in the relevant procedure(s), such as:
a. Communications/Information Sharing SOP
b. Joint Investigations SOP
c. Training SOP
d. Incident Command System (ICS) procedures

3. Training sessions are developed and scheduled to include all partners
listed in the procedure(s).

4. Alead agency, which is most likely the RRT grantee agency, is
identified as responsible for maintaining and sharing the RRT’s
procedure(s) that encompass WWOA best practices (electronically,
physically, etc.).

9.2.4. Level 4: The RRT SOPs/documents that encompass WWOA best
practices are followed during incident response and/or planned
exercises
1. Triggers for implementing the procedure(s) in response to an

incident/emergency are identified and understood.
2. Individuals and agencies listed in the procedure(s) will exercise
response plans on a routine basis.

9.2.5. Level 5: The RRT SOPs/documents that encompass WWOA best
practices include a formal review and update process

1. Atimeframe is established for review of the procedure(s).

2. A procedure exists for incorporating after action review/reporting
and other comments/suggestions into the procedure(s).

3. A process to ensure the accuracy of contact information included in
the procedure(s) is implemented.

4. If not addressed in the review of the procedure(s) themselves, the
procedure(s) review considers implementation of updates needed for
other documents which impact WWOA, such as the following:

a. Communications/Information Sharing SOP
Joint Investigations SOP
Training SOP
ICS procedures

oo o
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10. RELATED DOCUMENTS
Examples of a Memorandum of Understanding (MOU) between different partnering
agencies are included in section 12 (Attachments A & B) of this chapter.
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Attachment A — Epidemiological MOU between State Agencies
Example from North Carolina

MEMORANDUM OF UNDERSTANDING (MOU) BETWEEN THE NORTH CAROLINA (NC)
DEPARTMENT OF AGRICULTURE AND CONSUMER SERVICES (NCDA&CS) AND THE NC
DEPARTMENT OF HEALTH AND HUMAN SERVICES (NCDHHS) CONCERNING THE INVESTIGATION
OF FOODBORNE ILLNESSES ASSOCIATED WITH FOOD SERVICE ESTABLISHMENTS AND FOOD
PLANTS

I. GENERAL

This Memorandum of Understanding (MOU) is between the North Carolina Department of
Health and Human Services Division of Public Health (NCDHHS DPH) and the North Carolina
Department of Agriculture and Consumer Services (NCDA&CS), Food and Drug Protection
Division.

The purpose of this MOU is to clarify the respective responsibilities of NCDA&CS and NCDHHS
DPH in the investigation of foodborne illnesses associated with food service establishments,
food facilities or other relevant food operations, and in furtherance of such purpose, to
broaden cooperative efforts between the two agencies.

Responsible Agencies

NCDA&CS and NCDHHS DPH are the responsible agencies for the implementation of this MOU.
The authority of the Secretary of Health and Human Services to investigate outbreaks of
communicable disease is established under NCGS § 130A-5 (Duties and Powers of the Secretary
of Health and Human Services). The authority of the Secretary of Health and Human Services to
regulate food and lodging establishments is established under NCGS § 130A-248 and § 130A-
227 (Food and Lodging Establishments). The authority for the Commissioner of Agriculture to
regulate the branding or misbranding and adulteration of any food, drug, device, cosmetic or
consumer commodity is established under NCGS § 106-120 et. seq (Food, Drugs, and
Cosmetics). Pursuant to the power granted to the Secretary of Health and Human Services,
execution of this instrument binds all authorized agents when conducting activities on behalf of
each respective agency. For purposes of this agreement, NCDHHS DPH and NCDA&CS will be
responsible for its implementation.

Jurisdiction
This MOU applies throughout the State of North Carolina.

Effective Date
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This agreement will be effective upon approval by all agencies and will remain in effect
indefinitely until superseded, rescinded, or modified by written, mutual agreement of both
parties.

Amendment, Modification and Termination

This MOU may be amended or modified only by written, mutual agreement of the parties.
Either party may terminate this MOU by providing written notice to the other party. The
termination shall be effective upon the sixtieth calendar day following notice, unless a later
date is set.

Agreement Administrators

The administrator of this MOU for NC DA&CS is the Director, NCDA&CS Food and Drug
Protection Division, 4000 Reedy Creek Rd., Raleigh, NC 27607-6465, (919) 733-7366 and the
administrator for NCDHHS DPH is the Foodborne Disease Epidemiologist, Medical Consultation
Unit, Communicable Disease Branch, 225 N. McDowell St., Raleigh, NC 27603, (919) 715-1162.

Legal Authority

NCGS § 130A-481 (Food Defense) provides requisite authority for NCDA&CS and NCDHHS DPH
to enter into this MOU. The authority of the Secretary of Health and Human Services to enter
into this agreement is also established under NCGS § 130A-6 (DHHS Delegation of Authority).
NCGS § 106-141 (Food and Drug Examinations and Investigations) also authorizes this MOU. For
the purposes of this agreement only, “contaminated” and “adulterated” are equivalent terms.

Il. RESPONSIBILITIES AND IMPLEMENTATION
Determination of Responsibility

When a reported case or outbreak of food-related illness is determined to be caused by a
manufactured food product regulated by NCDA&CS, then NCDHHS DPH will collaborate with
NCDA&CS on the investigation. NCDHHS will be responsible for conducting the epidemiologic
investigation. NCDA&CS will be responsible for conducting an investigation at the food facility
or other relevant food operations. NCDA&CS will send a copy of these reports to NCDHHS DPH.
Shared information may be designated as confidential, privileged or otherwise protected and all
agencies will handle such information in a manner that will continue to protect such
information. Any reports containing proprietary business information will continue to be
exempt from the Public Records Law when shared outside of NCDA&CS. NCDA&CS will notify
NCDHHS DPH when sharing records that may contain privileged information and such
documents will be conspicuously marked as such. NCDHHS DPH will notify NCDA&CS when
sharing records that may contain privileged information and such documents will be
conspicuously marked as such. NCDA&CS and NCDHHS DPH will also coordinate any resulting
actions to remove the contaminated food from distribution. Laboratory support for
investigations will be coordinated by each agency under separate existing agreements.
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NCDHHS DPH will coordinate the operations of local authorized agents in the investigation of
food service establishments and the control of contaminated food leading to foodborne
illnesses. NCDHHS DPH will send a copy of the final outbreak report to NCDA&CS. NCDA&CS
will assist in the investigation of food service establishments if the contaminated food is
determined to be a manufactured food or agricultural commodity.

Implementation

NCDA&CS will inform its field representatives of their areas of responsibility. NCDHHS will
define areas of responsibility among local health department officials. NCDHHS and NCDA&CS
will provide or sponsor joint training sessions in the interpretation and application of principles,
regulations, standards, and techniques of common concern or interest.

lll. MECHANISMS FOR INFORMATION EXCHANGE

NCDHHS DPH and NCDA&CS shall maintain rosters of regional and local health officials and
NCDA&CS food program supervisors and make such rosters available to each other on at least
an annual basis. Whenever one agency becomes aware of actual or suspected cases of food
borne illness, it shall report such cases by telephone-without delay to the other agency.
NCDHHS DPH will report such cases to the local health department having jurisdiction for that
locality as appropriate. Any reports relative to the incident will be exchanged with the relevant
agencies. Whenever one agency learns of an FDA Class | or similar recall of food or food
products distributed in North Carolina, it shall notify a designee at the other agency of such
recall. If a food recall resulted from a food borne illness each agency shall notify a designee at
the other agency of such illness. Throughout the recall process, agencies at all levels will make
an effort to keep the other agency informed and cooperate in every way possible to expedite
the removal of hazardous food from the marketplace.

IV. MECHANISMS FOR EMBARGO OF FOOD SOURCES IMPLICATED IN INVESTIGATION
Epidemiological Investigation

NCDHHS DPH will investigate food borne disease outbreaks. These investigations are initiated
following receipt of reports of food borne illness, injury or suspected outbreak report via
routine communicable disease surveillance, consumer complaint or notification by external
partners to NCDHHS DPH or following receipt of food borne illness, injury or suspected
outbreak report via consumer complaint or notification by external partners to NCDA&CS.
These investigations are conducted and documented by county health departments, following
procedures outlined in existing protocols. NCDHHS DPH will notify NCDA&CS of all on-going
investigations where a contaminated food source is the suspected cause of a disease outbreak
as appropriate. NCDA&CS will provide assistance in the investigation and may play the lead role
in performing trace back of contaminated foods to their source by visiting retailers,
wholesalers, and producers to review and obtain records that document the chain of
distribution for the products and performing trace forward as appropriate to consignees.
NCDHHS DPH will conduct investigations at retail foodservice establishments as guided and
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needed by its investigation of reported case(s), and will coordinate the activities of local
environmental health offices. NCDHHS DPH will analyze the findings of the epidemiologic and
source investigations and make a determination as to the likelihood of an association between
the illness outbreak and its cause being one or more sources. When warranted, based on the
evaluation of the investigation data and analysis, the Secretary of Health and Human Services
or a designee will inform the Commissioner of Agriculture that food from the source(s)
constitute(s) a danger to the health of the people of the State and that such source(s) is/are
unapproved source(s) for food service establishments in the State. Investigational findings will
be documented and maintained following existing protocols and retention schedules.

Embargo, Recall, and Public Notification

After receiving a notification from the Secretary of Health and Human Services, the
Commissioner of Agriculture shall direct and oversee the embargo, and disposition of the food
in question in accordance with the provisions of the North Carolina Food, Drug, and Cosmetic
Act. When deemed appropriate, NCDA&CS shall request the firm's responsible party to
implement a recall of such adulterated food and to notify the public of such recall. NCDA&CS
and NCDHHS DPH shall assist in cases involving embargo and recall by monitoring the
disposition of contaminated food from food service establishments, food facilities, or other
relevant food operations and by making available witnesses for any administrative proceedings
and/or litigation associated with such actions. Nothing herein contained shall be construed to
restrict the power of the Secretary of Health and Human Services and/or the Commissioner of
Agriculture to take Summary Action under their respective authorities to require the
discontinuance of conditions or activities constituting a danger to public health when such
action is deemed appropriate under the circumstances.

Acceptance of Agreement

For the Department of Agriculture and Consumer Services

Signature

Name:

Title: Director, Food and Drug Protection Division

Date

For the North Carolina Department of Health and Human Services Division of Public Health
Signature

Name:

Title: Director, Division of Public Health
Date:

RRT Best Practices Manual (2017) Page 26 of 708



RRT Best Practices Manual (2017) Working with Other Agencies
RRT Best Practices — The “First” Chapter Chapter Page: 1-26

Attachment B — Laboratory MOU between State Agencies

North Carolina Example

MEMORANDUM OF UNDERSTANDING (MOU) BETWEEN THE NORTH CAROLINA (NC)
DEPARTMENT OF AGRICULTURE AND CONSUMER SERVICES (NCDA&CS), THE NC DEPARTMENT
OF HEALTH AND HUMAN SERVICES (NCDHHS), DIVISION OF PUBLIC HEALTH FOR ITS STATE
LABORATORY OF PUBLIC HEALTH.

I. GENERAL

This Memorandum of Understanding (MOU) is between the North Carolina Department of
Health and Human Services, Division of Public Health (NCDHHS DPH) and the North Carolina
Department of Agriculture and Consumer Services (NCDA&CS). The purpose of this MOU is to
clarify the respective laboratory testing responsibilities of NCDA&CS and NCDHHS DPH in the
investigation of food borne illness outbreaks associated with food service establishments and
food plants, and in furtherance of such purpose, to broaden cooperative efforts between the
two agencies.

Responsible Agencies

NCDA&CS and NCDHHS DPH are the responsible agencies for the implementation of this MOU.
The authority of the Secretary of Health and Human Services to investigate outbreaks of
communicable disease is established under NCGS § 130A-5 (Duties and Powers of the Secretary
of Health and Human Services), and to regulate food and lodging establishments is established
under NCGS § 130A-248 and § 130A-227 (Food and Lodging Establishments). The authority for
the Commissioner of Agriculture to regulate the misbranding and adulteration of any food,
drug, device, cosmetic or consumer commodity is established under NCGS § 106-120 et. seq.
Food, Drugs, and Cosmetics).

Jurisdiction

This MOU applies throughout the State of North Carolina.

Effective Date

This agreement will be effective upon approval of both agencies and will remain in effect
indefinitely until superseded, rescinded, or modified by written, mutual agreement of both
parties.

Amendment, Modification and Termination

This MOU may be amended or modified only by written, mutual agreement of the parties.
Either party may terminate this MOU by providing written notice to the other party. The

termination shall be effective upon the sixtieth calendar day following notice, unless a later
date is set forth.
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Agreement Administrators

The administrator of this MOU for NCDA&CS is the Director of NCDA&CS Food and Drug
Protection Division, 4000 Reedy Creek Rd., Raleigh, NC 27607-6465, (919)-733-7366 and the
administrator for NCDHHS DPH is the Director of the North Carolina State Laboratory of Public
Health, 4312 District Drive, Raleigh, NC 27607, (919)-807-8960.

Legal Authority

NCGS § 130A-481 (Food Defense) provides requisite authority for NCDA&CS and NCDHHS DPH
to enter into this MOU. The authority of the Secretary of Health and Human Services and its
delegates to enter into this agreement is also established under NCGS § 130A-6 (DHHS
Delegation of Authority). NCGS § 106-141 (Food and Drug Examinations and Investigations) also
authorizes this MOU.

Il. RESPONSIBILITIES AND IMPLEMENTATION
Determination of Responsibility

When a reported case of foodborne iliness is determined to be caused by a food product
regulated by NCDA&CS, NCDHHS DPH will collaborate with NCDA&CS on the investigation.
NCDHHS DPH will be responsible for the laboratory analysis of human clinical samples collected
during the investigation. NCDA&CS will be responsible for the laboratory analysis of food
and/or environmental samples collected during the investigation. NCDHHS DPH will perform
serotyping and molecular subtyping on both clinical isolates and food/environmental isolates
collected during the course of an investigation, as approved by the Director of the North
Carolina State Laboratory of Public Health or designee. Both agencies will submit a copy of
laboratory results to the partner agency.

Shared information may be designated as confidential, privileged or otherwise protected and all
agencies will handle such information in a manner that will continue to protect such
information. Any reports containing proprietary business information will continue to be
exempt from the Public Records Law when shared outside of NCDA&CS. NCDA&CS will provide
notification when sharing records that may contain privileged information and such documents
will be conspicuously marked as such.

Ill. MECHANISMS FOR INFORMATION EXCHANGE
Reports detailing laboratory analysis related to food borne illness outbreak investigations or
cases will be shared between the agencies through the most efficient means such as telephone,

email, or fax.

IV. LABORATORY FINDINGS
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NCDA&CS will test food and/or environmental samples collected during investigations. NCDHHS
DPH will perform serotyping and molecular subtyping on both clinical isolates and
food/environmental isolates collected during the course of an investigation, as approved by the
Director of the North Carolina State Laboratory of Public Health or designee. If a laboratory
analyses requires Biosafety Level 3 (BSL-3), the specimen will be transferred to the State
Laboratory of Public Health. Director of the North Carolina State Laboratory of Public Health or
designee and/or NCDA&CS Food & Drug Protection Division Director or designee will notify the
other agency of all on-going laboratory investigations where a contaminated food source is the
suspected cause of a food borne illness outbreak.

For the Department of Agriculture and Consumer Services
Signature

Name:

Title: Director, Food and Drug Protection Division

Date:

For the Department of Health and Human Services
Signature

Name:

Title: Director, Division of Public Health
Date:
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Attachment C — Flowchart — Communications between Agencies
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Chapter 2. Federal-State Cooperative Programs
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1. PURPOSE

This document is designed to introduce readers to the four (4) areas of the Federal-State
Cooperative Programs (the Interstate Milk Shippers Program, the National Shellfish
Sanitation Program, the Retail Food Protection Program, and the Radiological Health
Program). These programs represent a significant part of state food safety/security
programs and should be included in any response teams, taskforces, or other
organizations of that nature. This document is not intended as a guide to the actual
incorporation of Cooperative Programs personnel and activities into an integrated food
safety system such as a Rapid Response Team. The development, structure, and function
of response teams, taskforces, and other related organizations are topics that must be
addressed on an individual basis considering the needs, resources, and limitations of the
parties involved. Other chapters of the RRT Best Practices Manual (Working with Other
Agencies, Communications, Joint Investigations) provide more specific instructions and
examples on the development of these types of organizations (i.e., Rapid Response
Teams). The goal of this chapter is to introduce and detail the roles and responsibilities of
the four areas of the Federal-State Cooperative Programs so that, when appropriate, they
can be included in the development of an integrated food safety response system.
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2. SCOPE
This document focuses on defining the key activities and responsibilities within each of
the Federal-State Cooperative Program areas. This information can be used to determine
those areas in which federal, state, and local agencies involved in food emergency
response may incorporate Cooperative Programs into their various food safety systems
and organizations.

3. RESPONSIBILITY
These four programs are monitored by FDA, but regulatory and administrative actions are
implemented by the states.

3.1. Agency/Organization Leadership
Representatives from federal, state, local, and all levels of cooperative program
areas will (jointly) approve any customizations made to this template to ensure
that procedures developed are appropriate for state-specific jurisdiction.

3.2. RRT (or investigatory team, in states without an RRT) Leadership

3.2.1. Procedure familiarization/training: RRT leadership is responsible for
ensuring that the personnel assigned to respond to a human or animal
food incident, involving cooperative programs have been provided
with the ICS and investigation-related training necessary to implement
the best practices described in this chapter.

3.2.2. Procedure maintenance: Ongoing updates and maintenance of procedures
would ideally be the duty of combined leadership of the RRT (or in
jurisdictions without a RRT, the responsibility of the manager of the
appropriate department). In an RRT, this would include representatives
such as the FDA District Emergency Response Coordinator, the state
RRT program director or principle investigator, and both state and FDA
representation in each of the four cooperative programs.

3.3.  RRT Members
3.3.1. Procedure Familiarization/awareness: RRT Members must be familiar
(through orientation, training, exercises, etc.) with RRT and Cooperative
Program SOPs and their implementation.
3.3.2.  Skills maintenance: RRT members are each responsible for actively
maintaining both their subject matter expertise and ability to work
effectively in multi-disciplinary and multi-agency response teams
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4. DEFINITIONS
The following terms are used frequently in this Chapter: Environmental, Epidemiology,
Laboratory, and Food Safety Defense Task Force. See Manual “Glossary of Key Terms” for
definitions.

5. BACKGROUND
Overview of Federal-State Cooperative Programs
The Federal-State Cooperative Programs are composed of four (4) separate food safety
programs, the Interstate Milk Shippers Program, the National Shellfish Sanitation
Program, the Retail Food Protection Program, and the Radiological Health Program. The
authority for these programs is provided in the Public Health Services Act (42 USC 243).
Section 311(a) of the Act states in part, “The Secretary shall...assist states and their
political subdivision in the prevention and suppression of communicable diseases with
respect to public health matters, shall cooperate with and aid states and local authorities
in enforcement...health regulations and shall advise the several states on matters relating
to preservation and improvement of the public health.” Responsibility for carrying out
the provisions of the Act related to food protection was delegated within Public Health
Service (PHS) to the Commissioner of Food and Drugs in 1968 (21 CFR 5.1 (a)(2)&(4)).
These programs are often cited as a force multiplier and are examples of how a small
expenditure of Federal resources may be leveraged to guide a much larger resource
investment by state and local governments. The Milk, Shellfish and Retail Food programs
each have a governing conference: The National Conference on Interstate Milk
Shipments, the Interstate Shellfish Sanitation Conference, and the Conference for Food
Protection. The goal of these conferences is to develop and adopt national rules and
model regulations that can be implemented by the participating states thereby promoting
program uniformity throughout the nation.

5.1. Grade “A” Milk Program
The FDA State Cooperative Milk Safety Program was established under an MOU,
signed in 1977, between the Commissioner of the FDA and the National
Conference on Interstate Milk Shipments (NCIMS). The NCIMS is the mechanism
through which the Grade “A” Pasteurized Milk Ordinance (PMO) is revised. The
PMO is a model regulation for states to adopt which regulates the production of
Grade “A “raw milk on the farm; its pickup and transfer from the farm to the dairy
plant; and the processing, packaging and handling of Grade “A” milk and milk
products in the United States.

5.2.  Shellfish Sanitation Program
The National Shellfish Sanitation Program (NSSP) was formed in 1925 when the
U.S. Public Health Service responded to requests for assistance from Local and
State public health officials in controlling disease (primarily typhoid fever)
associated with the consumption of raw oysters. Several workshops involving the
States and the Federal government were subsequently held to develop program
guidelines and address emerging problems pertaining to shellfish (oysters, clams,
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mussels, and now, whole scallops and scallop adductor muscle meat with attached
roe) such as marine biotoxins, heavy metals, pesticides, etc.

The First National Shellfish Sanitation Workshop was held in 1954, and subsequent
workshops were held in following years. In 1982, a delegation of State shellfish
officials from 22 states met in Annapolis, MD and formed the Interstate Shellfish
Sanitation Conference (ISSC) using the successful National Conference of Interstate
Milk Shippers (NCIMS) as a model. Food and Drug Administration has a formal
Memorandum of Understanding (MOU) with the Interstate Shellfish Sanitation
Conference (ISSC) which outlines the responsibilities of each in the sanitary control
of shellfish (oysters, clams, and mussels).

5.3. Retail Food Program

FDA’s Retail Food Protection Program provides assistance to the more than 3,000
state and local government agencies that regulate the retail food industry. In 1993,
FDA signed an MOU with the Conference for Food Protection, which is an
organization that brings together representatives from the food industry,
government, academia, and consumer organizations to identify and address
emerging problems of food safety and formulate recommendations to be
incorporated into public policy and industry practice. The stated purpose of this
MOU is to establish a working relationship between the Conference for Food
Protection and FDA to:

e place greater emphasis on food safety at the point of sale, and

e be more successful in promoting food safety, mutual respect and

uniformity

5.4. Radiological Health Program
Regional Radiological Health Representatives (RRHR) are FDA's liaisons to
the states for areas of radiological health and radiological emergencies.
Radiological emergencies can include malfunctions at nuclear power plants as well
as hostile actions to comprise the integrity of a nuclear reactor, or other terrorist
activities involving bombs containing nuclear or radioactive materials. Any of
these events could compromise the nation’s food supply and allow radioactive
materials to enter the ingestion pathway. Additionally, the RRHR is responsible for
general oversight of all radiological health program areas and training, and
considered the Subject Matter Expert for radiological health.

6.  SAFETY
N/A

7. EQUIPMENT/MATERIALS
N/A

8.  PROCESS DESCRIPTION
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The four (4) cooperative program areas (the Interstate Milk Shippers Program, the
National Shellfish Sanitation Program, the Retail Food Protection Program, and the
Radiological Health Program) can play an important part in food safety response. These
partners should be considered as participants on Food Safety Defense Task Forces, Rapid
Response Teams and other Food Safety Response entities. Best practices for the
integration of cooperative program representation at the state, local, and FDA regional
levels can be found in many of the other chapters of the RRT Best Practices Manual
including “Working with Other Agencies”, “Communications”, and “Joint Investigations”.

The four programs are described below to familiarize readers with the structure and
responsibilities of each.

8.1. Grade “A” Milk Program
The Grade “A” Pasteurized Milk Ordinance (PMO) creates a three tier system
consisting of (i) state enforcement, (ii) state rating, and (iii) FDA check rating. State
enforcement consists of permitting, inspection, and sampling and enforcement
activities. State ratings consist of conducting reviews of state enforcement activity
to ensure milk supplies and plants are in substantial compliance with the
requirements of the PMO before they are listed in the Interstate Milk Shippers List
(IMS List). Firms on the IMS List are authorized for interstate shipment of Grade
“A” product. FDA check rating activity consist of reviewing IMS listed milk supplies
and plants in each state to ensure the listed state ratings are valid.

FDA is responsible for the following activities:

e Promoting the adoption, implementation and enforcement of regulatory
standards as provided in the model Grade A Pasteurized Milk Ordinance
(PMO);

e Standardization of FDA and state personnel performing ratings, listings and
laboratory certifications;

e Maintaining and publishing the IMS List of milk supplies, dairy plants, and
approved laboratories quarterly;

e Providing training to state personnel;

e Conducting check ratings (consisting of a monitoring inspection of a plant
and/or farm group and the review of processing, laboratory and regulatory
records to evaluate how the State is carrying out their program) and single-
service audits for sanitation compliance of listed shippers;

e Issuing interpretations of the PMO; and

e Evaluating and approving milk testing laboratories and evaluation of state
milk enforcement and rating programs.
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States are responsible for the following:

e Adopting regulations equivalent to the PMO;

e Issuing permits to Grade “A” dairy farms and Grade “A” plants; inspecting
each at required frequencies; collecting milk, milk product and water
samples at required frequencies;

e Ensuring all milk is screened for Beta lactam drug residues prior to
processing;

e Issuing permits and conducting evaluations of bulk milk haulers and
samplers;

e [ssuing permits and conducting inspections of milk tank trucks;

e Maintaining FDA certification of state personnel conducting ratings,
laboratory certification and sample surveillance; and conducting laboratory
certifications at required frequencies;

e Maintaining permit, inspection and sample records for all permit holders;

8.2.  Shellfish Sanitation Program
The Interstate Shellfish Sanitation Conference (ISSC) membership is comprised of
representatives from Federal agencies (FDA, Centers for Communicable Disease
Control, US Department of Commerce, National Marine Fisheries Service, and
Environmental Protection Agency); State authorities associated with shellfish
management and regulation, shellfish industry, academia, and consumer advocacy
groups. The Conference meets biannually to discuss program proposals to address
shellfish safety, and to make necessary changes to shellfish program guidelines.
The FDA has a MOU with the ISSC that outlines the responsibilities of the States
and FDA in the sanitary control of shellfish

The National Shellfish Sanitation Program (NSSP) Guide for the Control of
Molluscan Shellfish, Model Ordinance (MO) section contains the minimum
requirements that States must implement and enforce if they wish to ship shellfish
in interstate commerce. Firms meeting these requirements are listed on the
Interstate Certified Shellfish Shippers list and therefore are authorized to ship
molluscan shellfish interstate commerce. These requirements are debated and
developed by the ISSC members. State shellfish authority delegates vote on
proposed or revised requirements (only states vote for final requirements).
Following FDA concurrence (proposals may not conflict with existing federal
regulation or policy), the new or amended requirements are published in the next
revision of the NSSP Guide for the Control of Molluscan Shellfish.

As with all food products, rapid response is needed in dealing with illness
outbreaks. Since shellfish are harvested from coastal waters and often consumed
raw, incidents that affect the sanitary quality of coastal waters can have significant
public health impacts and require rapid response by public health officials. Such
events would include major storm events, major spills (sewage, oil, toxic chemical,
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radiological) and major blooms of toxic algae. Planning for timely coordination
and communication at all levels of public health agencies is critical in these events.

FDA is responsible for the following activities:

e Evaluation of State Shellfish Programs using the guidelines found in NSSP MO
and the FDA Molluscan Shellfish Compliance Program (7318.004).

e Providing the ISSC Executive Board with information on any State Shellfish
Program not in substantial compliance with NSSP MO guidelines, procedures,
and criteria.

e Standardization of State Shellfish Standardization Officers and
standardization training for State inspectors.

e Maintaining and publishing (on-line) a dynamic monthly current listing of all
shellfish dealers and shippers certified under the NSSP by the States
(Interstate Certified Shellfish Shippers List - ICSSL).

e Participation to the fullest extent possible in ISSC Task Forces,
Committee/Subcommittee/Workgroup meetings, and any other deliberative
groups that support the ISSC and the NSSP in the safe production and
shipment of molluscan shellfish.

e Coordination with State Shellfish Program Managers, State Health
Departments, State Epidemiologists, FDA District/Division/Program
personnel, FDA CORE and Industry in the investigation, recalls, national
reporting, and sampling in response to all ilinesses/deaths/outbreaks
associated with the consumption of raw or undercooked molluscan shellfish.

e Supporting and/or providing shellfish sanitation training, seminars, technical
assistance, and scientific research as resources permit. FDA is committed to
maintaining a current scientific basis for the shellfish sanitation guidelines
and standards.

e Participation in Incident Response; technical assistance, research and training
are critical for response to incidents such as illness outbreaks, large sewage
spills, oil spills, toxic chemical spills, radiological events, and major storm
events. Often, these events have impacts that cross State lines. Therefore,
these events require advance planning, communication and coordination
among multiple agencies from the Local, State and Federal levels.

e Promoting and maintaining MOUs or other agreements with participating
foreign countries regarding shellfish sanitation programs. There are currently
four (4) foreign countries that have MOUs or other State Department
agreements with FDA allowing them to participate in the NSSP; FDA
evaluates these programs just as they do the State programs.

e Coordinating Federal interagency affairs on matters concerning shellfish
sanitation, including the classification of shellfish growing waters under
Federal jurisdiction.

e Maintaining the National Shellfish Consumption-Associated Vibrio lliness
Database; all reported Vibrio ilinesses are included in this database.
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The States are responsible for the following activities:

e Adoption of adequate laws and regulations to provide a legal basis for sanitary
control of all phases of State shellfish programs.

e Conducting Sanitary Surveys and implementing proper classification of all
shellfish growing waters in the state in accordance with the requirements
outlined in the NSSP MO.

e Development of comprehensive Sanitary Survey reports (including shoreline
surveys) that identify and evaluate all actual and potential pollution sources,
analyze and evaluate bacteriological seawater sample results, and determine
proper classification of shellfish growing areas.

e Inspection and certification of each shellfish processor that meets NSSP MO
requirements, and submission of the names of certified facilities to FDA for
inclusion in the Interstate Certified Shellfish Shippers List (ICSSL).

e Enforcement of classification boundaries, prevention of illegal harvesting, and
enforcement of other harvester requirements in all productive shellfish
growing areas.

e Supervision of the relaying of shellfish from closed areas to approved areas
and subsequent cleansing (depuration) of shellfish.

e Adequate training of State shellfish program personnel to allow proper
implementation of the State’s shellfish program.

e Utilization of laboratories that reliably perform seawater, shellfish, and
biotoxin sample analyses in accordance with the latest approved editions of
the APHA, AOAC, or other methods approved by the ISSC.

e Participation in Incident Response, e.g., illness outbreaks associated with
consumption of shellfish, large sewage spills, oil spills, toxic chemical spills,
radiological events, and major storm events.

e Communicating and coordinating recall information with firms and ensuring
recalled product is off the market

8.3. Retail Food Program
The primary objective of the Retail Food Program is to minimize the incidence of
foodborne illness at retail, by directing activities related to the promotion of
effective state and local retail food regulatory programs.

These agencies regulate more than 1,000,000 retail food establishments nationally
(restaurants, grocery stores, health facilities and nursing homes, schools,
correctional facilities, temporary event food service, food vending facilities, etc.).
This is highly significant because, it is estimated, that the American public now
consumes more than 50% of their meals outside the home. Agencies regulating
this multi-billion dollar industry look to the Regional Retail Food Specialists for
training, technical assistance, program evaluation, and to serve as a liaison
between FDA, the states, and industry as needed.

FDA is responsible for the following activities:
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e Promoting adoption of the FDA Food Code and application of science based
food safety principles and methods at the state, local, and tribal level.

e Providing technical assistance on FDA Food Code requirements and retail
food safety issues.

e Providing uniform training on food safety principles and regulations.

e Standardizing state regulatory Retail Food Inspection Officers.

e Promoting national uniformity among retail food regulatory programs by
encouraging state, local, and tribal participation in the Voluntary National
Retail Food Regulatory Program Standards.

e Conducting Risk Factor Studies.

e Promoting and participating on state and local food safety and defense task
forces.

e Providing risk based inspection and food defense and surveillance
activities/assistance, in conjunction with state and local regulatory
authorities, during special security and emergency/disaster response events.

e Conducting Foodborne lliness Risk Factor studies to track the occurrence of
behaviors and practices that commonly lead to foodborne illness in various
types of retail and foodservice establishments.

8.4. Radiological Health Program
Regional Radiological Health Representatives (RRHR) are FDA's liaisons to
the states for areas of radiological health and radiological emergencies.
Radiological emergencies can include malfunctions at nuclear power plants, hostile
actions to comprise the integrity of a nuclear reactor, or other terrorist activities
involving bombs or Radiation Dispersal Devices (RDDs) containing nuclear or
radioactive materials. Any of these events could compromise the nation’s food
supply and allow radioactive materials to enter the ingestion pathway. The RRHRs
act as the FDA’s representatives for The Advisory Team for Environment, Food and
Health (Advisory Team), which is a radiological emergency response group tasked
with providing protective action recommendations to state and local governments,
including Indian Governmental Agencies, on behalf of its member agencies. The
permanent membership includes representatives from the Environmental
Protection Agency (EPA), the Food and Drug Administration (FDA), the Centers for
Disease Control and Prevention (CDC), and the U.S. Department of Agriculture
(USDA). The permanent members may invite other agencies to participate in
Advisory Team activities.

The Advisory Team was incorporated into the Nuclear/Radiological Incident Annex
of the National Response Plan (NRP) in December 2005. The NRP has been
replaced by the National Response Framework. Program activities performed by
RRHRs relative to Emergency Planning and Response Activities are covered under
CPGM 7386.009.

RRT Best Practices Manual (2017) Page 40 of 708



RRT Best Practices Manual (2017) Federal-State Cooperative Programs
RRT Best Practices — Relationship Building Chapter Page: 2-10

Additionally, the RRHR is responsible for general program oversight for the
following program areas: The Mammography Quality Standards Act: Inspections of
Federal Facilities which provide mammography services, which include VHA
facilities as regulated under the VHAMQSA (through an MOU for inspections),
Indian Health Services, Department of Defense, and the Federal Bureau of Prisons.
Also, RRHRs oversight of the current contracts with state radiological health
agencies for annual inspections of mammography facilities, and tracking of audits
of all inspectors, FDA and state, to meet the annual joint audit requirement. These
activities are covered under CPGM 7385.014.

e Electronic Product Radiation Control (includes suntan beds/booths, bulbs,
cabinet x-ray systems, microwaves, therapeutic ultrasound devices, x-ray
equipment, lasers, and medical devices utilizing electronically-produced
radiation) as outlined under CPGM 7386.001.

e Inspection of Domestic and Foreign Manufacturers of Diagnostic X Ray
Equipment as outlined under CPGM 7386.003a.

e X-Ray Field Testing as outlined under CPGM 7386.003.

e Compliance assistance as requested by the Centers or Division/Program
Offices.

The RRHR is considered the regional Subject Matter Expert for all Radiological
Issues as regulated by FDA.

9. DESIRED OUTCOMES (ACHIEVEMENT LEVELS)

9.1. Achievement Levels
Level | Description
Program has little to no knowledge of the roles and responsibilities of the
1 four Federal-State Cooperative Programs?, how they operate within their
jurisdiction (local, state, regional), and how they would be incorporated as
part of an integrated food safety system.
Program is aware of the roles and responsibilities of the four Federal-State
Cooperative Programs and has a basic understanding of how they operate

2 within their jurisdiction (local, state, regional), and how they would be
incorporated as part of an integrated food safety system.
Program has a strong understanding of the roles and responsibilities of the
3 four Federal-State Cooperative Programs and fully understands how they

operate within their jurisdiction (local, state, regional), and how they would
be incorporated as part of an integrated food safety system.

! There are four Federal-State Cooperative Programs (grade A milk, shellfish, retail, radiological).
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Level | Description
Program has developed a Standard Operating Procedure (SOP), MOU or
other agreement and/or documentation? that describe incorporation of the

4 . s .
four Federal-State Cooperative Programs within the RRT and associated
capabilities or functional areas.

5 Any SOPs or MOUs include a formal review and update process including how

and when they will be exercised.

9.2. Process Overview
9.2.1. Level 1: Little to no knowledge about Federal-State Cooperative
Programs operating within jurisdiction (local, state, regional)
1. Identify Cooperative Programs operating within the jurisdiction
a. Contact state or local health and agriculture programs to identify
what Cooperative Program areas are operating within the
jurisdiction
b. Contact appropriate FDA Program office (District FDA office may
provide this information) and speak with Director of Cooperative
Programs

9.2.2. Level 2: Basic knowledge of Federal-State Cooperative Programs
operating within jurisdiction (local, state, regional)

1. Obtain contact information for and individuals or organizations
responsible for the Cooperative Program areas operating within the
jurisdiction

Taskforce membership lists
Trade organizations
Conference Contacts
Workgroups
Professional Associations
State or local regulatory agencies
Federal management and Federal subject matter experts-
Specialists
2. ldentify roles, responsibilities, and authorities covered under the
specific Cooperative Program area
a. Face-to-face meeting
b. Conference calls
c. Sharing of operational documentation and legal authorities
3. Ensure that Cooperative Program personnel have completed required
training to be a part of the jurisdiction’s integrated food safety
response system (i.e., Rapid Response Team)

@S0 o0 T

2 Stand-alone documentation not required; the documentation can be part of a larger MOU, SOP or other
agreement/documentation.
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a. Provide Cooperative Program directors in FDA and State Agency
management with a list of required training (i.e., List of courses
required to serve as a member of the response team)

b. Identify means of completing required training

c. Catalog documentation showing completion of required training

4. Establish role of Cooperative Program personnel as part of the
jurisdiction’s integrated food safety response system (i.e., Rapid

Response Team)

a. Participation in RRT exercises and other team building events

b. Sharing of resources
i Purchase of equipment required to fulfill role as part of the

response team
ii. Equipment and training necessary for communication during
response team activation

9.2.3. Level 3: Complete knowledge of Federal-State Cooperative Programs
operating within jurisdiction (local, state, regional)

1. Document activation, operation, and communication procedures for
Cooperative Program personnel involved as member of the
jurisdictions integrated food safety response system
a. MOUs — Note FDA MOU with Conferences
b. SOPs

9.2.4. Level 4: SOPs for Cooperative Program integration into the response
system have been developed
1. Atimeframe is established for review of the SOP
a. lIsthe timeframe between reviews appropriate for the document?
2. A procedure has been developed to check the accuracy of contact
information included in the SOP
A schedule has been developed for exercising the SOP
4. A procedure exists for incorporating after action reporting and other
comments/suggestions into the SOP
5. The SOP review includes a process for incorporating and
implementing changes to other documents which would impact the
Federal-State Cooperative Program areas
a. Communications SOPs
b. Joint Investigations SOPs
c. Training SOPs

w

9.2.5. Level 5: The SOP includes a formal review and update process including
provisions for exercising the procedure.
1. Establish personnel responsible for insuring that review and revision
of the SOP is accomplished within the required timeframe

RRT Best Practices Manual (2017) Page 43 of 708



RRT Best Practices Manual (2017) Federal-State Cooperative Programs
RRT Best Practices — Relationship Building Chapter Page: 2-13

10. RELATED DOCUMENTS
RRT Manual Chapter 1: Working with Other Agencies

11. REFERENCES AND OTHER RESOURCES
11.1. National Shellfish Sanitation Program (model ordinance)
11.2. Interstate Certified Shellfish Shippers List - ICSSL (Updated monthly on FDA
website)
11.3. Grade “A” Pasteurized Milk Ordinance (PMO)
11.4. Interstate Milk Shippers List — IMSL (Updated monthly on FDA website)

12. ATTACHMENTS
N/A

13. DOCUMENT HISTORY

Version # Status* Date Author
RRT Cooperative Programs WG
10 | 7/16/2012 (VA**, FDA CER, FDA SER, FL)
1.1 R 1/24/2013 ORA/OP
1.2 R 5/26/2017 ORA/OP

*Status Options: Draft (D), Initial (1), Revision (R), or Cancel (C)
**Workgroup Lead

Change History

1.1 — Minor editorial revisions to achievement level for clarification purposes.

1.2 — Minor editorial revisions to formatting to align with overall 2017 RRT Manual Edition
revision effort.
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Chapter 3. Industry Relations
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1. PURPOSE

The purpose of this document is to assist state human and animal food regulatory
agencies in identifying various types of industry-regulatory interactions and in improving
their relations with human and animal food industries, firms, and trade associations. This
document introduces the topic of industry relations to be used by agencies to assess the
level and extent of engagement they desire, understand the different types of
interactions, and recognize aspects that help and hinder industry-regulatory interactions.
“Industry” in this document includes individual human or animal food firms (growers,
manufacturers, wholesalers, retailers that are impacted by the emergency) as well as
trade associations. While the primary audience of this document is regulatory agencies,
this should not preclude other governmental and private entities from using this as a
resource.

2. SCOPE
This document serves as a high-level orientation to industry-regulatory interactions. It is
meant to guide regulatory agencies in assessing their current level of relations with
industry and to identify steps for improvement. This is not a comprehensive manual of
the subject nor is it an obligatory process; every agency differs in resources,
responsibilities, and priorities. Leadership of regulatory agencies involved in responses to
human or animal food incidents are encouraged to apply the best practices described in
this chapter to any processes and procedures regarding industry relations that are
appropriate for and in use by their jurisdictions.
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3. RESPONSIBILITY
3.1. Agency/Organization Leadership
Leadership of federal, state, and local agencies involved in responses to human or
animal food incidents will jointly work to apply the best practices described in this
chapter to any processes and procedures regarding industry relations that are
appropriate for and in use by their jurisdictions.

3.2. RRT (or investigatory team, in states without an RRT) Leadership
RRT leadership is responsible for ensuring that the personnel assigned to respond
to human or animal food incident have been provided with the Incident Command
System (ICS) and investigation-related training necessary for them to successfully
complete the tasks they are assigned.

3.3. RRT Members (or investigatory team, in states without an RRT)
RRT members are each responsible for playing an active role in maintaining both
their subject matter expertise and ability to work effectively in multi-disciplinary
and multi-agency response teams.

4. DEFINITIONS
N/A

5. BACKGROUND
Building and maintaining good relationships between regulatory agencies and industry are
important for several reasons. Firstly, there is a shared public health vision between
industry and regulatory that is important to foster and capitalize upon. While there exists
an inherent tension between the regulatory agencies and the regulated industry, public
health and the economy both benefit when the relationship is constructive rather than
antagonistic. Industry often knows more than regulatory agencies about itself and in
many cases will have much deeper knowledge of their products, how they are made, how
they move through commerce, and how those things have changed over time. Industry
associations and individual companies can often be assets to regulatory agencies,
containing a wealth and depth of subject matter expertise on areas including sourcing,
standards, audits, processing, marketing, logistics, and consumer preferences. They can
help regulatory agencies better understand risks in the marketplace, and can also help to
reach consumers on overarching efforts like hand-washing campaigns, and aid in specific
responses like product recalls.

Industry can also benefit from engaging in partnerships with regulatory agencies. In many
cases, regulatory agencies were created because of significant health and safety issues
within the food and agriculture sector. These agencies represent the public and are
charged with licensing, testing, and enforcement of businesses and products. As issues
emerge in the public and in the media, including new threats and awareness of
vulnerabilities of the food supply, there will be calls to address those issues through
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changes in legislation and regulation. By actively engaging with regulatory agencies
through trade associations and other groups, industry can help provide a perspective on
proposed language that can lead to more workable final products and less contention
during the legislative process. Through interaction with regulatory agencies, industry can
also better learn about how these agencies work, what their legal and program
constraints are, and other important issues that may aid in understanding why and when
regulatory actions are taken.

6.  SAFETY
N/A

7. EQUIPMENT/MATERIALS
N/A

8.  PROCESS DESCRIPTION
8.1. Types of Industry-Regulatory Interactions
There are multiple examples of interactions between industry and the regulatory
communities that can lead to positive results for both.

8.1.1. Temporary or ad-hoc working groups
These are working groups comprised of regulatory agency and industry
representatives that are formed on a temporary basis to make a specific
decision or complete a specific task. Examples include: updating a state
food code, or creating guidelines for reducing the risk of Salmonella
contamination on a commodity.

8.1.2. On-going working groups
These are working groups, comprised of regulatory agency and industry
representatives, that are formed for continued collaboration around a
subject. Examples include: Food Safety Task Forces or Food
Defense/Agro-Terrorism Working Groups.

8.1.3. Foodborne illness outbreak investigation or crisis event response
These are interactions during a foodborne illness outbreak investigation
or response to a human or animal food emergency. Particularly in a
natural or man-made disaster, the regulatory agencies and industry may
need to work closely together in both the response and recovery phases,
including coordination in a Joint Information Center (for more
information, see “Incident Command System — Best Practices” in the RRT
Best Practices Manual, September, 2011).

8.1.4. Training, education, and other outreach
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These are opportunities to share best practices and knowledge with
industry representatives. These include in-person events, such as
classroom training or workshops, or informational materials delivered on
fact sheets or web sites. They can be co-hosted/co-authored by the
working groups mentioned above, or can be stand-alone offerings based
on need. These can also occur as “cross-training”, or joint training, in
which industry and regulatory representatives train together (for
example, ICS or food defense joint trainings).

8.2. Issues to Consider with Working Groups
There are several considerations that need to be factored into creating and
maintaining working groups. The points below describe important areas that
should be discussed internally by both industry and regulatory, and then between
the two.

8.2.1. Creating a working group
Ideally, a working group should be working before an issue or problem
arises. When possible, be pro-active versus reactive when addressing
emerging issues.

8.2.2. Defining the working group mission
Defining the mission of a working group is fundamental to its success.
The mission should state whether the working group is designed to be
temporary or on-going. Also, if there is a specific product, deliverable, or
outcome that needs to be developed by this group, this should be clearly
stated along with a deadline for the product.

8.2.3. Identifying who to include
The working group mission, goals, and deliverables should help to
identify potential group members. Consider identifying and recruiting
members from different sized entities within an industry or industry
sector, since they will have different needs, resources, and viewpoints.
The RRT Best Practices Manual may be useful in laying out the scope of
work, especially if multiple agencies at the state and local levels are
responsible for the subject area (see “Working with Other Agencies”,
“Communication Standard Operating Procedures (SOPs)”, and “Joint
Inspections & Investigations” sections of the RRT Best Practices Manual,
September, 2011).

8.2.4. Procedural and logistical considerations
When building a working group, there are several procedural and
logistical considerations to be made. It is strongly suggested that
regulatory-industry groups delineate the procedures by which the group
will operate. These include:
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1. Formation of the group: How will members be invited and chosen?
Will this be the Governor, Commissioner/Secretary/Director? Will
there be a general announcement and call for interest, allowing
everyone who wants to take part to do so? Or will it be a select
invitation?

2. Governance of the group: How formal will the structure be? Is there
a need for a charter or bylaws? Will there be voting that binds the
group to a decision? If so, will minority viewpoints be included in any
reports or documents? Will there be meeting minutes taken or
annual reports written? If so, what is the distribution of these
documents — group members only or available to the public?

3. Membership length of service: What will be the term of service of
the members? How will vacancies be filled?

4. Logistical support: Who will provide administrative staff resources to
support the working groups? Will members receive reimbursement
for their travel and related expenses?

8.2.5. Open meetings and public records laws
Several states have laws governing open meetings and public records.
These vary by state and agencies should check with legal counsel about
applicability. This also includes minutes and notes taken at these
meetings, as well as membership lists and contact information.

8.2.6. Securing confidential information
It is important to identify types of confidential information that could be
sought or shared by the working group, know the legal bounds for
sharing and securing this information, and set working group guidelines
based on the laws and policies that govern its members. For instance, it
may be helpful for the agencies to understand how industry manages
some part of the process or for the work group to tour a facility to better
understand how something works. However, that may be proprietary or
confidential business information. State laws vary on disclosure, so
agencies should consult with legal counsel to determine the access and
availability of information collected through participation in this group.

Securing information also includes development of processes within the
regulatory agency to ensure that protected information remains
protected and a process to ensure that other working group members
representing private businesses do not receive an advantage by having
access to this kind of information. For these situations, seeking
information from industry associations or trade groups may be more
appropriate than from individual businesses as these groups will have an
understanding about proprietary sensitivities and can provide
information at a generic level. Documents such as confidentiality
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agreements, if applicable, should be in place before the start of a working
group.

The following are additional special considerations for securing

information:

1. Protected Critical Infrastructure Information (PCIl): Some
information provided by the private sector to federal, state, or local
agencies may be considered PCIl, meaning that it was gathered as
part of the national effort to protect critical infrastructure, including
the food and agriculture sector. This information is voluntarily
provided by industry to government and helps provide a better
understanding of threats, risks, and vulnerabilities. However, under
federal law it cannot be disclosed to the public and it also cannot be
used for any regulatory or enforcement actions.

2. Information supplied by federal agencies (CDC, FDA, USDA): Some
information may be provided to state or local agencies through
agreements with the FDA or USDA that with limits on further
disclosure. Federal law prohibits working group review of these kinds
of materials if the working group contains any members who do not
have explicit authorization to review such documents.

3. Protecting regulatory information distributed to working group
members: Regulatory agencies may have internal policies and
procedures (for example, how inspections are planned and carried
out). Depending on state open meetings and public records laws,
disclosure of any documents—including those considered internal or
sensitive—may result in them being considered public. They may also
become public through loss or intentional distribution by working
group members; measures to safeguard against such distribution
should be taken.

4. Competing interests between industry and regulatory entities and
among different types/sizes of industry: There are some potential
conflicts that both sides should be aware of in working groups. These
include ensuring that working groups:

a. Have a balance of viewpoints.

b. Have a balance of industry participants so that individual
companies cannot use the process to negatively impact their
competition, or that a group of firms of a similar size do not steer
the process toward an outcome that is unworkable for those of
any other size or configuration.

c. Identify and recruit members from different-sized entities within
an industry or industry sector. Large- and medium-sized entities
may have staff that can more easily participate in working groups
or be represented by industry trade associations. In some cases,
smaller entities including cottage industries may be affected by
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the outcomes of the working group but not have been aware of or
invited to participate in the working group. Also, smaller entities
may not be as likely to belong to trade associations. Including
individuals representing entities of a smaller size may help to
ensure that the concerns of smaller entities are brought forth and
included in the discussion.

d. Create a mechanism or process to let all members, and potentially
the public, submit and openly discuss all proposals.

8.2.7. Keeping working group members engaged
This is an issue for on-going working groups. Both industry and the
regulatory agencies have limited staff time, and both must make
decisions about how much time to commit to efforts like these groups.
The regulators, due to their public service mission, may have more
flexibility to spend time and energy on these kinds of projects. Industry
representatives may have to evaluate how serving on a working group,
especially a long-term one, will benefit both the individual company and
the industry. If the working group is coordinated out of a regulatory
agency, the agency should regularly ask industry if the working group is
meeting their needs, so as to keep the private sector at the table and
engaged.

8.2.8. Building and maintaining trust among all members
There may be certain topics addressed in working groups that are
contentious or require a level of trust to resolve. For contentious issues,
it may be advisable to use third-party facilitators without a stake in the
outcome to help a working group understand all perspectives and reach
consensus. This may be very useful for temporary/ad- hoc groups
working on issues like creating a new type of licensed activity or setting
fees, and for long-term working groups where there has been a history of
poor communication or distrust.

8.3. Issues to Consider During Outbreak Investigations and Crisis Responses
The language below covers two types of crises: The first, where the firm/industry
is at the center of an outbreak investigation and potential recall; and the second
when the firm/industry is involved in a response to a natural disaster or criminal
action.

8.3.1. Outbreak investigations and recalls
The following are considerations for industry-regulatory relations when
the crisis is related to an outbreak investigation and recall.
1. Sharing information during the investigation: The firm and/or
industry is generally very interested in all actions being taken by the
regulators and will want to know what steps are being taken and
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being planned. In some cases, the firm/industry can be a very useful
partner and can act quickly to address the situation, thereby
protecting the public health and reducing exposure and their liability.

2. Balancing multiple interests: There are often multiple aims and
interests among those involved in an outbreak investigation. The
regulatory agency may be concerned about taking sufficient time to
conduct a thorough investigation. The firm may be concerned about
recovering as quickly and inexpensively as possible. Also, in some
cases the regulatory agency may be considering penalties against the
firm during an investigation and this can lead to a lack of information
sharing by both the agency and the firm. Both parties should be
aware of the pros and cons when an agency or firm withholds
information. For example, a firm may destroy product when they
believe their involvement is over, but the regulatory agency may still
have need of that product. Or a regulatory agency may have product
under seizure or embargo at a firm. The firm may take legal action
like suing the agency to try to get the seizure lifted so they could
recondition and sell the product. The balance here is between the
firm’s desire to get rid of implicated product to stop paying storage
costs and to try to regain customer trust versus the regulatory
agency’s desire of having more with which to perform laboratory
analyses to best ensure public health.

3. Describing the process and what to expect: There can be a lot of
confusion during an outbreak or food contamination investigation at
a food facility. These investigations can last a long time--several days
or even weeks--and require collection of many different types of
information. While there are situations when the regulatory
personnel cannot predict next steps, often the general framework of
the investigatory process is known. Communicating to industry the
process and what to expect, when possible, will often improve how
well the firm and the regulatory agency work together during an
outbreak or crisis. Tools that assist this communication can be
developed in working groups, tested in exercises and real-world
responses, and then taken back to working groups for additional
discussion.

8.3.2. Examples of the kinds of information and tools that can be used:

1. Guidance documents: Several federal, academic, and trade
organizations have written food safety, HACCP, environmental
sampling, and sanitation guidance documents for specific foods and
processes.

2. On-site investigation daily timelines: Lists of what parts of the
investigations are going on that day and how the firm can facilitate
these actions. For example, by compiling the records that regulators
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will need, or making available the employees a regulator will need to
interview that day.

3. Laboratory analysis timelines: Turn-around times and information
that describe how long different types of laboratory tests take.

4. Regulatory authority: Materials that explain the legal basis for
actions and the thresholds for action. This helps ensure that
regulatory actions are predictable and implemented uniformly.

5. Discussion of potential outcomes: What are the possible outcomes
and what would be expected actions in each of those outcomes? For
example, if food contact surface or finished product samples test
positive for a pathogen (outcome), the regulatory authority may
expect to issue a Consumer Advisory and recommend that product be
recalled.

6. Describing the process for “appeal”: What if the firm doesn’t like
what a regulatory agency is doing and vice versa?

8.3.3.  All-hazards crisis response
When a firm, industry, or food sector is involved in a crisis response such
as a natural disaster or terrorist event, the relationship may be very
different because of differences in how enforcement and litigation are
considered. However, other contributions are still very relevant,
including information sharing, public and risk communication, and
coordinated response.

8.4. Issues to Consider for Training and Educational Events or Materials
There is a need for establishing a common understanding of food safety among
regulatory agencies and industry and for a common format for providing training
and education. There is also a need to develop a consistent means to educate and
communicate information to industry and the public.

8.4.1. Seek input from industry and academia
When creating training and educational events or materials, whether for
a regulatory audience, an industry audience, or a mixed audience,
consider seeking input from industry and academia. These sources may
help define training needs and offer expert information. For in-person
trainings or workshops, consider having trainers or speakers from a
variety of backgrounds. Industry and academic partners can also help
advertise the events or circulate published materials.

8.4.2. When joint training is a good idea
Just as the working relationship between two agencies can be improved
by having staff members participate in training together, so can the
relationship between the private sector and regulatory agencies. While
some of the same concerns as noted in the working group issues above
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can also exist in a training situation, the dissemination of good
information as widely as possible benefits all players within the sector.
Further, both sides can benefit from learning the same information
through the course material. For state, local, and tribal entities, it can be
helpful to host a course developed by a third party, particularly a federal
agency or university.

8.4.3. Considerations when posting information to an agency website

As noted above, each jurisdiction has its own requirements under open
records and disclosure laws, which can impact what an agency may have
on its website. In some jurisdictions, there are prohibitions on content or
links to private sector information or entities to avoid any suggestion of
bias. Other jurisdictions routinely share content developed by the private
sector on their websites and through social media as a means of
disseminating information, particularly on recalls initiated by the private
sector itself. Check with your public information officer and counsel for
additional information about online posting of information.

9. DESIRED OUTCOMES (ACHIEVEMENT LEVELS)
9.1. Achievement Levels

Level

Description

1

Little or no engagement with the industry

2

Medium engagement with the industry

3

High degree of engagement with the industry

9.2.

Process Overview

Use the descriptions of the levels below to help assess an agency’s level of
engagement. The heads of organizations have a strong influence on the tone and
expectations for industry-regulatory partnerships. Therefore, it is important to re-
assess the engagement level as leadership at the state and local levels change

through elections and other departures and agency perspectives on engagement

may vary. For additional resources, refer to Working with Other Agencies chapter
of the RRT Best Practices Manual.

9.2.1. Level 1: Little or no engagement with the industry
The regulatory agency does not attend industry conferences or trade
shows; the agency gets bills sponsored in the legislative body that have
not been shared with the industry; there is a food protection task force
but it does not contain representatives from the private sector; there are
no or very few working groups with public and private sector
representation.

9.2.2. Level 2: Medium engagement with the industry
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The regulatory agency’s staff occasionally attends industry conferences
or trade shows; the agency tells the industry when they get bills
sponsored in the legislative body; the food protection task force includes
some representatives from the private sector but not many attend; there
are some working groups with public and private sector representation.

9.2.3. Level 3: High degree of engagement with the industry
The regulatory agency’s staff attends industry conferences or trade
shows and is asked to present or speak; the agency forms working groups
that include industry to work on proposed legislation before approaching
the legislative body; there is a food protection task force that includes
many members from the private sector and many attend; there are many
working groups with public and private sector representation.

10. RELATED DOCUMENTS
Related RRT Best Practices Manual Chapters, Topics, and References:
10.1. Working with Other Agencies
10.2. Communication Standard Operation Procedures (SOPs)
10.3. Recalls
10.4. Tracebacks
10.5. Environmental Sampling
10.6. Training
10.7. Joint Inspections & Investigations

11. REFERENCES AND OTHER RESOURCES
N/A

12. ATTACHMENTS

N/A
13. DOCUMENT HISTORY
Version # Status* Date Author
RRT Industry Relations WG
1.0 [ 7/16/2012 (MN** M1 VA)
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*Status Options: Draft (D), Initial (I), Revision (R), or Cancel (C)
**Workgroup Lead
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Chapter 4. Exercises: Planning, Implementation and Evaluation
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1. PURPOSE

Even the simplest exercise takes significant time and research, especially when you are
not familiar with planning and developing exercises. This process can be even more
arduous when trying to develop an exercise focusing on a non-traditional aspect of human
and animal food safety or defense, and often human and animal food regulatory
programs do not have access to the same array of resources, experience and expertise as
other emergency sectors that are more familiar with exercises (e.g., fire, police, hazmat,
forestry services, etc.). It can be quite challenging even if you obtain the help of a
planner/facilitator.

Well designed and executed exercises are the most effective means of:

e Assessing and validating Rapid Response Team (RRT) policies, plans, procedures,
training, equipment, and interagency agreements;
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e Clarifying roles and responsibilities;

e Improving interagency coordination and communications;

e |dentifying gaps in resources; and

e Measuring performance and identifying opportunities for improvement.

This chapter provides best practices for exercise planning, the process for scenario
development, and implementation of exercises focused on RRT plans, processes and
procedures. While other aspects of exercises may be covered, the main focus will be on
the planning, design, implementation, and evaluation of RRT exercises. The best
practices included in this chapter are largely based on the Homeland Security Exercise and
Evaluation Program (HSEEP), as well as the collective experience and knowledge of RRTs.
As such, the content is geared towards a fully mature RRT (in Phase 3 of the RRT Capacity
Building Process). We encourage you no matter your level to take the references and
examples found within the document to help you develop exercises for your RRT.

Below are key elements included in this chapter:
1. Resources and best practices for scenario development and exercise planning:
a. Pre-packaged exercise options; best practices for modifying pre-packaged
exercises
b. Identifying clear objectives and end goals; what aspect do you specifically want to
test by this exercise (e.g., communication; gathering of Subject Matter Experts
(SMEs); Incident Command System (ICS) roles/responsibilities, etc.)
c. Considering incorporation of other elements into your exercise
i. Use of Emergency Operations Center or Department Operating Center
ii. Use of the tracking/assignment systems
2. Establishing exercise logistics
List of acronyms commonly encountered in exercises
4. Training and exercise Plan

w

2. SCOPE
This chapter focuses on exercise planning, design, implementation, and evaluation. These
concepts are building blocks that may incorporate a training and exercise plan and will
facilitate exercise design, implementation and evaluation:

¢ Defining Roles and Responsibilities for Exercise Implementation: Identifies exercise
roles and responsibilities for planners, facilitators, controllers, evaluators, actors and
players.

e Building Your Exercise Planning Team: Describes best practices to build an exercise
planning team.

e Exercise Implementation: Describes best practices and tools to conduct and/or
implement a discussion based or functional exercise.

e Exercise Evaluation: Describes roles and responsibilities, procedures and
mechanisms to perform exercise evaluations. To be most effective this should be
incorporated into the planning process and a Lead Evaluator should be identified to
ensure that the evaluation components are captured during the exercise design.

RRT Best Practices Manual (2017) Page 58 of 708



RRT Best Practices Manual (2017) Exercises
RRT Best Practices — Planning and Preparedness Chapter Page: 4-3

The best practices described in this chapter identify key areas and elements for each of
these concepts (exercise planning, design, implementation, and evaluation), but are
neither comprehensive nor specific to unique situations. State, local, and federal agencies
seeking to improve multi-agency food emergency responses (e.g., States, FDA field

offices) may utilize this chapter to assess and improve their exercise planning, conduct
and design, and evaluation capabilities. Agencies with varying responsibilities (e.g.,
human and animal food regulatory, public health, animal health, law enforcement, and
laboratory) and achievement levels may differ in how they customize and apply these best
practices.

The Exercise Best Practice Working Group supports existing exercise planning guidance
documentation: HSEEP 2013 guidance can be found by using the link below.
http://www.fema.gov/media-library-data/20130726-1914-25045-8890/hseep aprl3 .pdf

FREE-B exercise documentation can be found by using the link below.
https://www.fda.gov/Food/FoodDefense/ToolsEducationalMaterials/ucm295902.htm

3.  RESPONSIBILITY
3.1. Exercise Planner
Exercise planner responsibilities include defining the Planning team
members/workgroup and exercise participants (all individuals involved in the
exercise).

Training should be provided to all exercise participants prior to the start of the
exercise. For exercise players, the exact training required will depend on the
exercise scenario and objectives. For example, if the exercise focuses on RRT
Activation procedures, then all players should have completed appropriate ICS
training for the role(s) they will play in the exercise and be familiar with RRT
Activation protocols or other applicable procedures. This also includes letting
exercise players know what response procedures they may need to reference
during the exercise. We strongly encourage exercise implementation members
(facilitators, observers, actors, controllers, evaluators, etc.) to participate in role-
specific training or instructions, and review SOP or Guidance documentation in
advance of the exercise, in order to best familiarize themselves with the plans,
policies, and procedures of the players who will be performing these duties during
the exercise.

3.2. Facilitators
Persons responsible for leading or coordinating the work of a group. Responsible
for leading discussions, mediating topic points and keeping the exercise moving
forward.

3.3. Observers
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Non-participants responsible for testing exercise criteria; views exercise
implementation and can provide valuable input during the hotwash sessions.

3.4. Actors
Participants in an action or process. Portrays a role in the scenario to simulate
realism.

3.5. Players

Persons who will be participating in the exercise to assess and validate policies,
plans, procedures, training, equipment, and interagency agreements

3.6. Controllers
Persons who administer injects from the Master Scenario Event List (MSEL) and
ensure the exercise time scheduled is followed. The scope of the exercise will
determine the number of controllers needed.

3.7. Evaluators
Persons who evaluate the actions of the players, decision making touchpoints,
review if the players are following their plans, policies and procedures through
observation or direct questioning of exercise players. They also participate in
planning for exercise evaluation criteria.

4. DEFINITIONS
4.1. Exercise Types — The following terms are used in this chapter. Full
definitions/descriptions of these terms can be found in the April 2013 Homeland
Security Exercise and Evaluation Program (HSEEP), See Section 2, Exercise Program
Management, Discussion-Based Exercises and Operations-Based Exercises
(https://www.fema.gov/media-library-data/20130726-1914-25045-
8890/hseep aprl3 .pdf).

4.1.1. Discussion-Based Exercises
Discussion-based exercises can be used to familiarize players with, or
develop new, plans, policies, agreements, and procedures. Discussion-
based exercises focus on strategic, policy-oriented issues.

e Seminar

e Workshop

e Tabletop Exercise (TTX)
e Games

4.1.2. Operational-Based Exercises — Operations-based exercises are
characterized by actual reaction to an exercise scenario, such as initiating
communications or mobilizing personnel and resources.

e Drills
e Functional Exercises (FEs)
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e Full Scale Exercises (FSEs)

Diagram taken from the EPA “How to Develop a Multi-Year Training and Exercise Plan”

5. BACKGROUND
Conducting exercises is a critical part of preparedness and response planning. Exercises
may be conducted to evaluate operational plans/procedures, clarify roles, improve
coordination, and find gaps or identify opportunities for improvement. They may also be
used to improve teamwork or individual performance prior to responding to an incident
or to prepare for non-routine incident response. Ideally, exercises should be conducted
using a building block approach that increases in complexity (e.g., starting with conducting
a drill or tabletop exercise and building up to a functional or full scale exercise to fully test
plans/procedures and overall response capacity).

The way exercises are conducted can vary widely based on the needs of an RRT. The
Exercises chapter will focus on using the best practice or Homeland Security Exercise and
Evaluation Program (HSEEP) approach. Although this is the best practice for conducting an
exercise it also takes the most time to plan and conduct, which may be challenging to
some RRTs based on available time and resources. Exercises should be planned to meet
the needs of the RRT and test plans, procedures and staff. No matter what type or scale of
exercise is conducted, an improvement plan should be developed and improvements
tracked as part of the RRT’s continuous improvement process. Some smaller scale
exercise examples are provided in the chapter attachments (G-I) to go along with the
HSEEP recommendations described in this chapter.

6.  SAFETY
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Exercise Director, Planners, and Controllers are responsible for ensuring safety of all
exercise participants (all roles) throughout the planning, design, implementation and
evaluation phases. Depending on the nature of the exercise, exercise planners may need

tos

pecifically designate someone as responsible for addressing safety issues or concerns

during exercise implementation. Some items to include when addressing safety include:

Develop the ground rules and safety provisions of the exercise

Review safety items during the briefings (discuss with planning team to ensure it is
covered)

Rally Point (make sure you have a sign-in sheet at your exercise; this is important for
when you need to account for participants at the rally point — you may not always
know your exercise participants in advance, or be able to rely solely on pre-
registration data)

Water (ensure proper hydration during exercises and drills)

Food (ensure food purchases follow agency per diem purchasing requirements)

7. EQUIPMENT/MATERIALS

7.1.

Exercise Documentation

7.1.1. Exercise Plan (ExPlan): ExPlans are general information documents that
help operations-based exercises run smoothly by providing participants
with a synopsis of the exercise. They are published and distributed to the
participating organizations following development of most of the critical
elements of the exercise. In addition to addressing exercise objectives
and scope, ExPlans assign activities and responsibilities for exercise
planning, conduct, and evaluation. The ExPlan is intended to be seen by
the exercise players and observers; therefore, it does not contain
detailed scenario information that may reduce the realism of the
exercise. Players and observers should review all elements of the ExPlan
prior to exercise participation.

An ExPlan typically contains the following sections:

Exercise scope, objectives, and core capabilities

Participant roles and responsibilities

Rules of conduct

Safety issues, notably real emergency codes and phrases, safety
controller responsibilities, prohibited activities, and weapons policies
Logistics

Security of and access to the exercise site

Communications (e.g., radio frequencies or channels)

Duration, date, and time of exercise and schedule of events

a. Maps and directions

LN EWNRE

7.1.2.  Controller and Evaluator (C/E) Handbook
The C/E Handbook describes the roles and responsibilities of exercise
controllers and evaluators and the procedures they should follow.
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Because the C/E Handbook contains information about the scenario AND
about exercise administration, it is distributed to only those individuals
designated as controllers or evaluators.

The C/E Handbook may supplement the ExPlan or be a standalone
document. When used as a supplement, it points readers to the ExPlan
for more general exercise information, such as participant lists, activity
schedules, required briefings, and the roles and responsibilities of specific
participants. Used as a standalone document, it should include the basic
information contained in the ExPlan, and detailed scenario information.

A C/E Handbook usually contains the following sections:

1. Assignments, roles, and responsibilities of group or individual
controllers and evaluators

2. Detailed scenario information

Exercise safety plan

4. Controller communications plan (e.g., a phone list, a call-down tree
etc.)

5. Evaluation instructions

w

7.1.3. Master Scenario Events List (MSEL)
1. A MSEL is typically used during operations-based or complex
discussion-based exercises and contains a chronological listing of the
events that drive exercise play.

Each MSEL entry should contain the following at a minimum:

a. Designated scenario time

b. Event synopsis

c. Controller responsible for delivering the inject, with controller or
evaluator special instructions (if applicable)

d. Intended player (i.e., agency or individual player for whom the
MSEL event is intended)

e. Expected participant response (i.e., player response expected
upon inject delivery)

f. Objective, core capability, capability target, and/or critical task to
be addressed (if applicable)

g. Notes section (for controllers and evaluators to track actual
events against those listed in the MSEL, with special instructions
for individual controllers and evaluators)

Scenario timelines listed in a MSEL should be as realistic as possible
and based on input from SMEs. If the activity occurs sooner than the
MSEL writers anticipated, then controllers and evaluators should note
the time it occurred, but play should not be interrupted.
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Controllers delivering MSEL injects will either be co-located with
players in the venue of play, or they will reside in a SimCell®.

Prior to Start of Exercise (StartEx), the mechanisms for introducing
injects into exercise play should be tested to ensure that controllers
are aware of the procedures for delivering MSEL injects and that any
systems that will be used to deliver them are functioning properly.

2. The three types of descriptive MSEL events that support exercise
play include:

a. Contextual injects introduced to a player by a controller help
build the exercise operating environment and/or keep the
exercise play moving. For example, if the exercise is designed to
test information-sharing capabilities, a MSEL inject can be
developed to direct an actor to portray a suspect by behaving
suspiciously in front of a law enforcement player.

b. Expected action events reserve a place in the MSEL timeline and
notify controllers when a response action would typically take
place. For example, during an FSE involving a chemical agent,
establishing decontamination is an expected action that the
players will take without the prompting of an inject.

c. Contingency injects are provided by a controller or simulator to
players to ensure play moves forward to adequately evaluate
performance of activities. For example, if a simulated secondary
device is placed at an incident scene during a terrorism response
exercise, but is not discovered, a controller may want to prompt
an actor to approach a player and state that he or she witnessed
suspicious activity close to the device location. This should prompt
the responder to discover the device, resulting in subsequent
execution of the desired notification procedures.

7.1.4. Exercise Evaluation Guides (EEGs)
EEGs are intended to help evaluators collect relevant exercise
observations. These documents are aligned to objectives, and document
the related core capability, capability target(s), and critical tasks. Each
EEG provides evaluators with information on what they should expect to
see demonstrated or hear discussed.

7.1.5. Participant Feedback Form

1 A location from which controllers deliver messages representing actions, activities, and conversations of an
individual, agency, or organization that is not participating in the exercise but would likely be actively involved
during a real incident.
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At the end of an exercise, participants may receive a Participant Feedback
Form that asks for input regarding observed strengths and areas for
improvement that players identified during the exercise. Providing
Participant Feedback Forms to players during the exercise wrap up
activities allows them to provide their insights into decisions made and
actions taken. A Participant Feedback Form also provides players the
opportunity to provide constructive criticism about the design, control, or
logistics of the exercise to help enhance the planning of future exercises.

At a minimum, the questions on the Participant Feedback Form solicit the
following: Strengths and areas for improvement pertaining to the
implementation of participating agencies and organizations’ policies,
plans, and SOPs; and Impressions about exercise conduct and logistics.

Information collected from feedback forms contributes to the issues,
observations, recommendations, and corrective actions in the AAR/IP.
Feedback forms can be supplemented by conducting a hotwash
immediately following the exercise, during which facilitators, controllers,
and evaluators capture participant perspectives on the key strengths and
areas for improvement identified during the exercise.

7.2.  Exercise Materials
Exercise materials needed on EXERCISE DAY are an integral part of exercise
implementation. See Attachment A for a checklist of items for consideration.

8. PROCESS DESCRIPTION
8.1. Building Your Exercise Team

Establishing your planning team is one of the most critical roles in building a
successful exercise. You need to select people with the subject matter expertise to
aid in crafting an exercise scenario and an understanding of participating agency’s
plans, policies and procedures, to include players’ functional roles and
responsibilities. Identify and select team members based on these criteria. Itis
also helpful to select individuals from each of the participating agencies to provide
this subject matter expertise. The more agencies (how many agencies/multi-state
endeavor) you have participating in the exercise, the more people you may need
to consider consulting with for subject matter expertise that will contribute to
exercise planning and implementation. Trying to find a healthy balance of
planning team members is important. It is recommended to limit the number of
persons on the planning team for efficiency and effective decision-making.

It is highly recommended that you have the Lead Evaluator identified and involved
at planning meetings and exercise documentation development as it helps to
identify and craft evaluation criteria that will be performed by the Evaluators at
the exercise.
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It is preferable that the people selected to participate on the planning team are
not going to participate as players. You cannot effectively respond to the exercise
scenario when you know the concept of play (exercise conditions); in other words,
you are not responding as you would in real life as you have “prepared” your
responses. Therefore, it is highly recommended that someone else be identified

to perform in a PLAYER role.

Determining the exercise type, level of play and exercise objectives helps to
determine the number of exercise planners and support persons. Establishing a
Lead Evaluator as part of the Planning team is recommended.

Table of Planning Team Member Roles

Role

Exercise Skills

Exercise Tools

Exercise
Director

Primary point of contact (POC) and has full responsibility and
authority to ensure exercise objectives are met, align with
agency priorities, and exercise implementation is completed.
This may include budgetary accountability (financial
responsibility), signatory for contractual agreements with
contractors (exercise design and/or evaluation), project
timeline development, and final approval (can be verbal) on
work documents for exercise play. This individual needs to be
a team builder with good communication and project
management skills.

Lead
Facilitator

Identify how many facilitators that you need:

Lead Facilitator for primary sessions; and/or teleconference
communications

Facilitator identified for each room

Are there multiple break out rooms? If so, establish one for
each location.

Facilitator identified per table:

Important to have a realistic player count to ensure you have
enough facilitators for each table with the subject matter
expertise to provide the feedback/answer any questions to
help the table reach the required objectives/work assignment
goals).

Facilitator skill set(s) include:

Subject matter expertise related to exercise scope and
objectives

Excellent communication skills

Mediation skills

Able to break the ice and provide fillers if a speaker shows up
late/technology breaks down

Non-judgmental and unbiased; optimistic

Ability to develop and elicit responses from players
Mediation skills:

Identify WHO will handle heated debates. It is important to
handle this in advance: The exercise area is supposed to be

Handouts/Reference Materials

White Boards, Flip Charts, Notecards
Audio-Visual Aides/Equipment: important
to test these in advance of exercise start
time to ensure that they are functioning
correctly.

PowerPoint Projector/Screen
Conference Call Line/Dial in number is
correct and functions
Speakers/microphones

Video conferencing capabilities
functioning

Equipment technician available to assist
with malfunctions.
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Role

Exercise Skills

Exercise Tools

safe zone where all input is welcome and considered;
however sometimes discussion/debates can get out of hand.
You need someone identified (can be Lead Facilitator and/or
Exercise Director) who can help diffuse the situation and
address it in a professional non-combative manner. This
concept of “safe zone” is to be brought up at the beginning of
the actual exercise.

Lead
Controller/
Evaluator

Identify how many controllers and evaluators that you need:
Controller identified for each room

Are there multiple break out rooms? If so, establish one for
each location.

Review Controller Expectations with participants

It is important to develop exercise evaluation requirements
early in the design process, as they will guide development of
the exercise scenario, discussion questions, and/or MSEL.
Evaluation requirements clearly articulate what will be
evaluated during the exercise and how exercise play will be
assessed. This information is documented in the Exercise
Evaluation Guides (EEGSs).

Handouts/Reference Materials: C/E
Handbook, MSEL, Inject Notecards for
distribution

Evaluation tools include exercise
evaluation forms, like Exercise Evaluation
Guides (EEGs), Checklists, Agency SOPs,
Guidance documents, etc., that will be
utilized by the evaluators to evaluate the
exercise.

Good ratio of personnel to operate
SimCell to ensure all injects are delivered
and tracked according to MSEL
Clipboard for taking notes

Inject Tracking Device (whiteboard,
electronic, etc.)

8.2.

Establish Expectations Regarding Time Commitment

It is important to relay understanding to all parties that developing an exercise is
an intensive time commitment on the behalf of the planning committee members.
Serious consideration should be given to accepting this role and responsibility.
There is an expectation that all parties will devote the necessary time and provide
subject matter expertise in the agreed upon exercise planning, conduct and
evaluation roles. Keep in mind that timeframes depend on the type of exercise
being conducted (e.g., a TTX requires much less time than a full scale exercise).

There are several meetings held to effectively develop an exercise, it is important
to designate someone to take notes/minutes during the meetings:

8.2.1.

Initial Planning Meeting (IPM) (see Attachment E for example).

The Lead Planner for the exercise coordinates the IPM. The purpose of
the IPM is to (1) determine exercise scope by establishing the intent and
direction from RRT partner agencies, and gathering input from the
exercise planning team; and (2) identify exercise design requirements and
conditions (e.g., assumptions and artificialities), exercise objectives,
participant extent of play, and scenario variables (e.g., time, location,
hazard selection). The IPM is also used to develop exercise
documentation by obtaining the planning team’s input on exercise
location, schedule, duration, and other relevant details.
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During the IPM, exercise planning team members are assigned
responsibility for activities associated with designing and developing
exercise documents, such as the Exercise Plan (ExPlan) and the Situation
Manual (SitMan), and coordinating exercise logistics.

Iltems to be discussed by the Planning Team at the IPM include:

e Agreement regarding exercise concept (scope, type, mission area(s),
exercise program priorities to be addressed), exercise objectives, and
aligned core capabilities

e Consensus on the target exercise timeframe: When selecting the
exercise duration, the planning team should determine how long it
will take to address the exercise objectives effectively. Discussion-
based exercises and some drills are generally shorter, ranging from a
couple of hours to a full day. Functional Exercises (FEs) and Full Scale
Exercises (FSEs) may take longer.

e Anticipated extent of participation

e Identification of exercise planning team members

e Exercise planning timeline with milestones, including the date of the
next planning meeting

e Identification of the intended players/participants for this exercise
and their associated role(s)

e Exercise setting: virtual, face-to-face, or a combination of both

e Specific requirements for the exercise venue

e Potential need to develop a back-up plan in the event of bad weather
or other unforeseen emergency/circumstances. This could include
identification of an alternate/back-up venue, methods for
notifying/communicating with participants, and dates for postponing
or rescheduling the exercise, if needed.

e Possible trainings that may be offered in conjunction with the
exercise (as part of exercise objectives) or need to be offered prior to
the exercise (training on specific procedures or tasks that are being
evaluated as part of the exercise).

Key concepts that should be a point of discussion at the Initial Planning

Meeting (IPM) to ensure you have all the necessary subject matter

experts to help craft your exercise are:

e C(learly defined exercise objectives and aligned core capabilities

e Evaluation requirements, including Exercise Evaluation Guide(s) (EEG)
capability targets and critical tasks

e Relevant plans, policies, and procedures to be tested in the exercise

e Exercise scenario and modules

e Modeling and simulation planning
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e Materials list for facilitators, observers, participants, evaluators, etc.
(may grow as planning continues). See Attachment A for an example
list.

e Extent of play for each participating organization

e Optimum duration of the exercise

e Exercise planners’ roles and responsibilities

e Local issues, concerns, or sensitivities

e Responsibilities assigned to workgroup members such as
responsibility to create the Situation Manual or the PowerPoint
presentations, etc.

e Hotwash and After Action Report (AAR) with Improvement Plan (IP) —
Decide on format and parameters that will be used. May add specific
guestions based on your exercise. Decide who is responsible for the
completion of these documents.

e Consensus regarding the date, time, and location for the next
meeting

e Contractors — Discussion should take place if you want the services of
a contractor to perform planning and exercise conduct duties.

e Contractors’ duties and responsibilities should be spelled out in a
Statement of Work or Scope of Work (SOW). This will largely depend
on what the sponsoring agency decides to do themselves versus what
they would like the contractor to do (documented in SOW). This may
include the following information or expectations:

e Project cycle begin and end dates
e Identification of venue for conducting the exercise, including
deadlines for securing the venue
e Schedule planning calls
e Develop meeting minutes and track action items from planning
calls
e Expectations for printing of exercise materials
e Specify that all products should be provided to the exercise lead
upon completion of project in electronic format
e Documents the contractor is responsible for may include:
i Exercise plan/Situation manual
ii.  Controller and Evaluator handbook
iii. Master scenario and Events List
iv.  Exercise evaluation forms
v.  Participant feedback forms
vi.  After Action Report
vii. Hotwash minutes/notes
viii. Summary of findings
ix. Improvement plan

e When defining a SOW, spell out contents of work performance and

associated deliverables. Have costs itemized for deliverables,
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meetings, etc. with total contracted costs. Consult with other RRT
exercise designers on additional items to consider.

e Participant travel costs should be written into the SOW if the contract
is expected to cover the cost.

8.2.2. Mid-Term Planning Meeting(s) (MPM) provide an additional opportunity
to settle logistical and organizational issues that may arise during exercise
planning and track progress to date. MPM tools include, but are not
limited to: An agenda, IPM minutes, draft scenario timeline, draft
documentation (e.g., ExPlan, C/E Handbook), and other selected
documentation needed to illustrate exercise concepts and provide
planning guidance. Discuss who will be acquiring and assembling all
supplies needed for the exercise.

Providing hard copies of exercise documents and materials is the
responsibility of the Exercise Director, Lead Planner and the Lead
Evaluator. Discussion regarding these items should be addressed during
MPMs. Discussion should include printing and distribution to ensure the
materials arrive at the exercise venue in a timely manner. If a contractor
will be printing all the exercise materials the deadline and expense should
be written into their SOW.

It is important to note that several mid-term level planning meetings may
occur during the exercise design phase. Sub-Committee meetings
(ancillary meetings) with subject matter experts can/should occur to
arrive at fine tuning documents, performing required research,
procedural clarifications, etc., to help achieve desired outcomes. The
results of such meetings will be brought out at the next scheduled mid-
term planning meeting.

The following outcomes are expected from the MPM:

e Fully reviewed SitMan or ExPlan

e Draft Facilitator Guide or C/E Handbook, including EEGs

o Afully reviewed exercise scenario timeline, which is typically the
Master Scenario Event List (MSEL) (if an additional MSEL Meeting will
not be held)

e Well-developed scenario injects (imperative if an additional MSEL
Planning Meeting is not scheduled)

e Confirm the exercise site and modes of communication with other
sites/locations if needed

e Finalization of date, time, and location of the MSEL Planning Meeting
and/or Final Planning Meeting (FPM)

e Exercise documentation (work products), may include evaluation
criteria
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8.2.3.  Final Planning Meeting (FPM): A FPM should be conducted for all
exercises to ensure that all elements of the exercise are ready for
implementation. Prior to the FPM, the exercise planning team receives
final drafts of all exercise materials. No major changes to the exercise’s
design, scope, or supporting documentation should take place at or
following the FPM. The FPM ensures that all logistical requirements have
been met, outstanding issues have been identified and resolved, and
exercise products are ready for printing.

The following items are addressed during the FPM:

e Conduct a comprehensive, final review and approve all remaining
draft exercise documents (e.g., SitMan, MSEL, C/E Handbook, EEGs)
and presentation materials.

e Resolve any open exercise planning issues and identify last-minute
concerns.

e Review all exercise logistical activities (e.g., schedule, registration,
attire, special needs).

Once planning members and Exercise Director have given final approval
to all exercise documentation at the FPM, there will be no additional
changes to any work products on exercise day. Ensure that someone is
responsible for any outstanding tasks that still need to be completed
and a deadline is associated with each task.

8.2.4. Documentation: Anticipate and plan for the time needed to finalize all
the exercise documentation, including who will be responsible for
creating this documentation (e.g., contractor, exercise planner). For
complex, HSEEP-compliant exercises, this may take 5-15 days, but could
take more or less time depending on the scale of the exercise.

8.2.5. Venue Selection (paid vs. unpaid)
Recommend booking the venue (paid or unpaid) at least 3-6 months in
advance of the exercise dates. Some venues may need to be booked a
year or more in advance.

Unpaid-minimal time involved (just securing location reservation). Notify
site location coordinator in timely fashion for unpaid venues so that you
can book the site, free venues tend to get booked quickly.

Paid venues: expect at least 30 days and possibly longer depending on
the procurement process used by the funding agency/organization, to
solidify agreement (includes contract negotiations and signatures per

established agency guidelines). Expect that a contractor will be able to
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execute this more quickly than a government agency. If tasked to a
contractor, it is recommended that a deadline for securing a venue be
included in the SOW.

It is necessary for a facility walkthrough at all venue sites before
committing to ensure it has all the logistical requirements to perform
exercise/training, such as adequate seating arrangements, audio/visual
equipment, phone conference line if needed, break out rooms are
available if needed, etc.

Important to clean-up site after exercise at all venues (increases
likelihood of being able to use the venue again). Leave it better than you
found it!

8.2.6. Hotwash and After Action Report (AAR) with Improvement Plan
The hotwash should occur immediately following the exercise/event.
Hotwash and debriefings should occur at every site location and with
each exercise participant providing feedback. Ask for general feedback
and specific questions based on your exercise goals and objectives.

Plan on taking approximately 30 days to complete the AAR
documentation, and realize it can take longer when drafting and finalizing
the AAR involves multiple agencies. Decide on format and parameters
that will be used. Decide who is responsible for the completion of these
documents.

8.3. The 8 Steps of the Exercise Planning Cycle (Exercise Design and Development)
This section describes the Exercise Planning Cycle, exercise design, and
development. The exercise planning team members decide the type and number
of planning activities needed to successfully plan a given exercise, based on its
scope and complexity. When arranging meeting and exercise site locations, the
planning team should take into consideration those individuals who require
assistance or accommodations during attendance.

The exercise planning meetings serve as the principal mechanism for executing the
major steps of exercise design. The eight core components of design include
creating a needs assessment, establishing the scope of the exercise, creating the
purpose of the exercise, setting exercise objectives, creating an exercise
scenario/narrative, developing major/minor events, developing expected actions,
and creating messages. Association items that accompany this process include
exercise documentation and evaluation criteria.

The culmination of the 8 Steps of Exercise Design helps to develop the exercise
goals, objectives, and setting the stage of exercise play by providing a formalized
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structure and methodology for implementation. This information is then
translated into the development of exercise documentation for players and
exercise conduct members.

8.3.1. Needs Assessment (Creating Exercise Purpose)
An exercise is an instrument to train for, assess, practice, and improve
performance in prevention, protection, mitigation, response, and
recovery capabilities in a risk-free environment. Exercises can be used for
testing and validating policies, plans, procedures, training, equipment,
and interagency agreements; clarifying and training personnel in roles
and responsibilities; improving interagency coordination and
communications; improving individual performance; identifying gaps in
resources; and identifying opportunities for improvement. Determining
your needs and creating your exercise purpose is the first step.

8.3.2. Defining Exercise Scope
Scope is an indicator of extent of the exercise. The key elements in
defining exercise scope include exercise type, participation level, exercise
duration, exercise location, and exercise parameters. Determining
exercise scope enables planners to “right-size” an exercise to meet the
objectives while staying within the resource and personnel constraints of
the exercising organizations. Defining the number of functions to be
exercise and/or the depth to which the functions are examined (e.g.,
Prevention and control and/or containment) are additional items to
consider.

Some of these elements are determined, or initially discussed, through
program management activities or grant requirements. However, the
exercise planning team finalizes the scope based on the exercise
objectives. Alterations to the scope are reviewed with the exercise
objectives in mind; planners must consider whether a change in the
scope will improve or impede the ability of players to meet the
objectives.

To this end, it is recommended that planners consider the unique
benefits of holding the exercise in either a virtual or face-to-face setting.
A virtually based exercise may promote everyday realism with
participants located at their normal duty stations, but may lack casual
networking and communication opportunities among the participants.

8.3.3. Creating Clear Objectives/End Goals
Based on direction from applicable agency officials, program
management, and grant requirements the exercise planning team selects
one or more exercise program priorities on which to focus an individual
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exercise. These priorities drive the development of exercise objectives,
which are distinct outcomes that an organization wishes to achieve
during an exercise. Exercise objectives should incorporate applicable
agency officials, program management, and grant requirements intent
and guidance, and exercise participants’ plans and procedures, operating
environment, and desired outcomes. Generally, planners should select a
reasonable number of specific, measurable, achievable, relevant, and
time-bound (SMART) exercise objectives to facilitate effective scenario
design, exercise conduct, and evaluation.

Objectives are the distinct outcomes an organization wishes to achieve
during an individual exercise. Objectives should reflect the specific needs,
environment, plans, and procedures of the sponsoring agency/program,
while providing a framework for scenario development and a basis for
evaluation. Planners should create objectives that are SMART and should
limit the number of exercise objectives to enable timely exercise conduct,
facilitate reasonable scenario design, and support successful evaluation.

The table below depicts guidelines for developing SMART objectives.

SMART Guidelines for Exercise Objectives

Specific Objectives should address the five Ws- who, what, when, where, and why. The
objective specifies what needs to be done with a timeline for completion.

Measurable Objectives should include numeric or descriptive measures that define quantity,
quality, cost, etc. Their focus should be on observable actions and outcomes.

Achievable Objectives should be within the control, influence, and resources of exercise play and
participant actions.

Relevant Objectives should be instrumental to the mission of the organization and link to its
goals or strategic intent.

Time-bound A specified and reasonable timeframe should be incorporated into all objectives.

The Target Capabilities List (TCL) defines and provides the basis for
assessing preparedness. It also establishes national guidance for
preparing the Nation for major all-hazards events, such as those defined
by the National Planning Scenarios. The TCLs serve as a framework to
guide operational readiness planning, priority-setting, and program
implementation at all levels of government.

The target capabilities list can be found here2.

8.3.4. Training and Exercise Planning Workshop (TEPW)

2 http://www.fema.gov/pdf/government/training/tcl.pdf
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A TEPW should be a coordinated effort attended by RRT member
agencies and should be conducted on an annual or recurring basis to
address training needs and requirements.

An exercise program should be based on a set of strategic, high-level
priorities selected by applicable agency officials, program management,
and grant requirements These priorities guide the development of
exercise objectives, ensuring that individual exercises build and sustain
preparedness in a progressive and coordinated fashion. Exercise program
priorities are developed at the Training and Exercise Planning Workshop.

The purpose of the TEPW is to use the guidance provided by applicable
agency officials, program management, and grant requirements to
identify and set exercise program priorities and develop a multi-year
schedule of exercise events and supporting training activities to meet
those priorities.

The following table outlines items for consideration at the TEPW (FEMA
TEPW Presentation 2017 found on the www.preptoolkit.org).

A training and exercise plan is developed at the TEPW. A progressive,
multi-year exercise program enables organizations to participate in a
series of increasingly complex exercises, with each successive exercise
building upon the previous one until mastery is achieved. Regardless of
exercise type, each exercise within the progressive series is linked to a set
of common RRT program priorities and designed to test associated
capabilities. A link to the FEMA TEPW User’s Handbooks is:
https://training.fema.gov/programs/emischool/el361toolkit/assets/tepw
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users _handbook.pdf. The Homeland Security TEPW User Guide is:
https://www.hsdl.org/?view&did=778041

8.3.5. Narrative
Developing your exercise narrative helps to set the stage for exercise
play; it also helps to prompt player’s action implementation and
response. When developing the narrative, planners should try to bring as
much realism into the scenario as possible to encourage and help
facilitate player response.

8.3.6. Major/Minor Events
When building the scenario, it is also important to develop major and
minor events to help set the stage and continue the development of
exercise play. These events should prompt triggers for player actions,
responses, or expected results. (e.g., finding Listeria monocytogenes in a
frozen food product is the major event to set off exercise play; minor
events would then be the investigation, laboratory results, recall, etc.).

8.3.7. Expected Actions
Expected actions are used in functional based exercises to define what
the C/E should be expecting from the players based upon the injects
provided. Expected actions spell out the response item that is covered in
the policies, procedures, and or guidance material being exercised (e.g.,
NIMS, Environmental Sampling, Communications, etc.). Examples of
expected actions include: “RRT PIO will ensure accurate and timely
messaging to the community and the media;” or “RRT will coordinate
with lab manager and/or request resources to meet needs of sampling
response.”

8.3.8. Messages
Messages are crafted by the planners and can come in the form of
handwritten notes, press releases or other written communications that
are utilized in plans, policies, and procedures. They can also be presented
in the form of a press briefing by the PIO and/or a pre-recorded or live
television presentation.

8.4. Exercise Evaluation
Exercise evaluation helps capture and describe what went well and what problems
occurred during an exercise. Examining and recording what went well validates
plans, systems and training. By gathering information about responses to an
exercise, evaluation also helps participants learn what, how and where responses
could improve.
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Exercise evaluation begins early in the exercise design process. Exercise designers
should always be thinking about how an exercise will test response plans and
capabilities and how that can be measured. If possible, a lead evaluator should be
appointed to assure that evaluation is considered throughout the exercise design
process. A lead evaluator can work to develop tools and materials to assist and
guide the evaluation team, such as an evaluation plan and exercise evaluation
guides (EEGs).

8.4.1. Exercise Evaluation Tools and Options

e Exercise Evaluation Guides (EEGs) include evaluator notes and
observations.

e Hotwash: An opportunity for all participants to voice their opinions
on the exercise and lessons learned. It is helpful to list objectives and
or remind participants of exercise objectives when soliciting input. A
hotwash is typically held immediately following an exercise. An after
action review is largely the same as a hotwash, only it may be
conducted later. An after action review is more commonly held after
a real-life incident, since it is unlikely that all responders are co-
located and able to do a hotwash immediately upon the conclusion of
the incident response.

e Participant Feedback Form: Provided at the end of an exercise, this
form asks for input regarding observed strengths and areas for
improvement that players identified during the exercise. It also
provides players the opportunity to provide constructive criticism
about the design, control, or logistics of the exercise to help enhance
the planning of future exercises.

e Personal Learning Inventory/action items sheet: A document for
exercise participant to notate action items or areas for improvement
that they can take back to their agency or organization for
implementation.

e Debriefing: A more formal forum for planners, facilitators,
controllers, and evaluators to review and provide feedback on the
exercise. It may be held immediately after or within a few days
following the exercise.

e After Action Report (AAR): A document that is a compilation of the
lessons learned, areas that went well, and areas for improvement.
The AAR provides recommendations for corrective actions and
improvement planning with associated points of contact. The tools
provided above all help to develop a robust and data driven after
action report.

8.4.2. Choosing Evaluators

Choose a lead evaluator, and depending on the number of exercise
participants, additional evaluators may be warranted. Smaller discussion-
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based exercises conducted at a single site may only need a single
evaluator. Larger full-scale exercises may have multiple sites requiring
their own evaluator at each site. A lead evaluator and members of the
evaluation team should have experience and subject matter expertise in
the areas they are assigned to examine. It is also beneficial for evaluators
to have knowledge regarding policies, procedures and plans being tested.

8.4.3. Exercise Evaluation Guidance (EEGs) Documents

EEGs provide a consistent guide that tells evaluators key elements
exercise designers want responders to accomplish during an exercise.
During the exercise design process, planners will develop objectives
based on core capabilities and determine critical tasks that show
responders have the ability to accomplish objectives. Critical tasks may
be obtained from Standard Operating Procedures (SOPs), organizational
operating plans or discipline specific standards.

The Homeland Security Exercise Evaluation Program (HSEEP) provides
EEG templates. An HSEEP EEG sample can be found by searching the
Homeland Security Digital Library for “Exercise Evaluation Guide”.3 These
templates are customizable so the guides can meet specific needs.

3

https://www.hsdl.org/?search=&searchfield=&all=exercise+evaluation+guide&collection=public&tabsection=Temp
lates&fct=&submitted=Search
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Federal Emergency Management Agency HSEEP Blank EEG Template
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The HSEEP EEG Format is designed to present the following evaluation

requirements to evaluators:

e Core Capabilities: The distinct critical elements necessary to achieve a
specific mission area (Prevention, Protection, Mitigation, Response,
and/or Recovery).

e Capability Target(s): The performance thresholds for each core
capability; they state the exact amount of capability that exercise
participants aim to achieve. Capability targets are typically written as
guantitative or qualitative statements.

e Critical Tasks: The distinct elements required to perform a core
capability; they describe how the capability target will be met. Critical
tasks generally include the activities, resources and responsibilities
required to fulfill capability targets. Capability targets and critical
tasks are based on operational plans, policies and procedures to be
tested during the exercise.

e Performance Ratings: The summary description of performance
against target levels. Performance ratings include both Target
Ratings, describing how exercise participants performed relative to
each capability target, and Core Capability Ratings, describing overall
performance relative to the entire Core Capability. Performance
Ratings are described as P-performed without challenges; S-
performed with some challenges: M-performed with major
challenges; and U-unable to be performed).

When briefing evaluators about using EEGs, be sure to tell them not to
use the EEG simply as a checklist. In other words, you do not want them
to mark a check when something is completed and left blank when it is
not accomplished. It is vital that evaluators take notes and describe as
much as possible. Problems encountered during an exercise lead to
improvements that are based on the quality of information gathered
about what happened. The more quality information gathered, the better
solutions will be developed. Evaluators should not only be able to
describe what happened, but why it happened.

As evaluators work to document information during an exercise through

their notes and EEGs, there are some key factors that evaluators should

be aware of describing as they observe:

e If and how quantitative and qualitative targets or objectives were
met.

e Actual time required for exercise participants to complete critical
tasks.

e How a target was met or not met.

e Decisions made and information gathered to make a decision.

e Requests made and how requests were handled.
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e Resources utilized.

e Plans, policies, procedures or statutory authority used or
implemented

e Challenges that arose during the exercise and how they were
addressed

e Any other factors that contributed to outcomes.

EEGs may be included in the Facilitator Guide used for discussion-based

exercises. EEGs may also be included in a stand-alone Evaluation Plan or

an Evaluation Plan included in the Controller/Evaluator Handbook.

In the case of the Facilitator Guide and the Evaluation Plan and the

Controller/Evaluator Handbook, evaluators will need instructions about:

e Where they report to and to whom.

e Contact information for the Lead Evaluator and other evaluators

e Instructions, locations and times regarding pre-exercise briefing and
training, as well as post-exercise debriefing (hotwash) locations, times
and expectations

e EEGs

e Inthe case of larger exercises, a copy of the MSEL that shows inject
times, inject sources and expected actions.

e How to report their completed notes and EEGs.

It is advisable to provide evaluators with guidance documents ahead of
an exercise so they have at least several days to read the documents
before the exercise and any pre-exercise briefings. In a large, full-scale
exercise, the documentation can present a considerable amount of
reading that includes the Controller/Evaluator Handbook, the MSEL and
the EEGs.

It is important to have a briefing with evaluators prior to an exercise to
assure that they know what is expected of them, discuss exercise
documents and answer remaining questions.

The Exercise Plan, which is distributed to exercise participants, should
emphasize how important feedback is from exercise participants. Any
other opportunity to stress the importance of feedback from exercise
participants should be made before and after an exercise. Feedback is
especially important for the exercise debriefing or hotwash at the end of
an exercise.

It is vital to conduct a hotwash/debriefing of the exercise participants.
The debriefing should occur as soon after the exercise as possible so
events are fresh in peoples’ minds. Ideally, the hotwash should happen
immediately after an exercise. In fact, exercise planners should block out
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a time at the end of an exercise to allow for a hotwash. In a large
exercise, it might be necessary to conduct the hotwash the very next day,
but time and costs can be a factor if the debriefing is held the next day.
Someone will be needed to facilitate the hotwash and someone else
(such as the Lead Evaluator/Scribes) should be available to take notes. If
possible, it is desirable to have more than one note taker to capture as
much information as possible. Evaluators should attend the hotwash, so
if there are questions or explanations that need clarification, evaluators
can still ask questions of the participants.

A simple way of structuring a hotwash debriefing is to ask participants
what went well first. Once participants have described strengths from the
simulated response, the facilitator would then ask participants to
describe problems encountered that should be considered areas for
improvement. The facilitator may have someone record a list of strengths
and areas for improvement on a dry erase board so everyone can track
key issues during the debriefing.

The Lead Evaluator should take time to talk with the evaluation team
about what they documented were important strengths and areas for
improvement. The Lead Evaluator should assure that all the EEGs and
evaluator notes are collected. If the Lead Evaluator is tasked with writing
the AAR, he or she will want to be sure to gather as much information as
possible from the evaluation team members. There may also be
supplemental information that can be collected after an exercise
including records produced by automated systems, logs and message
forms.

8.4.4. Writing Recommendations: The “Whos”, “Whats” and “Whens”
TIPS FOR WRITING RECOMMENDATIONS

1. (Who) should prepare/revise plan to (correct what) by (when)?

2. (Who) should prepare/revise policy or procedure to (correct what) by (when)?
3. (Who) will conduct training for (group) in (what) so that by (when)?

4. (Who) willobtain __ equipment/facilities so that by (when)?

5. (Who) will conduct __ study/analysis to (action required) sothat _ ?

6. (Who) will convene a working group of (people/agencies) to (action required) so as to
(what)?

8.4.5.  After Action Reports/Improvement Plans
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The Homeland Security Exercise Evaluation Program AAR format uses the
description “Organization Point of Contact” (POC) to name the person
responsible for completing improvements in the table located on the
following page to describe and track improvements.

HSEEP Improvement Plan Template

APPENDIX A: IMPROVEMENT PLAN

This IP has been developed specifically for [Organization or Jurisdiction] as a result of [Exercise Name]| conducted on [date of
exercise].

Primary
Responsible
Organization

Issue/Area for Capabilitr

Organization Start Date Completion

Core Capability Corrective Action POC Date

Improvement Element

Core Capability | 1. [Area for [Corrective Action 1]

1: [Capability Improvement] [Corrective Action 2]
Name]

[Corrective Action 3]
2. [Area for [Corrective Action 1]
Improvement] [Corrective Action 2]

1 Capability Elements are: Planning, Organization, Equipment, Traimning, or Exercise

Considerations when writing or planning to write an AAR:

e AARs show concrete preparedness benefits generated by exercise
activity and provide accountability for improvement planning
implementation.

e AARs are used to provide feedback to the participating entities on
their performance during the exercise.

e AARs summarize exercise events and analyze performance of the
tasks identified as important during the planning process.

e AARs evaluate achievement of the selected exercise objectives using
the EEGs

e AARs analyze data collected from the hotwash, debriefing, Participant
Feedback Forms, and other sources.

e AAR Meeting: assignment of improvement actions/items to be
performed by whom and by when. It specifically details the actions
that the participating agency will take to address each
recommendation presented in the AAR/IP, who or what agency will
be responsible for taking the action, creating benchmarks and
deadlines for completion, and the timeline for completion for the
listed improvements.

e When working with a contracted evaluation team it is important to
have a contract or Statement of Work that covers the duties,
responsibilities and outcomes expected of the Contracted Evaluation
Team.
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9. DESIRED OUTCOMES (ACHIEVEMENT LEVELS)
9.1. Achievement Levels
Level | Description

1 No formal written Training and Exercise Plan (TEP).
2 Formal written TEP which properly identifies all relevant partners.

All parties included in the TEP know the plan exists, have identified a key POC
3 that knows the exercise specifics, its location, and clearly understand their

respective roles as they are explained in the plan.

The exercise planning process is incorporated into exercises and exercise
conduct has a building approach.

The exercise plan includes a formal review and update process. AARs are
5 utilized after exercises and “lessons learned” are incorporated into
improvement plans, RRT SOP updates and/or exercise design.

9.2. Process Overview
9.2.1. Level 1: No formal written “Training and Exercise Plan”
1. Identify Training and Exercise planning schedule.
a. Has your RRT developed a training and exercise schedule?
b. Has your RRT conducted a Training and Exercise Plan Workshop
(TEPW) or participated in a TEPW with other agencies?

9.2.2. Level 2: Formal written “Training and Exercise Plan” has been

developed which properly identifies all relevant partners

1. All partnering agencies have been identified and included in the TEP.
References include:
a. RRT membership.
b. Human and animal food partner/support agencies.

2. Lead person(s) for training and exercises for each partner agency
have been identified and contact information is current.

3. Training and Exercise Plan has been shared with home agency
contacts to help facilitate exercise implementation.

9.2.3. Level 3: All parties included in the SOP know the Training and Exercise
Plan exists, know how to access the plan, and clearly understand their
respective roles as they are explained in the plan
1. The SOP adequately describes the roles and responsibilities of

partners and properly references other documents for this purpose.
Examples:
a. Exercise Lead

Exercise Controller

Exercise Facilitator(s)

Exercise Evaluator

Players

Scribes and Runners

I
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g. A/VTech
h. Exercise Timelines (discussion vs. operational)
i. Other exercise guidance documents
2. Members of the RRT have been trained on the exercise facilitation
roles.
a. Facilitator
b. Controller
c. Evaluator
d. Observer
3. Training sessions are developed and scheduled to include training
partners in the exercise roles.
4. Lead planner is identified for each agency to help participate in
exercise design.

9.2.4. Level 4: The exercise planning process is incorporated into exercises and
exercise conduct has a building approach

1. The exercise planning process is understood by pre-identified RRT
members and utilized in exercise design process.

2. The RRT has identified individuals or POCs to perform exercise roles
(e.g., Facilitator, Controller, Evaluator, Observer).

3. The exercise has a “Crawl, Walk, Run” approach: exercises build from
discussion based exercises to functional (operational) exercises that
test RRT SOPs identified by the Rapid Response Teams and/or in the
RRT Best Practice manual.

9.2.5. Level 5: The Training and Exercise plan includes a formal review and
update process. AARs are developed post exercise and can be
referenced/utilized in the exercise design process
1. Atimeframe is established for review of the Training and Exercise
plan.

2. A procedure exists for incorporating after action reporting into the
exercise implementation.

3. A process to ensure the AARs are referenced and/or utilized in the
exercise design process is incorporated.

10. RELATED DOCUMENTS

10.1. RRT Best Practices Manual, US Food and Drug Administration, 2011

10.2. Council to Improve Foodborne Outbreak Response (CIFOR). Guidelines for
Foodborne Disease Outbreak Response. Atlanta: Council of State and Territorial
Epidemiologists, 2009

10.3. Voluntary National Food Retail Food Regulatory Program Standards

10.4. Manufactured Food Regulatory Program Standards (MFRPS)

10.5. Food Related Emergency Exercise Bundle (FREE-B)
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11. REFERENCES AND OTHER RESOURCES
11.1. Manufactured Food Regulatory Program Standards (MFRPS)
https://www.fda.gov/downloads/ForFederalStateandLocalOfficials/Programsinitiatives/Re
gulatoryPrgmStnds/UCM523944.pdf
11.2. Voluntary National Retail Food Regulatory Program Standards
https://www.fda.gov/food/guidanceregulation/retailfoodprotection/programstan
dards/ucm?245409.htm
11.3. National Association of State Departments of Agriculture Food Emergency
Response Plan Guidance
http://www.nasda.org/Policy/6460/9885/6138/11681.aspx
11.4. Council to Improve Foodborne Qutbreak Response Guidelines for Foodborne
Disease Outbreak Response and related resources
11.4.1. Guidelines http://www.cifor.us/
11.4.2. Toolkit http://www.cifor.us/toolkit.cfm
11.4.3. Clearinghouse http://www.cifor.us/clearinghouse/keywordsearch.cfm
11.4.4. Crosswalk
http://www.cifor.us/clearinghouse/uploads/Document%20H Crosswalks
%20between%20National%20Initiatives%20and%20CIFOR%20Toolkit.pdf
?CFID=42475325&CFTOKEN=78980292&jsessionid=A2FA380C84B33F211
62553C983863F0D.cfusion
11.5. FoodSHIELD https://www.foodshield.org/

12. ATTACHMENTS

12.1. Attachment A - Exercise Materials Checklist

12.2. Attachment B - Exercise Logistics Checklist

12.3. Attachment C - Final Exercise Task Considerations

12.4. Attachment D - Exercise Scenario Development

12.5. Attachment E — Initial Planning Meeting (IPM) Worksheet—RRT Exercise Program

12.6. Attachment F — Glossary & Acronyms

12.7. Attachment G — Resources for Planning and Executing Large Scale Exercises, Ml
RRT

12.8. Attachment H — Example Exercise & Materials (Small), WA RRT, “The Crisis of
Spices”

12.9. Attachment |— Example Exercise & Materials (Complex/HSEEP), IN RRT, “Insider
Addition at the Campus Café”
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Attachment A — Exercise Materials Checklist

Q

U Oooopooooo

U

U 000

o 0O 00D O

Exercise Documentations (SitMan, ExPlan, MSEL, Controller/Evaluator/Facilitator
documentation, maps, etc.)
Q&A for SitMan if you don’t want to hand out all at one time

0 Strongly Recommend that you color code the distribution of documentation so

that they don’t get distributed in the incorrect order

Participant List (master copy with Exercise Director or Lead Planner)
Sign-In Sheet(s); need to have sign-in sheet for each exercise location
Notepads for player participants to take notes
Pens or pencils for note taking
Notecards (for questions/comments)
Flip Charts; Markers (Dry-Erase/White Board)
Easels
Evaluation Materials: (notecards, player evaluations, Exercise Evaluation Guides (EEGs);
Hotwash material/presentation
Audio-Visual Requirements

0 Does the facility provide or do you need to bring your own (power point

projector, speakers)?

O Whatis the cost for A/V charges?
Share host code with at least 2 conduct individuals to have redundancy measures in
place; test dial in capabilities in advance of StartEx

0 Host Code:

0 Guest Code:
Actor Supplies and/or Equipment
Vests to designate participant roles
Name Badges (order lanyards/table tents in advance to ensure time for printing; have
printer on site if possible, presentation is everything)
Signage to get to exercise location (if using a large facility, or multiple floors within a
building(s); Plan on utilizing signage to guide participants to exercise location(s) (yard
signs, signs to post on doors, placard signs, etc.)
Maps of exercise site(s) that indicate entry and exit points; add main identifying roads, if
available
Thumb Drive with all exercise material
Caterer Contact Information and establish delivery point(s)
Beverage Location (water at a minimum is recommended, especially in extreme heat
conditions); need to have ice/coolers for beverages
Restrooms identified (do you have enough facilities for number of participants? Should
you order portable units due to remote facility location?)
Food: Fed participants are happy participants; consider dining locations as they impact
exercise schedule and timing of meal(s)
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Attachment B — Exercise Logistics Checklist

Exercise Venue/Facility

1 Document Exercise Venue(s)

0 Meetings, briefings, and exercises should be conducted in facilities that are
appropriate for the exercise scope and attendance
U Determine Exercise Participant Number and verify the facility can accommodate number
of participants safely and for logistical set-up

0 How many people are participating?

O Verify there are enough tables and chairs for each participant

U Determine table arrangement (e.g., U-shaped layout for exercises requiring facilitation
and participant interaction)

0 Consider assigned seating for participants (e.g., seating at each table or group
composed of persons form different agencies and experiences) to facilitate
cross-agency or cross-program discussion and learning.

Access/select a facility with room acoustics that facilitate ease of discussion

Select a facility with accessibility of parking and restrooms for all participants
Provide map of the exercise sites(s). Include this material in the briefings
Exercise Duration & Lodging
Determine how many days the exercise will take place?
Obtain lodging for multi-day events
Exercise AV & Communication Needs
Document how are you communicating with the controllers, evaluators & facilitators?
Perform Communications Check
Have you tested the A/V hook-ups? Determine your Plan B if they fail?
Web conferencing test/check (Important to get to the site early to ensure that your
telecommunications are working properly)
SimCell site technology and communications check/technology requirements before
exercise to ensure ready for exercise play. Have you identified a Plan B if this fails to
help ensure the exercise is still a go?
Exercise Materials

U Additional Participant Needs (water, snacks, meals, sun block, restroom identification,

etc.)

U Determine who, , will be responsible for getting the
exercise documents to the site(s)? (These include the Situation manuals, PowerPoints,
leader’s guide, Participant Feedback Forms, etc.)

o0 O

00

U 0OO0O0Oo

U Determine who, , wWill be responsible for collecting the
exercise evaluation material?
(1 Determine where, , the exercise materials will be

delivered to?
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Attachment C — Final Exercise Task Considerations

O Exercise planning team should visit the site at least 1 day prior to the event to set up the
site

O On the day of the exercise, the planning team members should arrive several hours before
the scheduled start to handle any remaining logistical or administrative items pertaining to
set-up and to arrange for registration

O Exercise Briefing sites should be selected and a walk-through performed prior to exercise
start

O Verify A/V & multi-media presentations are on site and ready for exercise play (Discussion
based exercises typically include a multi-media presentations to present the scenario and
accompany the SitMan)

O Verify Briefing presentations are loaded and working (Operations based exercises will
include briefings for controllers/evaluators, actors, players, and observers/media. These
briefing should be utilized to distribute exercise documentation, provide necessary
instructions and administrative information to include safety instructions, and answer any
outstanding questions)

U Discussion Based exercises: layout is extremely important, final walk-through check may
entail changing the room layout to facilitate discussion

U Operations Based exercises: planners should consider the assembly area, response route,
response operations area, parking, registration, observer/media accommodations, and the
Simulation Cell (SimCell)

U Other accommodations: restrooms and water must be available to all participants,
observers, and actors

U Provide Identification to participants (badge, vest, etc.). A form of identification should be
provided for the individuals permitted at the exercise site

U Perimeter security and site safety during setup and conduct are essential and should be
considered
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Attachment D — Exercise Scenario Development

1. Developing the exercise scenario
A scenario is an outline or model of the simulated sequence of events for the exercise. It
can be written as a narrative or depicted by an event timeline. For discussion-based
exercises, a scenario provides the backdrop that drives participant discussion, and is
contained in a SitMan. For operations-based exercises, a scenario provides background
information about the incident catalyst(s) of the exercise. The overall scenario is provided in
the C/E Handbook, and specific scenario events are contained in the MSEL (Master Series
Event List).

Exercise planners should select and develop scenarios that enable an exercise to assess
objectives and achievement levels. All scenarios should be realistic, plausible, and
challenging; however, designers must ensure the scenario is not so complicated that it
overwhelms players.

A scenario consists of three basic elements:

(1) The general context or comprehensive story;

(2) The required conditions that will allow players to demonstrate proficiency and
competency in conducting critical tasks, demonstrating core capabilities, and meeting
objectives; and

(3) The technical details necessary to accurately depict scenario conditions and events. The
exercise planning team ensures that the design effort is not characterized by a fixation
on scenario development; rather, the scenario facilitates assessment of exercise
objectives and core capabilities. Because of this, exercise planners should refrain from
developing the scenario until after the scope and objectives of the exercise have been
clearly defined.

2. Storyline that drives the exercise
It is extremely important the scenario be as plausible and realistic as possible. This requires
the involvement of subject matter experts on the planning team who can help to provide
this realism based upon real-world and/or prior experiences as well as knowledge of plans,
policies and procedures. Utilizing individuals with human and animal food expertise from
your RRTs, the National Weather Service, law enforcement, academia, and emergency
management backgrounds will collectively add to the realism of the event. To provide a
higher level of realism, exercise planners may choose to develop additional details to infuse
into the scenario if necessary. These details may also be useful if participants begin to fight
the scenario.

The storyline that emerges is the backdrop to your players responding or reacting to the
scenario to meet the objectives and critical tasks identified early on in the initial exercise
planning. The storyline should include dates, locations, and events that occur that should
help to drive play (a response) from the player participants. At times you have to nationalize
(spell out events that would occur, maybe by the player participants but because of the
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condensed time line, you drive responses by including actions in the scenario development
itself, that the players then need to respond to.

3. Determining the type of threat or hazard to be used in an exercise
The first step in designing a scenario is determining the type of threat or hazard on which
the exercise will focus. Each type of emergency has its own strengths and weaknesses when
it comes to evaluating different aspects of prevention, protection, mitigation, response, and
recovery found in the National Response Framework®.

The exercise planning team should choose a threat or hazard that best assesses the
objectives and core capabilities on which the exercise will focus. This should be a realistic
representation of potential threats and hazards faced by the exercising entity.

4. Realistically stress the resources and staff
It is important when designing an exercise that the exercise planning team is conscientious
of how and if the players can realistically perform these actions/the required
response/task(s). It is critical that the planning team take a building block approach: crawl,
walk, and run by building from discussion based exercises to operational ones.

The planning team should design the scenario to test, but not overwhelm, the player
participants performing/responding to the human or animal food event.

4 http://www.fema.gov/national-response-framework
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Attachment E - Initial Planning Meeting (IPM) Worksheet—RRT Exercise Program

This worksheet summarizes the information gathered during the initial planning meeting (IPM)

When filling out, you will want to focus on RRT tasks (how task will be performed), conditions (under
what conditions), and standards (to the RRT standards outlined in the National or state specific Best
Practice Manual(s)). The core capabilities and capability targets in this form are gathered from the
National Preparedness Goal (2011).

Final Exercise Core Capability and Objectives

Core Capability: Planning (All Mission Areas)

Capability Target:

1. Develop RRT food safety and food defense operational plans that adequately identify critical
objectives based on the planning requirement, provide a complete and integrated picture of the
sequence and scope of the tasks to achieve the objectives, and are implementable within the
time frame contemplated in the plan using available resources.

FINAL EXERCISE OBJECTIVES

Final Exercise Core Capability and Objectives

Core Capability: Operational Coordination (All Mission Areas)

Capability Target:

1. Mobilize all critical RRT resources and establish command, control, and coordination structures
within the affected community and other coordinating bodies in surrounding communities and
maintain as needed throughout the duration of the incident.

2. Enhance and maintain National Incident Management System (NIMS)—compliant command,
control, and coordination structures to meet basic human needs, stabilize the incident, and
transition to recovery.

FINAL EXERCISE OBJECTIVES

Final Exercise Core Capability and Objectives

Core Capability: Public Information and Warning (All Mission Areas)

Capability Target:

1. Inform all affected segments of society by all means necessary, including accessible tools, of
critical lifesaving and life-sustaining information to expedite the delivery of emergency services
and aid the public to take protective actions.

2. Deliver credible messages (press releases, recall notices, etc.) to inform partner agencies and
the public about protective measures and other life-sustaining actions and facilitate the
transition to recovery.

FINAL EXERCISE OBJECTIVES
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Final Exercise Core Capability and Objectives

Core Capability: Intelligence and Information Sharing (Protection Mission Area)

Capability Target:

1. Anticipate and identify emerging and/or imminent threats through the intelligence cycle.

2. Share relevant, timely, and actionable information and analysis with Federal, state, local, private
sector, and international partners and develop and disseminate appropriate
classified/unclassified products.

3. Ensure Federal, state, local, and private sector partners possess or have access to a mechanism
to submit terrorism-related information and/or suspicious activity reports to law enforcement.

FINAL EXERCISE OBJECTIVES

Final Exercise Core Capability and Objectives

Core Capability: Screening Search and Detection (Protection Mission Area)

Capability Target:
1. Screen cargo, conveyances, mail, baggage, and people using information-based and physical
screening technology and processes.
2. Detect WMD, traditional, and emerging threats and hazards of concern using:
a. Alaboratory diagnostic capability and the capacity for food, agricultural (plant/animal),
environmental, medical products, and clinical samples
. Bio-surveillance systems
c. CBRNE detection systems
d. Trained healthcare, emergency medical, veterinary, and environmental laboratory
professionals.

FINAL EXERCISE OBJECTIVES

Final Exercise Core Capability and Objectives

Core Capability: Supply Chain Integrity and Security (Protection Mission Area)

Capability Target:
1. Screen cargo, conveyances, mail, baggage, and people using information-based and physical
screening technology and processes.
2. Detect WMD, traditional, and emerging threats and hazards of concern using:
a. Alaboratory diagnostic capability and the capacity for food, agricultural (plant/animal),
environmental, medical products, and clinical samples
. Bio-surveillance systems
c. CBRNE detection systems
d. Trained healthcare, emergency medical, veterinary, and environmental laboratory
professionals.

FINAL EXERCISE OBJECTIVES
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Participants: Please list active participants in the exercises from your RRT and other local, state
and federal partner agencies. Additional participants may be added as the final exercises

planning progresses.

Example: Venessa Sims, GDA

Example: Rita Johnson, FDACS
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General Scenario:

Additional Planning Information:
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Final Exercise Dates, Locations and Durations:

Locations

Addresses

Durations Number of Days Established for Exercise Play:

(17011 /28| Exercise Day Schedule
il fileis] Registration:
established in the

plan) Safety Briefing:

Start Ex:

End Ex:
Hotwash*:
C/E De-Brief:

Next Day Brief:

Data Collection Forms: Separate forms will be provided for players and C/E participants. Forms
will be collected immediately after each day of the exercise so player and C/E information can
be incorporated into the after action report (AAR). If a multi-day exercise, data should be
collected each evening and a briefing should occur with C/E members.

*Hotwashes should occur at each location of exercise play to obtain feedback from exercise
participants.
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Logistics:
Logistics
Coordinator

Agency/POC

Ongoing

Exercises

Chapter Page: 4-42

Due Date

Notify Participants

Develop Scenario

Develop Exercise Documents
and Coordinate Exercise
Activities

Secure Exercise Logistics

Coordinate Refreshments

and Sign-In Rosters)

Coordinate Registration (Badges

Identify and Procure Exercise
Materials

Facilitate Registration

Exercise Lead Facilitator

Exercise Lead Evaluator

Print Exercise Documents and
Stage Exercise Materials

Develop After Action Report

Project Schedule:

Mid-Term Planning Meeting

Date

Location

Date

Final Planning Meeting

Location

Date

Date

Draft AAR Due
After Action Meeting
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Attachment F — Glossary & Acronyms

Glossary
TERM Definition

Actors A participant in an action or process

Drills A coordinated, supervised activity usually employed to validate a specific
function or capability in a single agency or organization

Exercise An instrument to train for, assess, practice, and improve performance in
prevention, protection, mitigation, response, and recovery capabilities in a
risk-free environment.

Facilitator A person responsible for leading or coordinating the work of a group.

Full Scale Exercises (FSE)

FSEs are typically the most complex and resource-intensive type of
exercise. FSEs are usually conducted in a real-time, stressful environment
that is intended to mirror a real incident. FSEs often include many players
operating under cooperative systems such as the Incident Command
System (ICS).

Functional Exercise (FE)

FEs are typically focused on exercising plans, policies, procedures, and staff
members involved in management, direction, command, and control
functions

Game

A simulation of operations that often involves two or more teams, usually
in a competitive environment, using rules, data, and procedures designed
to depict an actual or hypothetical situation.

Hotwash

A performance review, particularly after a training exercise. The hotwash is
an opportunity for all participants to voice their opinions on the exercise
and lessons learned.

Injects

Specific scenario event that prompt players to implement the plans,
policies, procedures, and protocols that require testing that prompt
players to implement the plans, policies, procedures, and protocols that
require testing during the exercise, as identified in the capabilities-based
planning process g during the exercise, as identified in the capabilities-
based planning process.

Observers

Non-participants in testing exercise criteria

Operational-based
Exercises

Operations-based exercises are characterized by actual reaction to an
exercise scenario, such as initiating communications or mobilizing personal
and resources.

Scope

An indicator of extent of the exercise. The key elements in defining
exercise scope include exercise type, participation level, exercise duration,
exercise location, and exercise parameters.

Seminar

Seminars generally orient participants to, or provide an overview of,
authorities, strategies, plans, policies, procedures, protocols, resources,
concepts, and ideas.

SimCell

A location from which controllers deliver messages representing actions,
activities, and conversations of an individual, agency, or organization that
is not participating in the exercise but would likely be actively involved
during a real incident.
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Tabletop Exercise

A tabletop exercise (TTX) is intended to generate discussion of various
issues regarding a hypothetical, simulated emergency.

Target Capabilities List

The Target Capabilities List (TCL) defines and provides the basis for
assessing preparedness. It also establishes national guidance for preparing
the Nation for major all-hazards events, such as those defined by the
National Planning Scenarios.

Workshop A meeting at which a group of people engage in intensive discussion and
activity on a particular subject or project.
Acronyms
Acronym Term
AAR After Action Report
A/V Audio/Visual
C/E Controller and Evaluator
EEG Exercise Evaluation Guides
ExPlan Exercise Plan
FE Functional Exercise
FPM Final Planning Meeting
FSE Full Scale Exercise
ICS Incident Command Systems
IPM Initial Planning Meeting
MPM Mid-term Planning Meeting
MSEL Master Scenario Event List
POC Point of Contact
RRT Rapid Response Team
SitMan Situation Manual
SMART Specific, Measurable, Achievable, Relevant, and Time-bound
SMEs Subject Matter Experts
SOPs Standard Operating Procedures
StartEx Start of Exercise
TCL Target Capabilities List
TEP Training and Exercise Plan
TEPW Training and Exercise Planning Workshop
TTX Tabletop Exercise
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Attachment G — Resources for Planning and Executing Large Scale Exercises, Ml RRT

Electronic copies can be obtained by going to FoodSHIELD or emailing
OP.Feedback@fda.hhs.gov.

FoodSHIELD website information: https://www.foodshield.org/, RRT Program Workgroup,
Folder: Examples and Sharing, Subfolder: Exercise, Training & Meeting Materials, File name: Ml
RRT Exercise Planning Kit Resource List 2016.doc.

Note that access to these documents is limited to personnel participating in the RRT Program.
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RESOURCES FOR FUTURE LARGE SCALE EXERCISES

The intent of this document is to provide a set of resources created by the planners of the 2016 Sample
Team exercise. These documents might serve as a reference or model for future exercises.

Description Resource Comments

Exercise Objectives W = May use some or all of these goals to drive the
exercise development.

Sample objectives
and goals.doc

Timeline m = This is a rough guideline for planning the exercise,

actual event will vary.
Sample timeline.docx

Sample Agenda m = If the presenters are different, consider preparing
a site specific agenda. Timeframes were broad to

sample team SLegs
P allow for flexibility.

agenda.docx

Training Slides n ; Slides can be tweaked for each session and

updated between sessions if necessary.
Sample STE 2016

MDARD PowerPoint ~

Incident Check-in m = Prepare this 2-3 days prior to the exercise. Make
sure everyone provides a cell phone number. Fill

Sample Check In . .
P in the names and Team Leader positions ahead of

LIst.docx
N time so it’s easier to verify attendance the day of
m the exercise
ATL Check In
LIst.docx
Exercise Evaluation W = Data from the hard copy surveys was entered into
STE 2016 Survey-monkey. Consider using a survey-monkey
evaluation.docx link for participants.
Incident Action Plan Generic IAP covered all sessions. Might consider

a specific IAP for each session.
STE 2016 Incident

Action Plan.pdf

Operational Briefing W = Sample Agenda that was followed during
Agenda STE 2016 IMT operational briefing

Operation briefing.do
Traceback Instructions W = Traceback info provided to TB team leaders for
and Form STE 2016 T8 review with their teams.

instructions.docx

Sampler Instructions W = Sampling info provided to all team leaders for

STE 2016 sampling review with their teams.

instructions.docx

Chain of Custody m = This was piloted during the sample team.

Instructions and Form
Custody.docx
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Description

Comments

Recall Audit Instructions

and Form

Resource

STE 2016 RAC
instructions.docx

STE Kalamazoo
recall.docx

RAC form.pdf

Recall Audit check info provided to RAC team
leaders for review with their teams.

Planning Session
Instructions

STE 2016 IMT
planning session.docy

Incident Management Team was instructed to go
through a planning cycle to develop an IAP. If this
is done again, consider expanding or providing
more structure.

Planning P

STE 2016 planning
p.docx

Planning p was provided to all participants.

ICS acronyms

Sample Team
Acronyms and Definit

Incident Management Team Acronym list was
compiled per request of participants.

Email notifications

Sample Email from
Director.docx

STE 2016 Sample
Team Leaders.msg

Sample Team
Exercise.msg

STE 2016 Incident
Management Team N

Various emails detail the communications
between the STE planners and various
participants.

Participation List

Sample Team
Participation List.doc»

2016 list of participants by location

ICS 204

STE 204
Kalamazoo.docx

Example 204 that was created and used for each
session. The original ICS 204 was modified to fit
MDARD purposes

Electronic copies of these resources can be obtained by one of three ways: 1) going to the Attachments
Panel of this PDF document; 2) going to FoodSHIELD; 3) or emailing OP.Feedback@fda.hhs.gov.
FoodSHIELD website information: https://www.foodshield.org/, RRT Program Workgroup, Folder:
Examples and Sharing, Subfolder: Exercise, Training & Meeting Materials, File name: M| RRT Exercise
Planning Kit Resource List 2016.doc. Note that access to the RRT Program FoodSHIELD Workgroup is
limited to personnel participating in the RRT Program.
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Attachment H — Example Exercise & Materials (Small), WA RRT, “The Crisis of Spices”

e Attachment H-1: Participant Manual

e Attachment H-2: Initial Briefing Presentation
e Attachment H-3: Incident Briefing

e Attachment H-4: Incident Action Plan

e Attachment H-5: After Action Report

Electronic copies can be obtained by going to FoodSHIELD or emailing
OP.Feedback@fda.hhs.gov.

FoodSHIELD website information: https://www.foodshield.org/, RRT Program Workgroup,
Folder: Examples and Sharing, Subfolder: Exercise, Training & Meeting Materials, Subfolder:
July 2016 WA RRT Exercise Materials.

Note that access to these documents is limited to personnel participating in the RRT Program.
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The Crisis
Of
Spices

Participant Manual
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Exercise Introduction

Purpose

The purpose of this tabletop exercise is to review the foundational procedures for initiating a Washington Rapid
Response Team (WA RRT) activation to a human foodborne iliness outbreak involving multiple states and
jurisdictions. Such preparedness measures would be applicable to incidents involving both intentional and
unintentional food/feed contamination, ultimately providing participants with an overview of response activities
while strengthening inter-agency relationships at the local, state, and federal levels.

To protect the health of the American public, it is crucial that we ensure that food products are safe for
consumption. Everyone involved in the food chain, from farmer through consumer, has a responsibility to keep the
food supply safe.

At any point during production or distribution, food can be contaminated either accidentally or on purpose.
Regardless of the circumstances, the United States Food and Drug Administration (FDA), the Washington State
Dept. of Agriculture (WSDA), Washington State Department of Health (WA DOH), and many other federal, state,
tribal, and local agencies work together to protect the food and feed supply in Washington State.

Through this working relationship, FDA, WSDA, and WA DOH strive to continuously seek new ideas and strategies
to reduce the incidence of human and animal health emergencies and to support food/feed defense-related
innovation. In light of food/feed defense concerns, it is incumbent that local, State and Federal governments and
industry partners understand the roles and responsibilities of all participating entities in a joint emergency

response.

Objectives

O Simulate the steps for fully activating the WA RRT per documented procedures in the WA RRT Operations
Manual v.4.0.

O Work through the Planning “P” to develop an Incident Action Plan (IAP) for the first operational period.

0 Complete an After-Action Review and corresponding After-Action Report to evaluate the overall
performance of the exercise.

Exercise Setting

Previous exercises for the WA RRT were held in a face-to-face setting with the majority of responders gathered in
close proximity during the exercise activities. To further mimic real-life conditions, the current exercise will take
place virtually with responders located at their normal work stations. Video conferencing will be used at times to
address the exercise participants collectively.
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Guidelines

This exercise is to be conducted in a safe learning environment so that all participants can share and explore
concepts with one another while discussing multiple solutions and options for a given issue. The following
guidelines are intended meet this end:

e This will be an open, low-stress, non-public learning environment and is not intended to set precedents.

e  Participants will listen to and respect the varying viewpoints of all of the other participants while
contributing according to the knowledge and understanding applicable to their position.

e  Multiple options and outcomes may be presented while working through the incident scenario with
participants from different agencies. Please view these situations as discussion-fostering opportunities.

e The scenario discussed is plausible and the events occur as presented. Keep the overall exercise
objectives in mind when considering the information provided and avoid analysis paralysis from detail
speculation. In other word, don’t fight the scenario!

e Principles of the Incident Command System (ICS), including applicable terminology and forms, will be
implemented during the exercise.

e Emails sent as part of the exercise activities must include “EXERCISE ONLY” in the subject line and the
body of the email must being with: “The information in this email is for exercise purposes only”.

e Lessons learned from today’s activities may be shared with food safety and response colleagues in order
to assist in the development of an effective and integrated food safety system.

e Participants are expected to be committed to learning from the activities of this exercise and apply the
experience gained to strengthen the skills required for their position/function.

e Individual evaluations of the exercise will not be completed by the responders. Participants are
encouraged to share comments and suggestions pertaining to the strengths and improvement areas
during the After-Action Review.
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Lead Planners — The individuals who are responsible for the exercise, including convening the Planning Committee

and coordinating all pre- and post-exercise needs.

Participants — Respond to the scenario based on their first-hand, experiential knowledge; current plans and

procedures of their individual entity, agency or jurisdiction; and insights from training and experience.

Evaluators — Each participant is encouraged to provide feedback on the strengths and improvement needs

captured during the exercise.

Tabletop Exercise

Agenda

Tuesday July 12, 2016

Approx. Time Activity
0900 hours? Introduction and Briefing (WebEx)
0930 hours Initial Incident Notification
0945 hours WSDA Internal Coordination
1015 hours WSDA to Notify WA DOH and FDA SEA-DO
1045 hours WA RRT Management Meeting
1115 hours Briefing with WSDA/FDA Agency Executives
1145 hours RRT Activation Recommendation
1200 hours WA RRT Work through ICS Planning “P”
1700 hours Distribute SITREP and IAP to Response Agencies

aTimes are listed according to Pacific Daylight Time (PDT).

Wednesday July 13, 2016
Approx. Time Activity
0900 hours After-Action Review with all participants
1000 hours Adjourn
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Exercise Instructions

As outlined in the above agenda, an initial briefing of the exercise will be provided to all participants via video
conferencing on Tuesday July 12", An individual from each response agency will serve as the primary point of
contact during the exercise and will be identified at the time of the initial briefing.

Once the briefing is complete, the exercise will be carried out as follows:

e Initial notification from the lowa RRT of illness cases possibly linked to a Washington State processor.

e The information will be assessed by WSDA management personnel to determine the proper next steps
under normal operating conditions.

e  WSDA will provide notification to FDA SEA-DO and WA DOH.

o Epidemiological data for the Washington illness cases will be provided WA DOH.

e WA RRT Management consisting of WSDA and FDA SEA-DO personnel will hold a conference call during
which the need for RRT activation is identified.

e A briefing will be held with WSDA and FDA SEA-DO Agency Executives.

e Aformal decision will be made to activate the WA RRT according to jointly endorsed WSDA/FDA SEA-DO
procedures (Figure 1) and a Letter of Expectation will be issued.

e Time permitting, WSDA Regional Managers and FDA SEA-DO SCSOs may choose to notify field staff.

During the afternoon of the 12, WSDA and FDA SEA-DO staff normally involved in an illness outbreak response
will work through the ICS Planning “P” to develop the initial Incident Action Plan (IAP) (Figure 2). The pre-
identified FDA SEA-DO and WSDA Unified Commanders will collaborate with individuals assigned to the Planning
and Operations Sections within the ICS structure to create the objectives/tactics in the IAP along with the Situation
Report (SITREP) for the upcoming operational period. Planning meetings throughout the afternoon, such as
conference calls or WebEx meetings, will be necessary to complete this process and may be combined as
appropriate. The necessary ICS forms (201, 202, 203, 204, 205, 206, 208, 215, and 215A) are located on the WA
RRT workgroup on FoodSHIELD and will need to be completed prior to 1700 hours on the 12,

After-Action Review

The exercise will conclude with an After-Action Review on Tuesday the 13" from approximately 0900 hours to
1000 hours over WebEx. All participants are encouraged to attend and discuss strengths and development areas
noted during the exercise activities. More contribution brings more value to the After-Action Review, an
important tool for refining response capabilities. An After-Action Report will afterwards be generated and shared

with participating agencies.
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Figure 1. A flowchart outlining the steps included in the WA RRT formal activation process.
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Figure 2. The ICS Planning “P” identifying relevant ICS personnel and forms.
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Washington RRT
Annual Exercise

July 12th 2016

Scope

- Numerous agencies responsible for food/feed safety

- Intentional and/or unintentional contamination can
occur at any point during farm-to-fork continuum

- Food/feed safety incidents can be complex,
involving multiple states, agencies, and jurisdictions
= Pre-established, inter-agency working relationships
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Purpose

Practice WA RRT activation and joint
agency response to a multi-state
foodborne illness outbreak

Objectives

» Complete the steps for full RRT activation per
the WA RRT Operations Manual v. 4.0

« Work through the Planning “P” to create an
Incident Action Plan (IAP)

« Conduct an After-Action Review
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Guidelines

« A continual improvement opportunity
« ICS principles and terminology will be used
- Don’t fight the scenario!

- “EXERCISE ONLY” in the subject line of emails

> Email body must begin with: “The information in this
email is for exercise purposes only”

Exercises
Attachment H-1

Agenda

Tuesday July 12%h: Table Top Exercise

0900 hours Introduction and Briefing (WebEXx)

0930 hours Initial Incident Notification

0945 hours WSDA Internal Coordination

1015 hours WSDA to Notify WA DOH and FDA SEA-DO

1045 hours WA RRT Management Meeting

1115 hours Briefing with WSDA/FDA Agency Executives

1145 hours RRT Activation Recommendation
1200 hours WA RRT Work through ICS Planning “P”

1700 hours Distribute SITREP and IAP to Response Agencies

Wednesday July 13t: After-Action Review (0900-1000 hours)

« We appreciate your feedback!
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Incident Scenario

- JTowa Salmonella illness cluster associated with dry spice
o Linked to Pierre’s Finest, Inc. in Chehalis, WA

Illness cases in Washington with matching PFGE pattern
o Linked to Charlie’s Stop-N-Chow restaurants

Product and environmental sampling underway
= Salmonella CRO’s reported

Multiple deaths and hospitalizations reported

Role and Responsibilities

» JTowa RRT
= Initial incident notification

« WA Dept. of Health
= Epi data for Washington illnesses

« WSDA Food Safety/RRT

= Response planning and coordination with appropriate FDA SEA-
DO personnel

« FDA-SEA DO
= Response planning and coordination with appropriate WSDA
personnel
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Questions?
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INCIDENT BRIEFING (ICS 201), Adapted for FDA

1. Incident Name: 2. Incident Number: 3. Date/Time Initiated:
Salmonella lliness Cluster-July (EON num. if applicable) Date: 07/12/2016 Time: 1100 hours
2016 (EXERCISE) N/A

4. Map/Sketch (include sketch, showing the total area of operations, the incident site/area, impacted and threatened
areas, overflight results, trajectories, impacted shorelines, or other graphics depicting situational status and resource
assignment):

FOR EXERCISE PURPOSES ONLY
No Maps have been created yet for this incident.

Situation Report:

On the morning of 7/12/2016, the lowa RRT notified the Washington RRT that they are tracking seven (7)
confirmed cases of Salmonella in their state. Preliminary epidemiological information indicated that five of the
seven (71%) of the cases reported to have eaten at Charlie’s Stop-N-Chow restaurant locations, with all of
those cases consuming the “Fiery Fries” product. IA RRT has indicated that they have collected invoices at
the retail locations and can provide to WA RRT upon request. This initial investigation revealed that the Fiery
Pepper Spice applied to the Fiery Fries product was manufactured by Pierre’s Finest, Inc. located in Chehalis,
WA. Pierre’s Finest, Inc. is a licensed food processor with WSDA. Review of the previous inspection report
revealed minor structural and cleaning violations. The report also included information on the ingredients for
the Fiery Pepper Spice product, a dry mixture that contains chili powder, sea salt, paprika, onion powder, garlic
powder, and ground black pepper.

WSDA as indeed requested the invoices from lowa RRT along with additional information related to any case
hospitalizations and/or deaths at this time.

WA RRT notified WA DOH Communicable Disease Epi on the morning of 7/12/16 to inform them of the illness
cluster in IA and to inquire of any associated epi iliness information collected in Washington State. WA DOH
Epi indicated that a total of nine (9) iliness cases of Salmonella rissen have been confirmed in Washington
State, with 7 of those 9 cases (78%) being located in Lewis County. One additional case is located in King
County and another single case located in Pierce County. Preliminary epi information from WA DOH indicates
that of the 4 cases that ate at the Charlie’s Stop-N-Chow locations in WA, all 4 (100%) consumed the Fiery
Fries.

Four of the nine (45%) of the current cases in Washington have been hospitalized. Currently, WA RRT is aware
that some |A iliness cases have been hospitalized, however the exact number is unknown at this time.

WA DOH has collected ingredient as well as environmental samples from the three Charlie’s Stop-N-Chow
locations in Lewis County. As of 1130 hours on 7/12/2016, two of the ingredient samples collected are Cannot-
Rule-Out (CRO) for Salmonella. In addition, a total of five environmental samples collected at the three retail
locations in Lewis County are CRO for Salmonella. Confirmation results are anticipated from WA DOH Public
Health Lab within the next two days.

1400 hours Update, 07/12/2016:

At approximately 1045 hours on 7/12/16, the Washington RRT Management Team met to discuss current
information related to the incident in order to determine possible activation of the Washington RRT. Based on
the information presented, all representatives from WSDA and FDA SEA-DO recommended activation of the
RRT.
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1. Incident Name: 2. Incident Number: 3. Date/Time Initiated:
Salmonella lliness Cluster-July (EON num. if applicable) Date: 07/12/2016 Time: 1100 hours
2016 (EXERCISE) N/A

Agency Executives from both WSDA and FDA SEA-DO were briefed on the current information and on the
Management Team’s recommendation to activate the RRT. Both agency executives were in agreement and the
RRT was fully activated at approximately 1200 hours on 7/12/16. The finalized Letter of Expectation was
received by the IMT at approximately 1530 hours on 7/12/16.

At approximately 1130 hours on 7/2/2016, WSDA received notice from WA DOH that Lewis County
Environmental Health (EH) had closed Charlie’s Stop-N-Chow locations within their jurisdiction and placed a
hold order on the Fiery Pepper Spice so it would not be used or discarded. In order to reopen, Lewis County
placed the following conditions on the facilities:

1. Thoroughly clean and sanitize the restaurant
Allow all food employees to be interviewed by Lewis County Epi to identify possible cases

3. Discontinue use of the Fiery Pepper Spice blend until situation is resolved and Lewis County allows
them to resume using the ingredient.

WA DOH also reported that Lewis County EH would be collecting additional investigational product and
ingredient samples from the retail locations which will be sent to WA DOH Public Health Lab in Shoreline, WA
for analysis.

At approximately 1230 hours on 7/12/2016, IA RRT updated WA RRT that two of the iliness cases that were
hospitalized had died. Additionally, the initial traceback investigation conducted by the IA RRT did not
associate any other food products other than the Fiery Fries.

At 1245 hours on 7/12/2016, Washington RRT Command and General Staff held a joint objectives and tactics
call in order to determine next steps. The upcoming operational period was identified as 0000 hours on
7/13/2016 through 0000 hours on 7/15/2016.

5. Situation Summary and Health and Safety Briefing (for briefings or transfer of command): Recognize potential
incident Health and Safety Hazards and develop necessary measures (remove hazard, provide personal protective
equipment, warn people of the hazard) to protect responders from those hazards.

Possible safety hazards exist for deployed field staff that are inherent to a large-scale food production facility including
moving equipment, conveyor belts, slips/trips/falls, loud noises, extreme heat/cold environments, and inclined/elevated
surfaces. Deployed personnel have been provided appropriate PPE to conduct inspection and sampling activities in
these environments (e.g. ear plugs, smocks, gloves, eye protection, etc.)

If additional PPE is required, please report to the Operations Section Chief of your respective agency.

6. Prepared by: Name: Randy Treadwell Position/Title: DPSC-WSDA Signature:
ICS 201, Page 1 Date/Time: 1400 hours, 07/12/2016
Updated by FDA 2/2011
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INCIDENT BRIEFING (ICS 201), Adapted for FDA

1. Incident Name: 2. Incident Number: 3. Date/Time Initiated:
Salmonella lliness Cluster-July (EON num. if applicable) Date: 07/12/2016 Time: 1100 hours
2016 (EXERCISE) N/A

7. Current and Planned Objectives:

o Ensure the safety of all RRT responders and associated personnel.

o Expedite the removal of all potentially contaminated product from commerce associated with the
Salmonella iliness cluster.

e Work to identify
e Ensure appropri

root cause or contributing factors related to product contamination.
ate and timely information sharing among response agencies and general public.

8. Current and Planned Actions, Strategies, and Tactics:

Time:

Actions:

Incident Command

0000 hours on
7/13/2016 to 0000
hours on 7/15/2016

Provide responders with updated objectives as the focus of response elves.

Same as above

Provide overall safety messages and hazard analyses related to safety for the duration of the
response.

Operations Section:

Same as above

Determine source and receipt process for ingredients coming into the Pierre’s Finest, Inc.
processing facility in Chehalis, WA.

Same as above

Observe and document spice process flow at the Chehalis, WA facility and observe any root
cause and/or contributing factors that may lead to possible product contamination.

Same as above

Review firm distribution records for product in question.

Same as above

Review consumer complaint records/logs maintained by the firm.

Same as above

Collect ingredient and finished product samples at processing facility, based on availability
and investigation group recommendations.

Planning Section:

Same as above

Maintain response documentation and distribute IAPs to participating responders and
appropriate agency liaisons for future operational periods

Same as above

Coordinate and facilitate call between firm representatives and WSDA/FDA SEA-DO after the
arrival of investigation team at facility in the morning of 7/13/2016.

Same as above

Coordinate and facilitate joint planning calls for future operational periods.

6. Prepared by: Name:

Randy Treadwell Position/Title: DPSC-WSDA Signature:

ICS 201, Page 2

Date/Time: 1400 hours; 07/12/2016

Updated by FDA 2/2011
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INCIDENT BRIEFING (ICS 201), Adapted for FDA

1. Incident Name: 2. Incident Number: 3. Date/Time Initiated:
Salmonella lliness Cluster-July (EON num. if applicable) Date: 07/12/2016 Time: 1100 hours
2016 (EXERCISE) N/A

9. Current Organization (fill in additional organization as appropriate):
WSDA:

Unified Commander: Mike Tokos

Planning Section Chief: Caleb James

Deputy Planning Section Chief-WSDA: Randy Treadwell
Deputy Operations Section Chief: Linda Condon
Agency Executive: Candace Jacobs

P1O: Hector Castro

FDA:
Unified Commander: Victor Meo
Deputy Planning Section Chief-FDA: Alicia Schroder

Agency Executive: Miriam Burbach

WA DOH-Food Safety Program:

Agency Liaison: Joe Graham

WA DOH-Communicable Disease Epidemioloqgy:

Agency Liaison: Beth Melius

lowa Rapid Response Team:

Agency Liaison: Melanie Harris

WSDA Microbiology Laboratory:

Liaison: Yong Liu

DOH Public Health Laboratory:

Liaison: Beth Melius

Lewis County Environmental Health:

Liaison: Joe Graham

6. Prepared by: Name: Randy Treadwell Position/Title: DPSC-WSDA Signature:

ICS 201, Page 3 Date/Time: 1400 hours; 07/12/2016
Updated by FDA 2/2011
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INCIDENT BRIEFING (ICS 201), Adapted for FDA

1. Incident Name: 2. Incident Number: 3. Date/Time Initiated:
Salmonella lliness Cluster-July 2016 | (EON num. if applicable) Date: 07/12/2016 Time: 1100 hours
(EXERCISE) N/A
10. Resource Summary:
3
Resource | Date/Time 2
Resource Identifier Ordered ETA < Notes (location/assignment/status)
Food Safety Officers- FSO 1500 hrs 0800 Will meet with FDA CSO at 0800 hours at
WSDA on 7/12/16 | hrs on [] | inspection location in Chehalis, WA.
7/13/16
Consumer Safety CSO 1500 hrs 0800 Will meet with WSDA FSO at 0800 hours at
Officers-FDA SEA-DO on 7/12/16 | hrs on [] | inspection location in Chehalis, WA.
7/13/16
[]
6. Prepared by: Name: Randy Treadwell Position/Title: DPSC-WSDA Signature: _

ICS 201, Page 4

Date/Time: 1400 hours; 07/12/2016

Updated by FDA 2/2011
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INCIDENT OBJECTIVES (ICS 202), Adapted for FDA

Exercises
Attachment H-4

1. Incident Name: Salmonella lliness
Cluster-July 2016; WA RRT Exercise

2. Operational Period: Date From: 07/13/2016 Date To: 07/15/2016
Time From: 0000 hours Time To: 0000 hours

3. Objective(s):

o Ensure the safety of all RRT responders and associated personnel.

o Expedite the removal of all potentially contaminated product from commerce associated with the

Salmonella illness cluster.

o Work to identify root cause or contributing factors related to product contamination.

e Ensure appropriate and timely information sharing among response agencies and general public.

4. Operational Period Command Emphasis:

Emphasis for the initial operational period will include production and environmental sampling, gathering pertinent
information (production/distribution/sanitation records, etc.), and conducting a general facility investigation at the
Washington State-based production facility potentially associated with the suspected iliness vehicle.

General Situational Awareness:

Ensure FDA/WSDA investigators are equipped with appropriate personal protective equipment (PPE), including hard

hats, smocks, dust masks, and ear protection.

5. Site Safety Plan Required? Yes[ | No |}
Approved Site Safety Plan(s) Located at: N/A

6. Incident Action Plan (the items checked below are included in this Incident Action Plan):

Il CS 203 [ ] Map/Chart Other Attachments:
Bl CS204 [] Weather Forecast/Tides/Currents

B ICS 205 ]

Bl ICS206 []

Il ICS208 []

7. Prepared by: Name: Caleb James

Position/Title: Planning Section Chief Signature:

8. Approved by Incident Commander: Name: Victor Meo/Michael Tokos Signature: /Signed/

ICS 202 IAP Page _10of 6___ | Date/Time: 07/13/2016 1700 hours

Updated by FDA 2/2011
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ORGANIZATION ASSIGNMENT LIST (ICS 203), ADAPTED FOR FDA

1. Incident Name: Salmonella lliness
Cluster-July 2016 (EXERCISE)

2. Operational Period:

Date From: 07/13/2016
Time From: 07/15/2016

Date To: 00:00 Hours
Time To: 00:00 Hours

3. Incident Commander(s)/ Agency Incident Coordinator

and Command Staff: (include location)

7. Operations Section:

X IMT IC/UCs Mike Tokos, WSDA, Olympia Chief | Linda Condon
[]IMG AIC Victor Meo, FDA, Bothell Deputy | Alicia Schroder
Deputy Staging Area
Safety Officer Branch | WA RRT
Public Info. Officer | Hector Castro, WSDA Branch Director
Liaison Officer Deputy
Pierre’s Deanna Straayer-

4. Agency/Organization Representatives:

Division/Group

Investigation Group | WSDA

Agency/Organization

Name

Division/Group

WA DOH-Food Safety

Joe Graham, DOH

Division/Group

WSDA DOH-CD Epi

Beth Melius, DOH

Division/Group

IA RRT

Melanie Harris, lowa DIA

Division/Group

WSDA Micro Lab

Yong Liu, WSDA

Branch

WA DOH Public Health
Lab

Beth Melius, DOH

Branch Director

Deputy

5. Planning Section:

Division/Group

Chief

Caleb James, WSDA

Division/Group

Deputy

Alicia Schroder, FDA/Randy

Treadwell, WSDA

Division/Group

Resources Unit

Division/Group

Situation Unit

Division/Group

Documentation Unit

Branch

Demobilization Unit

Branch Director

Technical Specialists

Deputy

6. Logistics Section:

Division/Group

Chief Division/Group

Deputy

Support Branch

Director

Supply Unit

Facilities Unit 8. Finance/Administration Section:

Ground Support Unit Chief
Service Branch Deputy
Director Time Unit

Communications Unit

Procurement Unit

Medical Unit

Comp/Claims Unit

Food Unit

Cost Unit

9. Prepared by: Name: Alicia Schroder

ICS 203

IAP Page _ 2 0of 6___

Position/Title: Deputy PSC Signature: Alicia Schroder

Date/Time: 07/12/2016 at 14:28 Hours

Updated by FDA 2/2011
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Attachment H-4
ASSIGNMENT LIST (ICS 204), Adapted for FDA

1. Incident Name: 2. Operational Period: 3.

Salmonella lliness Cluster-July Date From: 07/13/2016 Date To: 07/15/2016 .

2016 (EXERCISE) Time From: 0000 Time To: 0000 Branch: WA RRT
4. Operations Personnel: Name Contact Number(s) | Division: n/a

Operations Section Chief: Linda Condon 360-810-0732

Branch Director: n/a

Group: n/a

Division/Group Supervisor: Deanna Straayer-WSDA

Reporting Location,

5. Resources Assigned: »
s Special Equipment and
%5 g Contact (e.g., phone, pager, radio | Supplies, Remarks, Notes,

Resource Identifier Leader # 0 | frequency, etc.) Information

FSO Hoffman: 206-473-2748
Investigation Group- FSO Satak: 360-951-5086 , .
FSOs, CSOs Deanna Straayer 5 CSO: TBD Pierre’s Finest, Inc.

CSO: TBD

6. Work Assignments:
Tactical objectives:

a. FSOs/CSOs — gather data and documentation for:
i. incoming ingredients, process flow, distribution
ii. consumer complaint records/logs
iii. sanitation evaluation
iv. ingredient and product sampling
V. environmental sampling

7. Special Instructions:

Inspection is for-cause in response to an ongoing illness outbreak. Please review the Incident Briefing (ICS form 201)
for specific details related to the incident. A call is being coordinated between FDA SEA-DO, WSDA, and firm
representatives after the inspection group arrives at the facility on the morning of 7/13/2016.

Fiery Pepper Spice product is a blend of 6 spice ingredients: chili powder, sea salt, paprika, onion powder, garlic
powder, ground black pepper.

8. Communications (radio and/or phone contact numbers needed for this assignment):

Name/Function Primary Contact: indicate cell, pager, or radio (frequency/system/channel)
n/a/ n/a n/a
/
/
/
9. Prepared by: Name: Linda Condon Position/Title: Operations Section Chief
Signature:
ICS 204 | 1AP Page _3of 6___ | Date/Time: 07/12/2016/1505

Updated by FDA 2/2011
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INCIDENT COMMUNICATIONS PLAN (ICS 205), Adapted for FDA

1. Incident Name: 2. Date/Time Prepared: 3. Operational Period:
Salmonella lliness Cluster-July 2016 (EXERCISE) Date: 7/12/2016 Date From: 07/13/2016 Date To: 00:00 Hours
Time: 15:30 Time From: 07/15/2016 Time To: 00:00 Hours
4. Incident communication information:
Other Method (s) of Contact Remarks
Incident Assigned Position Name (Last, First) Primary Number Secondary Number (pager, email, radio, etc.)
Unified Commander-WSDA Tokos, Mike 360-902-1965 360-951-6942 mtokos@agr.wa.gov
Unified Commander-FDA Meo, Victor 425-302-0464 206-696-2930 Victor.meo@fda.hhs.gov
Operations Section Chief
(OSC) Condon, Linda 360-902-1860 Icondon@agr.wa.gov

Planning Section Chief

(PSC) James, Caleb 509-808-0324 cjames@agr.wa.gov
Deputy PSC-WSDA Treadwell, Randy 509-413-3739 rtreadwell@agr.wa.gov
Deputy PSC-FDA Schroder, Alicia 425-302-0476 425-582-3148 Alicia.schroder@fda.hhs.gov
WADOH CD-EPI POC Melius, Beth 206-418-5432 Beth.melius@dhs.wa.gov
WADOH Food Safety POC Graham, Joe 360-236-3305 Joe.graham@doh.wa.gov
IA DIA POC Harris, Melanie 515-281-6096 Melanie.harris@dia.iowa.gov
PIO-WSDA Castro, Hector 360-902-1815 360-464-0118 hcastro@agr.wa.gov
WSDA Micro Lab Liaison Liu, Yong 360-664-8962 lyong@agr.wa.gov

5. Special Instructions:

6. Prepared by (Communications Unit Leader): Name: Alicia Schroder

Signature: Alicia Schroder

ICS 205 IAP Page _ 4 0of6___ Date/Time: 07/12/2016 15:30

Updated by FDA 2/2011
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RRT Best Practices Manual 2017

MEDICAL PLAN (ICS 206), Adapted for FDA

Exercises
Attachment H-4

1. Incident Name: Salmonella lliness

2. Operational Period: Date From: 07/13/2016 Date To: 07/15/2016

Cluster-July 2016 (EXERCISE) Time From: 0000 Time To: 0000
3. Medical Aid Stations:
Name Location Contact Paramgdics
Number(s)/Frequency on Site?
N/A [ ]Yes [ ]No
[]Yes [ ]No
[]Yes [ ]No
[]Yes [ |No
[ ]Yes [ |No
[ ]Yes [ ]No
4. Transportation:
Ambulance Service Location Numbe?((s);]/tl:arcetquency Level of Service
911 [ ]ALS []BLS
[ ]ALS []BLS
5. Hospitals:
Hospital Name Address NE%T;:;:(L) Distance 'I'Crzgtrg? Cl?alrj:tr(]ar Helipad
Centralia 914 S. Scheuber Road ER: 360-827- 5 miles via car B Yes W Yes | Yes
Hospital Centralia, WA 8516 (approx. 10 min) | Level: IV [INo |[]No
Urgont Gare | Chehalis, WA zhzggz‘é?i 0700- | (@pprox. 10mm | Yo | D¥es | Dves

6. Special Medical Emergency Procedures:
Medical issues are not anticipated. Staff to be instructed to call 911.

7. Prepared by (Medical Unit Leader): Name: Linda Condon

Signature:

Aot Ot

8. Approved by (Safety Officer): Name: Michael Tokos

ICS 206

| 1AP Page _50f6___ | Date/Time: 07/12/2016/ 1525

Signature: Michael Tokos

Updated by FDA 2/2011
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RRT Best Practices Manual 2017 Exercises
Attachment H-4

SAFETY MESSAGE/PLAN (ICS 208)

1. Incident Name: Salmonella lliness
Cluster-July 2016 (EXERCISE)

2. Operational Period: Date From: 07/13/2016 Date To: 07/15/2016
Time From: 00:00 Time To: 00:00

3. Safety Message/Expanded Safety Message, Safety Plan, Site Safety Plan:
Safety Message: Ensure the safety of all RRT responder and associated personnel.

Safety Plan: This is an inspection of a manufacturer of spices. Use of normal inspectional PPE is required for this
inspection. There is a potential for irritants either contact and/or breathing in spices.

-Have bottle water to hydrate and use as eye washes.
-Use of respirator or N95 dust mask as needed

-Use of gloves for protection of skin irritants.

-Use of lab coats/coveralls as needed.

-Use other appropriate PPE when needed.

Of note there are deaths associated with Salmonellosis potentially associated with this outbreak. People infected with
Salmonella develop diarrhea, fever, and abdominal cramps between 12 and 72 hours after infection. The illness usually
lasts 4 to 7 days, and most individuals recover without treatment. In some cases, diarrhea may be so severe that the
patient needs to be hospitalized

Weather: For this operational period there is no known issue in the forecast.

Site Safety Plan: No known issues at the firm, therefore no site safety plan is required.
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After-Action Report/ WA RRT Annual Exercise-Activation Drill
Improvement Plan (AAR/IP) 2016

Washington Rapid Response

Team 2016 Exercise
Activation Drill

After-Action Report/Improvement Plan
July 2016

Response Overview 1 Washington RRT
FINAL

Homeland Security Exercise and Evaluation Program (HSEEP)
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After-Action Report/ WA RRT Annual Exercise-Activation Drill
Improvement Plan (AAR/IP) 2016

RESPONSE OVERVIEW

Response
Name

EXERCISE: Salmonella Illness Cluster-July 2016

RESN AP 7/12/16

The exercise concentrated on formal activation of the WA RRT as well as
Scope joint agency response to a multi-state Salmonella illness outbreak
associated with dry spices.

WIS WANCEIQN Mitigation and Response.

Core

Capabilities Environmental Response/Health and Safety

e Ensure the safety of all RRT responders and associated personnel.
e Expedite the removal of all potentially contaminated product from

Response commerce associated with the Salmonella illness cluster.
o e Work to identify root cause or contributing factors related to product
Objectives contamination.

e Ensure appropriate and timely information sharing among response
agencies and general public.

Foodborne human pathogen: Salmonella.

WSDA Feed/Rapid Response Program, WSDA Food Safety Program,
Washington State Department of Health (WA DOH) Communicable
Disease Epidemiology, WA DOH Food Safety Program, Iowa RRT, FDA
Seattle District Office (SEA-DO) FDA Coordinated Outbreak Response and
Evaluation Network (CORE).

Response
Organizations

Randy Treadwell
Point of Feed/Rapid Response Program Manager
Contact WSDA Feed/Rapid Response Program

rtreadwell@agr.wa.gov

Response Overview 2 Washington RRT
FINAL

Homeland Security Exercise and Evaluation Program (HSEEP)
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After-Action Report/ WA RRT Annual Exercise-Activation Drill
Improvement Plan (AAR/IP) 2016

Incident Summary:

To initiate the exercise, the Washington Rapid Response Team (WA RRT) was notified
by the Towa RRT of a Salmonella illness cluster in Iowa associated with a dry spice
product linked to a Washington State-based manufacturing facility. A restaurant chain
with locations in Iowa and Washington was also implicated in the outbreak, which
included seven illnesses in Iowa with a matching PFGE pattern to nine Washington
illness cases. The incident scenario included two deaths and four hospitalizations
associated with the outbreak.

The following objectives were identified during the initial briefing for the exercise:
« Complete the steps for full RRT activation per the WA RRT Operations Manual v. 4.0.
« Work through the Planning “P” to create an Incident Action Plan (IAP).
« Conduct an After-Action Review.

As the primary response partners of the WA RRT, WSDA and FDA SEA-DO worked
closely to follow the steps identified in the jointly-endorsed Operations Manual to
formally activate the WA RRT while operating under a Unified Command ICS structure.
The IAP for the first operational period was created and shared with response agencies
at the close of 7/12/16. An After-Action Review was held with the exercise participants
on the following day to evaluate the overall exercise performance. An overview of the
identified strengths and areas of improvement specific to three focus areas is provided
in the following sections.

Focus Area #1: Exercise Format—Virtual vs. Face-to-Face

Strengths

Strength 1: Unlike previous WA RRT exercises held in a multi-day, face-to-face
setting, the virtual exercise more closely mimicked real-life conditions as exercise
participants were situated at their normal work stations during the response and
planning activities.

Strength 2: Previously formed working relationships and good familiarity among
exercise participants made it possible to hold the exercise in a virtual setting.

Strength 3: Participant Manual provided in advance included adequate detail
regarding exercise guidelines, instructions, and roles and responsibilities for the
activation drill.

Analysis of Core Capabilities 3 WSDA/FDA SEA-DO
FINAL

Homeland Security Exercise and Evaluation Program (HSEEP)
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After-Action Report/ WA RRT Annual Exercise-Activation Drill
Improvement Plan (AAR/IP) 2016

Areas for Improvement

Area for Improvement 1: Personnel requirements were not clearly determined to the
participating agencies early in the response, which made it difficult to fill some of the
General Staff positions within the ICS structure.

Analysis: Though identified as an improvement area, this issue ultimately contributed
to the real-life working conditions created by the virtual setting as staffing challenges
are often faced during food/feed emergency responses. However, personnel needs will
be more clearly communicated in the exercise announcement and participant manual
for future exercises to allow for greater participation of individuals qualified to fill ICS
General Staff positions.

Focus Area #2: Current WA RRT Procedures
Strengths

Strength 1: The procedures for formal activation of the WA RRT were closely followed
in stepwise fashion and continue to be fit-for-use.

Strength 2: Exercise participants from WSDA and FDA SEA-DO had received the
recently updated WA RRT Operations Manual v. 4.0 and were familiar with general RRT
procedures, including the formal activation process.

Areas for Improvement

Area for Improvement 1: Potential safety concerns in a food/feed manufacturing
facility can be difficult to quickly and thoroughly identify on the ICS Form 208 Safety
Message/Plan.

Analysis: Field investigators are expected to take general safety precautions when
doing any investigation/sampling work at a food/feed facility, however, developing pre-
established, standardized medical statements for the ICS 208 Form may assist in quickly
identifying additional safety considerations during a food/feed emergency response.

Area for Improvement 2: FDA SEA-DO personnel can only electronically sign
documents in pdf format, which may create delays in document routing as well as
formatting issues.

Analysis: The current electronic signature method does not allow for minor errors or
typos to be corrected once the final document is signed and also can create formatting
issues when compiling documents for the Incident Action Plan. Inquiring as to how

other FDA District Offices electronically sign documents may produce a solution to this
issue, which the Iowa RRT Coordinator agreed to pursue with FDA MIN-DO personnel.

Analysis of Core Capabilities 4 WSDA/FDA SEA-DO
FINAL

Homeland Security Exercise and Evaluation Program (HSEEP)
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After-Action Report/ WA RRT Annual Exercise-Activation Drill
Improvement Plan (AAR/IP) 2016

Area for Improvement 3: Minor revisions were identified for the WA RRT Operations
Manual v. 4.0, including:

e Check boxes contained in the Letter of Expectation template are misleading and
should be replaced with an alternative bullet symbol or numbering system.

e Header information in Annex 14 is not current.
e Some web links to supplemental information in the Annexes were not current.

Analysis: The WA RRT Operations Manual is revised on a yearly basis. Developing a
revision checklist may standardize the revision process and ensure all expired
information is updated.

Focus Area #3: Execution of Current WA RRT Procedures

Strengths

Strength 1: The exercise conference calls were well organized and facilitated by
Planning Section personnel which greatly assisted the Unified Commanders.

Strength 2: A field staff member was involved early in the ICS Planning “P” meetings,
which provided the Unified Command and General Staff with helpful information to
streamline the coordination efforts.

Areas for Improvement

Area for Improvement 1: Limited availability of qualified staff members for WSDA
presented challenges when assigning an Operations Section Chief and Deputy.

Analysis: Continuing to build depth within the WA RRT through ICS position-specific
training may serve to strengthen the continuity of operations during food/feed
emergency responses. Additionally, revising the WA RRT membership process to
extend beyond the current RRT Core Members would allow for a greater number of
WSDA staff to become familiar with WA RRT procedures.

Area for Improvement 2: Reminders were needed related to the electronic storage
location of the ICS forms; tactics for multiple groups/sections were included on the
same ICS 204 Form.

Analysis: All ICS forms are located in the WA RRT Workgroup on FoodSHIELD,
however, member login information may not be conveniently located. WSDA and FDA
SEA-DO must separately identify a storage location so that the forms are readily
available during a food/feed emergency response. Additionally, tactics specific to each
group/section should be listed on a separate ICS 204 Form to avoid incomplete work
assignments or duplication of efforts.

Analysis of Core Capabilities 5 WSDA/FDA SEA-DO
FINAL
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Area for Improvement 3: The purpose and intent of the conference calls was not
always made clear prior to the start of the call.

Analysis: In an effort to promote planning efficiency, attendees should be made
aware of the purpose and intent of a conference call well in advance, if possible, to
allow necessary preparation time. Providing a brief meeting agenda along with the
meeting announcement was discussed as a possible solution in addition to developing a
standard conference call agenda template. The sample agendas included in the NIMS
field guide and/or the FDA Incident Management Handbook may provide basic agenda
templates.

Area for Improvement 3: Briefing with Agency Executives to recommend RRT
activation occurred later than anticipated on the exercise agenda.

Analysis: Once the need for RRT activation is identified during the WA RRT
Management meeting, adequate time should be allowed to compile the current incident
information into a single document, such as a Situation Report (SITREP), to facilitate
the briefing with Agency Executives.

Analysis of Core Capabilities 6 WSDA/FDA SEA-DO
FINAL
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APPENDIX A: IMPROVEMENT PLAN

This IP has been developed specifically for the Washington Rapid Response Team (RRT) as a result of the Annual Exercise-
Activation Drill in July 2016.

Core Capability

Issue/Area for
Improvement

Corrective Action

Capability
Element’

Primary
Responsible
Organization

Organization POC | Start Date

Projected
Completion
Date

Core Capability 1: 1. Personnel Personnel roles must be more Exercise WA RRT WA RRT Program 7/2016 | 2017 Exercise
Exercise requirements for clearly identified in future exercise Manager/RRT
exercise activities not announcements and participant Coordinator
clearly communicated | manuals
2. Briefing with Following RRT Management Exercise WA RRT WA RRT Program 7/2016 2017 Exercise
Agency Executives meeting, allow adequate time to Manager/RRT
was delayed compile incident briefing info into a Coordinator
single document
Core Capability 2: 1. Safety concerns for | Developing standard medical Planning WA RRT/WSDA | WA RRT Program | 7/2016 Ongoing
Planning food/feed processing | statements for ICS 208 Form to Risk Manager/RRT
environments not quickly and effectively identify Management Coordinator/WSDA
easily identified safety issues during food/feed Safety Officer
responses
2. FDA SEA-DO Inquire about E-signature methods Planning FDA SEA- lowa RRT 7/2016 Ongoing
personnel can only used by other FDA District Offices DO/lowa RRT Coordinator
apply E-signature to
pdf documents
3. Minor revisions Check boxes replaced with Planning WA RRT WA RRT Program 7/2016 4/2017
necessary to WA RRT | alternative bullet symbol in Letter Manager/RRT
Ops Manual v. 4.0 of Expectation. Coordinator
Develop checklist for standardized
annual review of WA RRT Ops
Manual
4. Purpose/intent of Provide brief conference call Planning WA RRT WA RRT 7/2016 8/2016
conference calls was agenda prior to call. Coordinator
not always clear Develop conference call agenda
template.

! Capability Elements are: Planning, Organization, Equipment, Training, or Exercise.

Appendix A: Improvement Plan
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5. Reminders were A designated and readily Planning WA RRT WA RRT 7/2016 Ongoing
needed for the accessible electronic storage Coordinator/FDA
electronic storage location for ICS forms must be SEA-DO ERC
location of ICS forms separately identified by WSDA and
FDA SEA-DO
Core Capability 3: 1. Continuity of Provide ICS position-specific and Training WSDA Food Program Manager 7/2016 Ongoing
Training operations when WA RRT procedure training to Safety or designees
qualified number of additional WSDA staff Program/WA
WSDA staff is limited RRT
Appendix A: Improvement Plan A-2 WSDA/FDA SEA-DO
FINAL

Homeland Security Exercise and Evaluation Program (HSEEP)
RRT Best Practices Manual (2017) Page 135 of 708



RRT Best Practices Manual 2017 Exercises, Attachment H-5
After-Action Report/ WA RRT Annual Exercise-Activation Drill

Improvement Plan (AAR/IP) 2016

APPENDIX B: RESPONSE PARTNERS

Participating Organizations

Federal

Food and Drug Administration; Seattle District Office (FDA SEA-DO)

FDA Coordinated Outbreak Response and Evaluation Network (CORE)

State

Washington State Dept. of Agriculture (WSDA) Feed/Rapid Response Program
WSDA Food Safety Program

Washington State Department of Health (WA DOH) Food Safety Program

WA DOH Communicable Disease Epidemiology

lowa Rapid Response Team (IA RRT)
AAR Development Team
State
FDA SEA-DO
WSDA Feed/Rapid Response Program
WSDA Food Safety Program
WA DOH Food Safety Program
WA DOH Communicable Disease Epidemiology
IARRT

Appendix B: Responders B-1 WSDA/FDA SEA-DO
FINAL
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Attachment | - Example Exercise & Materials (Complex/HSEEP), IN RRT, “Insider Addition at
the Campus Café”

e Attachment I-1: Controller-Evaluator Handbook
e Attachment I-2: Exercise Plan

e Attachment I-3: Situation Manual

e Attachment I-4: Master Scenario Events List

e Attachment I-5: Food Handler Actor Script

e Attachment I-6: Case Definition

e Attachment I-7: Complaint Interview Evaluation
e Attachment I-8: Group Exercise Generating Hypothesis
e Attachment I-9: Blueberry Crisp Recipe

e Attachment I-10: Campus Café Buffet Menu

e Attachment I-11: Invoice

e Attachment I-12: Shellfish Tags

e Attachment |-13: Completed Complaint Form 1
e Attachment I-14: Completed Complaint Form 2

Electronic copies can be obtained by going to FOodSHIELD or emailing
OP.Feedback@fda.hhs.gov.

FoodSHIELD website information: https://www.foodshield.org/, RRT Program Workgroup,
Folder: Examples and Sharing, Subfolder: Exercise, Training & Meeting Materials, Subfolder: IN
RRT 2015 Exercise Materials - Insider Addition at the Campus Cafe.

Note that access to these documents is limited to personnel participating in the RRT Program.
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INSIDER ADDITION AT THE
CAMPUS CAFE

CONTROLLER/EVALUATOR HANDBOOK

The Controller/Evaluator (C/E) Handbook describes the roles and responsibilities of exercise
controllers and evaluators, and the procedures they should follow. Because the C/E Handbook
contains information about the scenario and about exercise administration, it is distributed to
only those individuals specifically designated as controllers or evaluators; it should not be
provided to exercise players. The C/E Handbook may supplement the Exercise Plan (ExPlan)
or be a standalone document.

Rev. April 2013

HSEEP-DDO07
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EXERCISE OVERVIEW

Insider Addition at the Campus Café

Exercise Dates

These drills focus on response capabilities and collaboration between agencies
during a foodborne iliness outbreak utilizing procedures in place.

WIS WNEIC) I Investigation response

Information Sharing
Capabilities
Public Health Surveillance and Epidemiological Investigation

Practice communication flow between jurisdictions during a Foodborne Outbreak
Objectives Investigation according to procedures.
Practice Foodborne Outbreak Investigation processes according to procedures.

I CEIRCI A EVETGl Foodborne illness intoxications where intentional contamination is suspected.

Several students and staff members experienced (symptoms) shortly after eating
at a popular campus food facility. The quantity and severity of cases prompts the
LHDs to seek assistance from the state. Early in the investigation intentional

contamination is suspected and law enforcement is brought into the investigation.

Point of Contact

Exercise Overview 1
Homeland Security Exercise and Evaluation Program (HSEEP)
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GENERAL INFORMATION

EXERCISE OBJECTIVES AND CAPABILITIES

The following exercise objectives in Table 1 describe the expected outcomes for the exercise.

The objectives are linked to capabilities, which are distinct critical elements necessary to
achieve the specific mission area(s). The objectives and aligned capabilities are guided by
elected and appointed officials and selected by the Exercise Planning Team.

Exercise Objective

Practice communication flow between
jurisdictions during a Foodborne Outbreak
Investigation according to procedures.

Capability

Information Sharing

Identify intra-jurisdictional stakeholders across
public health, public safety, private sector, law
enforcement, and other disciplines to determine
information-sharing needs during an incident

Information Sharing

Practice Foodborne Outbreak Investigation
processes according to procedures. (F2 P1-5)

Public Health Surveillance and Epidemiological
Investigation

Conduct public health and epidemiological
investigations according to procedures (F1/2
S1)

Public Health Surveillance and Epidemiological
Investigation

Determine public health mitigation and actions
to be recommended for the mitigation of the
incident based upon data collected in the
investigation and on applicable science-based
standards (F3)

Public Health Surveillance and Epidemiological
Investigation

Conduct investigation of disease and ensure
coordination of investigation with jurisdictional
partner agencies according to procedures.

Public Health Surveillance and Epidemiological
Investigation

TABLE 1. EXERCISE OBJECTIVES AND ASSOCIATED CAPABILITIES

PARTICIPANT ROLES AND RESPONSIBILITIES
The term participant encompasses many groups of people, not just those playing in the
exercise. Groups of participants involved in the exercise, and their respective roles and

responsibilities, are as follows:

o Players. Players are personnel who have an active role in discussing or performing
their regular roles and responsibilities during the exercise. Players discuss or initiate
actions in response to the simulated emergency.

o Controllers. Controllers plan and manage exercise play, set up and operate the

exercise site, and act in the roles of organizations or individuals that are not playing in

Post-exercise and
Evaluation Activities
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the exercise. Controllers direct the pace of the exercise, provide key data to players,
and may prompt or initiate certain player actions to ensure exercise continuity. In
addition, they issue exercise material to players as required, monitor the exercise
timeline, and supervise the safety of all exercise participants.

o Evaluators. Evaluators evaluate and provide feedback on a designated functional area
of the exercise. Evaluators observe and document performance against established
capabilities.

o Actors. Actors simulate specific roles during exercise play, typically victims or other
bystanders.

o Observers. Observers visit or view selected segments of the exercise. Observers do
not play in the exercise, nor do they perform any control or evaluation functions.
Observers view the exercise from a designated observation area and must remain within
the observation area during the exercise. Very Important Persons (VIPs) are also
observers, but they frequently are grouped separately.

o Support Staff. The exercise support staff includes individuals who perform
administrative and logistical support tasks during the exercise (e.g., registration,
catering).

EXERCISE ASSUMPTIONS AND ARTIFICIALITIES

In any exercise, assumptions and artificialities may be necessary to complete play in the time
allotted and/or account for logistical limitations. Exercise participants should accept that
assumptions and artificialities are inherent in any exercise, and should not allow these
considerations to negatively impact their participation.

ASSUMPTIONS

Assumptions constitute the implied factual foundation for the exercise and, as such, are
assumed to be present before the exercise starts. The following assumptions apply to the
exercise:

o The exercise is conducted in a no-fault learning environment wherein capabilities, plans,
systems, and processes will be evaluated.

o The exercise scenario is plausible, and events occur as they are presented.

o Exercise simulation contains sufficient detail to allow players to react to information and
situations as they are presented as if the simulated incident were real.

e Participating agencies may need to balance exercise play with real-world emergencies.
Real-world emergencies take priority.

ARTIFICIALITIES
During this exercise, the following artificialities apply:

Post-exercise and 3
Evaluation Activities
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e Exercise communication and coordination is limited to participating exercise
organizations, venues, and controllers.

Post-exercise and 4
Evaluation Activities
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EXERCISE LOGISTICS

SAFETY
Exercise participant safety takes priority over exercise events. The following general
requirements apply to the exercise:

o A Safety Controller is responsible for participant safety; any safety concerns must be
immediately reported to the Safety Controller. The Safety Controller and Exercise
Director will determine if a real-world emergency warrants a pause in exercise play and
when exercise play can be resumed.

o For an emergency that requires assistance, use the phrase “real-world emergency.”
The following procedures should be used in case of a real emergency during the
exercise:

— Anyone who observes a participant who is seriously ill or injured will immediately
notify emergency services and the closest controller, and, within reason and training,
render aid.

— The controller aware of a real emergency will initiate the “real-world emergency”
broadcast and provide the Safety Controller, Senior Controller, and Exercise Director
with the location of the emergency and resources needed, if any.

SITE ACCESS

SECURITY

If entry control is required for the exercise venue(s), the sponsor organization is responsible for
arranging appropriate security measures. To prevent interruption of the exercise, access to
exercise sites is limited to exercise participants. Players should advise their venue’s controller
or evaluator of any unauthorized persons.

OBSERVER COORDINATION

Organizations with media personnel and/or observers attending the event should coordinate
with the sponsor organization for access to the exercise site. Media/Observers are escorted to
designated areas and accompanied by an exercise controller at all times. Sponsor organization
representatives and/or the observer controller may be present to explain exercise conduct and
answer questions. Exercise participants should be advised of media and/or observer presence.

POST-EXERCISE AND EVALUATION ACTIVITIES

DEBRIEFINGS
Post-exercise debriefings aim to collect sufficient relevant data to support effective evaluation
and improvement planning.

Post-exercise and 5
Evaluation Activities
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HOT WASH

At the conclusion of exercise play, controllers facilitate a Hot Wash to allow players to discuss
strengths and areas for improvement, and allow evaluators to seek clarification regarding player
actions and decision-making processes. All participants may attend; however, observers are
not encouraged to attend the meeting. The Hot Wash should not exceed 30 minutes.

CONTROLLER AND EVALUATOR DEBRIEFING

Controllers and evaluators attend a facilitated C/E Debriefing immediately following the
exercise. During this debriefing, controllers and evaluators provide an overview of their
observed functional areas and discuss strengths and areas for improvement.

PARTICIPANT FEEDBACK FORMS

Participant Feedback Forms provide players with the opportunity to comment candidly on
exercise activities and exercise design. Participant Feedback Forms should be collected at the
conclusion of the Hot Wash.

EVALUATION

AFTER ACTION REPORT (AAR)

The AAR summarizes key information related to evaluation. The AAR primarily focuses on the
analysis of capabilities, including capability performance, strengths, and areas for improvement.
AARs also include basic exercise information, including the exercise name, type of exercise,
dates, location, participating organizations, mission area(s), specific threat or hazard, a brief
scenario description, and the name of the exercise sponsor and POC.

IMPROVEMENT PLANNING

Improvement planning is the process by which the observations recorded in the AAR are
resolved through development of concrete corrective actions, which are prioritized and tracked
as a part of a continuous corrective action program.

AFTER-ACTION MEETING

The After-Action Meeting (AAM) is a meeting held among decision- and policy-makers from the
exercising organizations, as well as the Lead Evaluator and members of the Exercise Planning
Team, to debrief the exercise and to review and refine the draft AAR and Improvement Plan
(IP). The AAM should be an interactive session, providing attendees the opportunity to discuss
and validate the observations and corrective actions in the draft AAR/IP.

IMPROVEMENT PLAN

The IP identifies specific corrective actions, assigns them to responsible parties, and
establishes target dates for their completion. It is created by elected and appointed officials
from the organizations participating in the exercise, and discussed and validated during the
AAM.

Post-exercise and 6
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SUBJECT MATTER EXPERT INFORMATION AND GUIDANCE

EXERCISE RULES
The following general rules govern exercise play:

o Real-world emergency actions take priority over exercise actions.

o Exercise players will comply with real-world emergency procedures, unless otherwise
directed by the control staff.

e All communications (including written, radio, telephone, and e-mail) during the exercise
will begin and end with the statement “This is an exercise.”

PLAYERS INSTRUCTIONS
Players should follow certain guidelines before, during, and after the exercise to ensure a safe
and effective exercise.

BEFORE THE EXERCISE
o Review appropriate organizational plans, procedures, and exercise support documents.

o Be at the appropriate site at least 30 minutes before the exercise starts. Wear the
appropriate uniform and/or identification item(s).

e Sign in when you arrive.

e |f you gain knowledge of the scenario before the exercise, notify a controller so that
appropriate actions can be taken to ensure a valid evaluation.

o Read your Player Information Handout, which includes information on exercise safety.

DURING THE EXERCISE
o Respond to exercise events and information as if the emergency were real, unless
otherwise directed by an exercise controller.

o Controllers will give you only information they are specifically directed to disseminate.
You are expected to obtain other necessary information through existing emergency
information channels.

e Do not engage in personal conversations with controllers, evaluators, observers, or
media personnel. If you are asked an exercise-related question, give a short, concise
answer. If you are busy and cannot immediately respond, indicate that, but report back
with an answer as soon as possible.

e If you do not understand the scope of the exercise, or if you are uncertain about an
organization’s participation in an exercise, ask a controller.

Parts of the scenario may seem implausible. Recognize that the exercise has objectives to
satisfy and may require incorporation of unrealistic aspects. Every effort has been made by the

Post-exercise and 7
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exercise’s trusted agents to balance realism with safety and to create an effective learning and
evaluation environment.

o All exercise communications will begin and end with the statement “This is an
exercise.” This precaution is taken so that anyone who overhears the conversation will
not mistake exercise play for a real-world emergency.

e Speak when you take an action. This procedure will ensure that evaluators are aware of
critical actions as they occur.

¢ Maintain a log of your activities. Many times, this log may include documentation of
activities that were missed by a controller or evaluator.

AFTER THE EXERCISE
o Participate in the Hot Wash at your venue with controllers and evaluators.

e Complete the Participant Feedback Form. This form allows you to comment candidly on
emergency response activities and exercise effectiveness. Provide the completed form
to a controller or evaluator.

Provide any notes or materials generated from the exercise to your controller or evaluator for
review and inclusion in the AAR.

CONTROLLER INFORMATION AND GUIDANCE

EXERCISE CONTROL OVERVIEW

Exercise control maintains exercise scope, pace, and integrity during exercise conduct. The
control structure in a well-developed exercise ensures that exercise play assesses objectives in
a coordinated fashion at all levels and at all locations for the duration of the exercise.

EXERCISE CONTROL DOCUMENTATION

CONTROLLER PACKAGE

The controller package consists of the C/E Handbook, activity logs, badges, and other exercise
tools (e.g., MSEL) as necessary. Controllers must bring their packages and any additional
professional materials specific to their assigned exercise activities.

SCENARIO TOOLS

The MSEL outlines benchmarks and injects that drive exercise play. It also details realistic input
to exercise players, as well as information expected to emanate from simulated organizations
(i.e., nonparticipating organizations or individuals who usually would respond to the situation).
The MSEL consists of the following two parts:

Post-exercise and 8
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e Timeline. This is a list of key exercise events, including scheduled injects and expected
player actions. The timeline is used to track exercise events relative to desired response
activities.

¢ Injects. An individual event inject is a detailed description of each exercise event. The
inject includes the following pieces of information: scenario time, intended recipient,
responsible controller, inject type, a short description of the event, and the expected
player action.

CONTROLLER INSTRUCTIONS
BEFORE THE EXERCISE

e Review appropriate emergency plans, procedures, and protocols.

o Review appropriate exercise package materials, including the objectives, scenario,
injects, safety and security plans, and controller instructions.

e Attend required briefings.

o Report to the exercise check-in location at the time designated in the exercise schedule,
meet with the exercise staff, and present the Player Briefing.

e Be at the appropriate location at least 15 minutes before the exercise starts.
e Obtain, locate and test necessary communications equipment.
DURING THE EXERCISE
e Wear controller identification items (e.g., badge).
e Avoid personal conversations with exercise players.

¢ If you have been given injects, deliver them to appropriate players at the time indicated
in the MSEL (or as directed by the Exercise Director). Note: If the information depends
on some action to be taken by the player, do not deliver the inject until the player has
earned the information by successfully accomplishing the required action.

e When you deliver an inject, notify the [Senior Controller] and note the time that you
delivered the inject and player actions.

o Receive and record exercise information from players that would be directed to
nonparticipating organizations.

e Observe and record exercise artificialities that interfere with exercise realism. If exercise
artificialities interfere with exercise play, report it to the Exercise Director.

e Begin and end all exercise communications with the statement, “This is an exercise.”

¢ Do not prompt players regarding what a specific response should be, unless an inject
directs you to do so. Clarify information but do not provide coaching.

Post-exercise and 9
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e Ensure that all observers and media personnel stay out of the exercise activity area. If
you need assistance, notify the Exercise Director.

o Do not give information to players about scenario event progress or other participants’
methods of problem resolution. Players are expected to obtain information through their
Own resources.

AFTER THE EXERCISE
o Distribute copies of Participant Feedback Forms and pertinent documentation.

e All controllers are expected to conduct a Hot Wash at their venue and, in coordination
with the venue evaluator, take notes on findings identified by exercise players. Before
the Hot Wash, do not discuss specific issues or problems with exercise players.

e At exercise termination, summarize your notes from the exercise and Hot Wash, and
prepare for the Controller and Evaluator Debriefing. Have your summary ready for the
Exercise Director.

Post-exercise and 10
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CONTROLLER RESPONSIBILITIES

The following table details controller responsibilities. For controller assignment details, see

[Appendix G].

Controller Responsibilities

Exercise Director

e Oversees all exercise functions

e Oversees and remains in contact with controllers and evaluators

e Oversees setup and cleanup of exercise, and positioning of controllers and evaluators

Senior Controller

e Monitors exercise progress

appropriate time
o Debriefs controllers and evaluators after the exercise
e Oversees setup and takedown of the exercise

e Coordinates decisions regarding deviations or significant changes to the scenario
e Monitors controller actions and ensures implementation of designed or modified actions at the

Safety Controller

e Monitors exercise safety during exercise setup, conduct, and cleanup

o Receives any reports of safety concerns from other controllers or participants

Public Information Officer (P1O)

e Provides escort for observers

e Provides narration and explanation during exercise events, as needed
e Performs pre-exercise and post-exercise public affairs duties

¢ May act as media briefer and escort at exercise site

e Serves as safety officer for his or her site

Venue Controller

e |ssues exercise materials to players
¢ Monitors exercise timeline

e Provides input to players (i.e., injects) as described in MSEL

e Serves as safety officer for his or her site

TABLE 2. CONTROLLER RESPONSIBILITIES
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EVALUATOR INFORMATION AND GUIDANCE

EXERCISE EVALUATION OVERVIEW

Exercise evaluation assesses an organization’s capabilities to accomplish a mission, function,
or objective. Evaluation provides an opportunity to assess performance relative to exercise
objectives and capabilities. Evaluation is accomplished by the following means:

o Observing the event and collecting supporting data;
e Analyzing collected data to identify strengths and areas for improvement; and
o Reporting exercise outcomes in the AAR.

EVALUATION DOCUMENTATION

EVALUATOR PACKAGE

The evaluator package contains this C/E Handbook and other items as necessary. Evaluators
should bring the package to the exercise. They may reorganize the material so information that
is critical to their specific assignment is readily accessible. Evaluators may bring additional
professional materials specific to their assigned activities.

AFTER ACTION REPORT/IMPROVEMENT PLAN

The main focus of the AAR is the analysis of capabilities. For each capability exercised, the
AAR includes a rating of how the exercise participants performed, as well as strengths and
areas for improvement.

Following completion of the draft AAR, elected and appointed officials confirm observations
identified in the AAR, and determine which areas for improvement require further action. As
part of the improvement planning process, elected and appointed officials identify corrective
actions to bring areas for improvement to resolution and determine the appropriate organization
with responsibility for those actions. Corrective actions are consolidated in the IP, which is
included as an appendix to the AAR.

EVALUATOR INSTRUCTIONS
GENERAL

e Avoid personal conversations with players.

¢ Do not give information to players about event progress or other participants’ methods of
problem resolution. Players are expected to obtain information through their own
resources.

BEFORE THE EXERCISE
o Review appropriate plans, procedures, and protocols.

o Attend required evaluator training and other briefings.

Post-exercise and 12
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e Review appropriate exercise materials, including the exercise schedule and evaluator
instructions.

¢ Review any supporting materials for your area of responsibility to ensure that you have a
thorough understanding of the capabilities you are assigned to evaluate.

o Report to the exercise check-in location at the time designated in the exercise schedule,
and meet with the exercise staff.

e Obtain or locate necessary communications equipment, and test it to ensure that you
can communicate with other evaluators and the Exercise Director.

DURING THE EXERCISE
o Wear evaluator identification items (e.g., badge).

e Stay in proximity to player decision-makers.
o Use the MSEL to document performance relative to exercise objectives and capabilities.
o Document performance relative to exercise objectives and capabilities.

e Your primary duty is to document performance of capabilities. After the exercise, that
information will be used to determine whether the exercise capabilities were effectively
met and to identify strengths and areas for improvement.

AFTER THE EXERCISE
¢ Participate in the Hot Wash, and take notes on findings identified by players. Before the
Hot Wash, do not discuss specific issues or problems with participants. After the Hot
Wash, summarize your notes and prepare for the Controller and Evaluator Debriefing.
Have your summary ready for the Lead Evaluator.

o Complete and submit any requested documentation to the Lead Evaluator at the end of
the exercise.

EXERCISE EVALUATION

Terminology
o Capabilities: The distinct critical elements necessary to achieve a specific mission area
(e.g., prevention).

Documenting Observations
Observation notes should include if and how outcomes were met. Evaluators should also note if
an obvious cause or underlying reason resulted in players not performing to expectations

relative to exercise objectives and capabilities. However, the evaluators should not include
recommendations. As part of the after-action and improvement planning processes, elected
and appointed officials will review and confirm observations documented in the AAR and
determine areas for improvement requiring further action.

Post-exercise and 13
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PLACEMENT AND MONITORING

Evaluators should be located so they can observe player actions and hear conversations
without interfering with those activities. In certain conditions, more than one evaluator may be
needed in a particular setting or area.

For specific evaluator assignments, see [Appendix G].

For exercise site maps highlighting key locations, see [Appendix D].

Post-exercise and 14
Evaluation Activities
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APPENDIX A: EXERCISE SCHEDULE

Time | Personnel | Activity Location
November 10, 2015; 2:00pm
1400 - 1445 | Controllers, Controller and Evaluator Briefing Ivy Tech
evaluators, and Set up and walkthrough Conference Room
exercise staff
November 12, 2015
0730 - 0800 | Controllers and Check-in for final instructions and Ivy Tech Main
exercise staff communications check Conference Room
0800-0820 VIPs and selected VIP Controller Briefing, Controllers Ivy Tech Main
exercise staff provide player briefs Conference Room
0830-1200 | All Exercise starts Ivy Tech Main
Conference Room
1200 - 1300 | All Lunch Break Ivy Tech Main
Conference Room
1300 - 1330 | All Exercise Resumes, Four Groups Ivy Tech Main
Assigned, and Groups 1, 2, 3, and 4 Conference Room
Move to Designated Areas
(See Appendix F for Group Details)
1330 - 1445 | All Gp 1+2: Communication Drill & Press lvy Tech Main
o 3+4: Eelgase Drill A / 2 Conference Room /
p : nwronmenta_ ssessment _ Kitchen Penthouse
Sample Collection Demonstration
1445-1500 All Report to Designated Areas In Transition
1500 - 1615 | All Gp 3+4: Communication Drill & Press lvy Tech Main
o 142: Ee'?ase Drill A / 2 Conference Room /
p : nwronmenta_ ssessment _ Kitchen Penthouse
Sample Collection Demonstration
1615-1630 All Return to Main Conference Room In Transition
1630-1645 All Exercise paused — Conclusion and Ivy Tech Main
Summary Conference Room
1645-1715 Controllers, Controller and Evaluator Debriefing Ivy Tech Main
evaluators, and Conference Room
exercise staff
November 13, 2015
0730-0800 Controllers and Check-in for final instructions and Ivy Tech Main
exercise staff communications check Conference Room
0800-0820 Controllers and Controller/Evaluator Briefing Ivy Tech Main
exercise staff Conference Room

Appendix A: Exercise Schedule
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Time Personnel Activity Location

0800-0830 All Member Arrival, Check-in, and Free Ivy Tech Main
Discussion Conference Room

0830-0840 All Greetings Ivy Tech Main
Conference Room

0840-0900 All Ivy Tech Discusses Culinary Arts Center | lvy Tech Main
Conference Room

0900-0915 All Summary of where we left off and what Ivy Tech Main
we will do today Conference Room

0915 All Exercise Starts Ivy Tech Main
Conference Room

0915-0945 All Law Enforcement Dirill Ivy Tech Main
Conference Room

1030-1130 All Hot Wash / Panel Discussion Ivy Tech Main
Conference Room

1130 All Exercise Ends Ivy Tech Main
Conference Room

1130 All Conclusions / Evaluations Ivy Tech Main
Conference Room

TBD
TBD Controllers, Controller and Evaluator After Action TBD
Evaluators and Review
Observers
Appendix A: Exercise Schedule A-2
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APPENDIX B: TASK FORCE MEMBERS

Appendix B: Task Force Members B-1
Homeland Security Exercise and Evaluation Program (HSEEP)
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APPENDIX C: COMMUNICATIONS PLAN

Exercise staff will communicate with each other using the mobile phone numbers listed below
during the exercise:

Name E-mail Mobile Phone Position

Appendix C: Communications Plan C-1
Homeland Security Exercise and Evaluation Program (HSEEP)
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APPENDIX D: EXERCISE SITE MAPS

Figure D.1: Map to Conference Rooms

First Floor Meeting Rooms (Shaded Green)

Penthouse Meeting and Dining Rooms (Shaded Green)

Penthouse Kitchen (Shaded Orange)

Appendix D: Exercise Site Maps D-1
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Figure D.2: Picture of Conference Rooms

1% Floor Rooms

Penthouse Rooms

Figure D.3: Penthouse Kitchen

Appendix D: Exercise Site Maps D-3
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APPENDIX E: EXERCISE SCENARIO

SCENARIO

THERE ARE SEVERAL STUDENTS AND STAFF MEMBERS EXPERIENCING VOMITING, DIARRHEA,
MUSCLE TWITCHING AND WEAKNESS SHORTLY AFTER EATING AT A POPULAR CAMPUS FOOD
FACILITY. THE CASES BEGIN TO EXPERIENCE WORSENING SYMPTOMS (ALTERED MENTAL STATES
AND IRREGULAR HEART RHYTHM ETC.) AND TWO ARE ADMITTED TO THE ICU AFTER
EXPERIENCING SEIZURES AND COMA. THE QUANTITY AND SEVERITY OF CASES PROMPTS THE
LOCAL HEALTH DEPARTMENT TO SEEK ASSISTANCE FROM STATE AND FEDERAL PARTNERS.
LATER INTENTIONAL CONTAMINATION IS SUSPECTED AND LAW ENFORCEMENT IS BROUGHT INTO
THE INVESTIGATION.

MAJOR EVENTS

ALL PARTICIPANTS — MAIN CONFERENCE ROOM
(Exercise Start Point 12 November 2015)

12 Nov 15; 0730: Controllers, evaluators, and exercise staff Check-in
12 Nov 15; 0800: Member arrival, check-in, and free discussions

Seating Arrangements: Divide groups into equal representations of each discipline and have
them seated at round tables. Assign seating by agency/discipline using the registration list.
Identify groups that are present before beginning the exercise.

12 Nov 15; 0830: Greetings and Summary of the Day

(01) 12 Nov 15; 0840: Scenario Details Given — Controller: Add Controller Initials

Around 2pm a Local Health Department (LHD) Food Protection Program receives a call from
one student who reported experiencing ongoing symptoms of nausea, diarrhea, and cramping
approximately 1.5 hours after eating from the buffet at the Campus Cafe. An Agency Complaint
Form was completed; the complainant had no leftovers available for collection. The complainant
reported eating the roast beef, pulled pork, green beans, and salad.

Discussion:

(ENV) Would you investigate one complaint? Why or why not? What actions would you
consider?

(EPI) If the complaint was reported to the public health nurse or epidemiologist would you
investigate this complaint? Why or why not? Would you refer it back to the food program since it
was a food establishment complaint? What actions would you consider?

Appendix E: Exercise Scenario E-1
Homeland Security Exercise and Evaluation Program (HSEEP)
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This may be dependent upon the jurisdiction. If the LHD does take the complaint they should
collect a 72 hour food history.

(LAB) What involvement at this point would you have?

Probably very little involvement at this point unless left over-food is available and they decide to
do an analysis.

(IND) What if the complaint was reported back to the establishment, what actions would you
take? Do any of the industry representatives have a process for receiving complaints? If so what
does it entail?

Often times the industry will receive and investigate complaints within their organizations, they
may investigate and if issues are identified make changes as needed.

(02) 12 Nov 15; 0900: Complaint Interview Drill - Controller: Add Controller Initials
Drill Instructions: Utilize the FPP Complaint Interview Form and food history. Identify an

interviewer, complainant, and observer in each group. Groups must have a minimum of three
people.

(03) 12 Nov 15; 0920: Scenario Details Given

Around 3pm “an hour later” a second call is received from another student who reported
experiencing ongoing symptoms of nausea, vomiting, diarrhea, and abdominal cramping
approximately 1 hour after eating from the buffet at the Campus Cafe. An Agency Complaint
Form was completed; again no leftovers were available from this complainant. The complainant
reported eating pulled pork, beef brisket, salad, and blueberry crisp. However, he stated that he
only ate a bite of the blueberry crisp because it tasted funny.

Discussion:

(ENV/EPI) Now that two complaints have been received, is this considered an outbreak? What
actions should be taken for the complaint investigation and who should be involved at this
point? Assuming that the Campus Café was the cause of the illness, what pathogens could be
potential causes of the illness?

Most jurisdictions would respond at this point since they have two complaints that both share
the same common exposure (making it an outbreak). They may want to focus on shared food or
conduct a 72 hour food history since they may share other common exposures since they are
both students at the same university. It is a short incubation period and would most likely be
attributed towards an entero-toxin or chemical exposure.

(LAB) What involvement at this point would you have? What would you do to prepare for
possible incoming food/clinical samples?

It would not be a bad idea to give them a heads up at this point, although with two complaints
they should not be overly burdened with food or clinical samples. This would provide time for the
lab to make media and manage new sampling into routine samples.

Appendix E: Exercise Scenario E-2
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(IND) Now that two complaints have been received, what potential actions would you take? Do
any industry representatives have foodborne illness outbreak procedures, contact lists, or other
preparations in place?

This will be interesting to see how many industry members have developed protocols when they
become aware of a potential foodborne illness and if they have POCs in their regulatory
agencies to contact.

(04) 12 Nov 15; 0940: Scenario Details Given — Controller: Add Controller Initials

A food inspector from the LHD arrived at the Campus Café at 4:00pm to conduct an
environmental assessment of the establishment. At the time of the incident the buffet line served
pork loin, roast beef, pulled pork, oysters, salad, green beans, blueberry crisp dessert, pork &
beans, pork cutlets, pasta noodles, and broasted chicken; and no other foods were provided to
patrons. The food inspector observed no indication of time/temperature abuse, bare hand
contact, improper chemical storage, or other practices that may have attributed to the illness.
Several samples from the buffet were collected to include the pulled pork, salad, and blueberry
crisp. The establishment was also asked to hold the buffet line items that were served that day
in case additional samples were required.

Discussion:

(ENV/EPI/LAB) Should other samples have been collected? What laboratory analysis should be
requested? What additional actions should be considered?

Since we are dealing with such a short incubation period, we would probably be looking at a
preformed toxin, natural toxin, or chemical exposure. The analysis requested should include
staph organism/toxin and b. cereus organism. With only two complaints it would be difficult to
choose an “implicated food” so we would use what we know about those types of ilinesses to
chose possible food vehicles. The salad and blueberry crisp are reasonable due to possible
pesticide contamination. You could also look into improperly held and refrigerated meats,
potatoes, pasta’s and such for staphylococcus and b. cereus preformed toxins. Clinical samples
may also be requested for the two cases and analyzed for staphylococcus and bacillus cereus
bacteria and preformed toxins.

(IND) What actions should the implicated establishment take while the inspector is at the
establishment? How and what would you communicate with your employees and/or higher
management?

Provide information and documentation to the inspector so that potential problems can be
identified and corrected. Holding any ingredients or foods while the regulatory authority
continues its investigation, ensure that these products are not used, or held improperly etc.

(05) 12 Nov 15; 1000: Scenario Details Given — Controller: Add Controller Initials

Around 2pm the Special Care Hospital saw 10 patients who reported experiencing nausea,
vomiting, diarrhea and abdominal cramping approximately 30 minutes to one hour after eating
from the buffet at the Campus Cafe. Due to the amount of people who reported eating at the
same location, the treating physician contacted the Public Health (PH) Nurse at the LHD and
reported the incident on Wednesday November 12, 2015 around 4:15pm.

Appendix E: Exercise Scenario E-3
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Meanwhile the College Clinic also saw 10 students with similar symptoms around 3pm. Several
had also reported additional symptoms to include muscle twitching and weakness. These
symptoms also appeared approximately 30 minutes to one hour after eating at the Campus
Café. Due to the amount of people who ate at the same location and experienced similar
symptoms, the treating physician contacted the PH Nurse at the LHD and reported the incident
on Wednesday November 12, 2015 around 4:30pm.

Discussion:

Note: Do not go to in-depth into the environmental assessment or mitigation actions
during this section (05-10) because that will be covered later during the Env Assessment
portion of the exercise.

(ENV/EPI) Now that we have 20 individuals reported to the LHD PH Nurse; and 2 individuals
reported to the EHS Food Protection Program who experienced similar symptoms after eating at
the Campus Café how would this change your view of the situation (agents/associated risk
factors)? What additional actions should be considered? Do you think that the PH Nurses and
Food Protection partners would be talking? What information should be provided to the
establishment?

Now that we have 22 cases all experiencing similar symptoms and incubation periods after
eating at the same food establishment we are likely looking at an outbreak. Additionally, we are
seeing additional symptoms that are more neurological in nature combined with the short
incubation period which makes sense with a toxin/chemical agent.

This would make investigators look into food items that may contain chemicals/pesticides
(produce or foods or beverages that may come in contact with chemicals) and preformed (RTE
foods, meats, pastas, potatoes), environmental and natural toxins (oysters/mushrooms).
Partners would be talking and sharing information at this point. You may contact the
establishment to inform them that they are implicated in an outbreak and discuss possible
actions.

(LAB) Now that there are 22 individuals involved in the outbreak how would this change your
involvement? What clinical and food laboratory testing should be accomplished? What actions
would you take at this time?

The Laboratory could conduct staphylococcus and bacillus cereus clinical tests. The lab could
also conduct these tests on the food samples and look for those toxins (staph) as well. A VOC
or pesticide analysis may also be requested to identify any other toxins or chemical agents in
the food.

(IND) Once you are aware of the significantly higher number of cases; what actions would you
take? What information would you collect so that it is available if requested?

At this point the industry representatives should be cooperating with their regulatory authority
and may decide to do additional actions like an internal investigation or a voluntary closure until
they determine what caused the illness.
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(06) 12 Nov 15; 1020: Scenario Details Given — Controller: Add Controller Initials

First thing in the morning the LHD PH Nurse requests all of the case records from the hospital;
and was informed that that shortly after being released several of the cases returned to the
hospital after experiencing confusion, dizziness, urinary incontinence, heart palpitations, and
trouble breathing. The patients were found to have wheezing and coughing, pinpointed pupils,
drowsiness, and confusion. Two of the patients began experiencing weakness, pulmonary
edema and respiratory distress and were intubated due to pulmonary reasons. The two were
admitted to the critical care unit; while the others were kept overnight for observation. Tests
completed included a CBC, CMP, CXR, ABG, and a toxicology screen.

The PH Nurse communicates the incident with their Food Protection office and they share
information regarding the recent complaints from the Campus Café. The LHD also notifies the
State Department of Health and informs them of the situation. The state contacts the Centers for
Disease Control and Prevention (CDC) and the Food and Drug Administration (FDA) to report
this on-going event.

Discussion:

(ENV/EPI/LAB)What do these additional symptoms suggest? What additional actions should be
considered? Now that several cases reported serious symptoms, would temporarily closing the
establishment be a consideration? What experts would you contact when dealing with a toxin or
chemical exposure?

These additional symptoms are not suggestive of common preformed toxins like staph or b.
cereus. Investigators may look into seeing if natural or environmental toxins have symptoms
that are consistent with what is being reported. Additionally, chemicals or pesticides could be
the cause of the illnesses as well. Experts from the state toxicologists, poison control, and
toxicology specialists from the CDC, FDA may be contacted to assist with the investigation.

(IND) Now that the establishment has been implicated in an outbreak involving several serious
cases requiring hospitalization, how should they respond? How and what would you
communicate with your employees and/or higher management?

Industry should comment on what policies and procedures they have in place if any to respond
to an outbreak. We will have a copy of the CIFOR Industry Guidelines as a reference on
the reference table. Again industry may decide to do an internal investigation, hold any of the
implicated products, voluntarily close, or maybe conduct training with employees.

(07) 12 Nov 15; 1040: Case Definition Drill — Controller: Add Controller Initials

Drill Instructions: Identify an epidemiologist/PH Nurse for each section and have them lead in
the development of a case definition. A worksheet will be provided that assists in its
development. Have groups write their responses on the paper provided and present to the

group.

(08) 12 Nov 15; 1100: Scenario Details Given - Controller: Add Controller Initials

The PH Nurse began interviewing all 20 cases, as well as the friends/family members of the
two individuals that were unable to be interviewed due to extreme symptoms. The cases
reported eating from a buffet line that served pork loin, roast beef, steamed oysters, pulled pork,
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salad, green beans, blueberry crisp dessert, pork & beans, pork cutlets, pasta noodles, and
broasted chicken.

Symptoms initially include nausea, vomiting, diarrhea, abdominal cramping and some
mentioned increased salivation. Symptoms then progressed to confusion, pinpointed pupils,
muscle twitching, dizziness, heart palpitations, and trouble breathing. In two of the cases
symptoms developed to pulmonary edema and respiratory distress.

While interviewing the cases many individuals reported experiencing a funny (garlic/solvent-like)
taste and smell while eating the fruit crisp. Most individuals stopped eating the fruit crisp after
not liking the taste. However, friends/family members of the patients with the more severe
symptoms stated that their relatives had eaten more

of the dessert.

The LHD Food Inspector contacted the Campus Café and requested the list of patrons that ate
lunch that day. The Campus Café keeps record of student/staff when they purchase food. A
symptom/food history survey was developed and sent to all of the names on the patron list. The
survey was completed by 80 students and identified an additional five ill individuals that
hadn’t been seen by a medical provider making 27 ill cases in total.

Discussion:

(ALL) What are your thoughts on the situation? What additional actions should be considered?
What other local, state, federal agencies would you now involve in the investigation? Would a
press release be appropriate at this point?

These symptoms are moving further away from appearing to be preformed toxins. Look into
natural toxins, pesticides, and chemicals. At this point a LHD should request involvement from
state and federal partners due to the severity of the illnesses. Also, since in many cases medical
treatment has been required a press release may be needed.

(09) 12 Nov 15: 1120: Scenario Details Given - Controller: Add Controller Initials

After receiving interview and survey results from all of the staff and students that ate lunch at
the Campus Café the following epidemiological study and symptoms percentages were
identified. Since the students and staff are a well defined group the Public Health Nurse decided
to do a Cohort Study by determining the attack rates and relative risk.
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Table E1: Food Specific Attack Rates

Ate This Food Did not eat this Food
Food Item

i Well A.R. ]| Well A.R. R.R.
Pork Loin 17 20 45.9 8 35 18.6 2.5
Pulled Pork 11 33 25 14 22 38.8 0.64
Pork Cutlet 6 30 16.6 19 25 43.1 0.38
Pork and Beans 2 13 13.3 23 42 35.3 0.37
Roast Beef 8 12 40 17 43 28.3 1.41
Steamed Oysters | 15 8 65.2 8 49 14 4.66
Broasted Chicken | 15 45 25 10 10 50 0.5
Pasta Noodles 2 12 14.2 23 43 34.8 0.4
Green Beans 16 30 34.7 9 25 26.4 1.31
Salad 12 45 21 13 10 56.5 0.37
Blueberry Crisp 22 12 64.7 3 43 6.5 9.95

A.R. = Attack Rate R.R. = Relative Risk

Table E2: Symptoms of Cases (n=27)

Symptom Number | Percent (%)
Nausea 23 85
Vomiting 18 66
Diarrhea 21 77
Abdominal cramps 21 77
Dizziness 20 74
Pinpointed Pupils 20 74
Muscle Twitching 10 37
Mental Confusion 6 22
Trouble Breathing 5 18
Heart Palpitations 3 11
Pulmonary Edema 2 7
Respiratory Distress 2 7

Note: Increased salivation was not included here. Perhaps it was thought to be inconsequential?

(10) 12 Nov 15; 1130: Hypotheses Drill — Controller: Add Controller Initials

Drill Instructions: Use available information to make an educated guess about the cause and
source of the outbreak. This will help direct immediate control measures, focus studies, and
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determine partners. Use the worksheet provided that explains how to develop a hypothesis. Use
the large post it paper to present your hypotheses.

Currently the two foods of interest would be the steamed oysters and the blueberry crisp. At this
point some type of toxin or chemical contamination involving the seafood or the blueberries.
This could be due to shellfish poisoning related t o the oysters or could be chemical
contamination of a food at the establishment or before arriving.

Note: no beverages were included in the epidemiological study; beverages from tap have been
contaminated in the past due to contamination from cleaning chemicals.

12 Nov 15; 1200 - 1300: Lunch

(11) 12 Nov 15; 1300: Scenario Details Given (See Communication Drill): Controller:

The local health authorities and the State Health Department hold a call with all involved
jurisdictions. County and university health officials report the possible link to the Campus Cafe,
due to the cluster from the clinic and the hospital. Experts agree that due to the rapid onset of
acute symptoms that are atypical of bacterial foodborne iliness; a chemical agent or toxin may
be the cause, but it is unknown at this time.

Local Health Department Food Safety Inspectors contact the Campus Cafe management and
indicate a possible association with their restaurants. The Campus Cafe management begins
an internal investigation. The story appears on the news detailing the incident.

Discussion:
(IND) What investigation actions would you take if this was occurring at your establishment?

Industry members should investigate the facility, employees, and product. They should also be
in contact with their regulatory authorities, and if needed the media. They should be
communicating with their own employees in regards to the situation and possible actions. The
facility should also be considering mitigation and control actions to include facility closure,
product hold/remove/replace, and employee training.

(12) 12 Nov 15; 1310: Environmental Assessment Plan of Action Drill — Controller:

Drill Instructions: Review current information on the outbreak and determine investigation
actions. Use the Environmental Assessment Generic form for guidance and complete the
attached worksheet. Establish what individuals need to be involved in the environmental
assessment. Discuss individual tasks and identify who will interview, collect samples, conduct
food flows, and collect documents. Determine potential causes and sources of contamination.
Specify the targeted food, the sampling plan, interview questions, and the documents that
should be collected.
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Review the known information regarding the outbreak, the implicated foods, agents, and
hypothesis. Teams may also request information on the regulatory history of the Campus Café.
Establish the team, assign tasks, determine focus, and prepare for the environmental
assessment drill. Players may use their own reference, or references provided on the reference
table. The plan of action should focus on blueberry crisp/oysters and a chemical agent.

12 Nov 15; 1330: Concurrent Environmental Assessment/Sample Demonstration and
Communication/Press Release Drills (See Attachment F)

Concurrent Drill Instructions: Separate the players into four groups of equal numbers containing
equal representation from each discipline (as much as possible). Groups 1 and 2 report to the
main conference room, Groups 3 and 4 report to the penthouse kitchen or meeting room.
Groups in the penthouse will either conduct the Environmental Assessment drill or the Sample
Collection Demonstration; they will switch places half way through. The group in the main
conference room will participate in a Communication and Press release drill. See Appendix F:
Day 1 — 1330 Break out Flow Chart for group details. A brief summary is listed below:

Group 1 + Group 2

1330: Main Conference Room — Communication & Press Release Dirills

1445: 15 Minute Break — Groups Move to Designated Areas

1500: Penthouse — Environmental Assessment Drill & Sample Collection Demonstration
[at 1500: Group1 to kitchen, Group 2 to penthouse meeting room; at 1405: switch]

Group 3 + Group 4

1330: Penthouse — Environmental Assessment Drill & Sample Collection Demonstration
[at 1330: Group 3 to kitchen, Group 4 to penthouse meeting room; at 1535: switch]

1445: 15 Minute Break — Groups Move to Designated Areas

1500: Main Conference Room — Communication & Press Release Dirills

(13/14) 12 Nov 15; 1330/1500: Communication / Press Release Drill: Controller: Add
Controller Initials; Actor: Add Actor Initials - Main Room

1. Communication Drill Instructions (45 min): Have groups separate by discipline/agency
and have an empty table in the center of the room. Have each group decide what
information they will provide and who will be their spokesperson. A table used to
simulate a conference call will be at the center of the room and the state agency (who
will be coordinating the conference call) will help decide what agencies will be invited to
the table. JJ will play the management for the Campus Café.

2. Press Release Drill (30 min): Individuals not participating in the conference call will work
on developing a press release and/or other responses to address increased concern
among the community.

(15/16) 12 Nov 15; 1330/1410/1500/1540: Environmental Assessment/Sample Collection
Drill: Controllers: Add Controller(s) Initials; and Actor Initials - Penthouse 13" Floor
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1.

1a.

Environmental Assessment Drill (25 min): Controllers: Add Controller Initials; Actor
Add Actor Initials - Begin with a discussion regarding the environmental assessment.
Perform tasks assigned at the plan of action drill. At least four food handlers and actor
will play kitchen management for the Campus Café identifiable by actor badges.

- Food flow diagram of the implicated foods

- Gather documentation (SOPs, shipment receipts, oyster tags etc.)

- Look for evidence of chemical contamination

- Sample collection — identify what foods would be collected?

- Interview management and staff members (intentional contamination
becomes evident).

- Law Enforcement will then begin their investigation by interviewing staff.

Discuss EA Findings (10 min): During the environmental assessment samples were
collected, observations were made regarding chemical storage, records were collected,
and a food flow diagram was created in regards to the blueberry crisp. While
interviewing a food handler it was discovered that another employee was a student
currently being removed from his select admit program for cheating. This employee was
heard mentioning that he/she would contaminate the food to get back at the university.
At this point law enforcement should be brought in and they will start their own
investigation by interviewing the food handler that had originally reported the
information. The food handler that made the statement was not present at the time of
the environmental assessment.

Discussion:

(ENV/EPI) Now that there is suspicion of an intentional contamination would law
enforcement be contacted? If so who would you contact? Does your jurisdiction have
procedures and contact lists to follow? How would you notify law enforcement without
putting yourself in danger or alerting the suspect?

Law enforcement should be contacted and the names and contact information should
be listed in procedures and contact lists. Inspectors should be mindful about not placing
themselves in a situation where they would confront the suspect or inform the suspect
of their suspicions.

(IND) Now that there is suspicion of intentional contamination what actions would you
consider? Do you have food defense procedures and/or training that can be utilized?

Many manufacturing firms have food defense plans in place, smaller retail
establishments may or may not. This would be a great time to assess who has
established procedures and/or training that can be used.

Appendix E: Exercise Scenario E-10
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(LAW) Since you have been now included in the investigation what actions would you
consider? Once a suspect has been identified how would you respond?

They would likely respond by going to the establishment and interviewing staff
members at the campus café. They would also coordinate with public health
investigators to gather information on cases, implicated foods, food samples, and staff
interviews implicating intentional contamination. They would also gather evidence to
include the foods and the pesticide used to contaminate the food.

2. Sample Demonstration (25 min.): Controllers: Add Controller Initials - A composite
sample will be demonstrated; paperwork, packaging, and transport information will also
be presented. The laboratory will also provide some information on clinical samples and
discuss what analyses may have been completed during this investigation. Controller
will bring sampling supplies and coordinate with the other controller.

2a. Discuss Sample Demonstration (10 min): This is where players can ask questions
regarding sample collection, storage, packaging and transportation. Ask industry
representatives if they have procedures to keep potential food samples for investigators
to collect when an outbreak is suspected. Law enforcement representatives should pay
special attention to sample collection since it will be important evidence.

12 Nov 15; 1615: Break
12 Nov 15; 1630: Pause Exercise — Conclusion and Summary

Scenario Continues 13 November 2015

13 Nov 15; 0730: Controllers, evaluators, and exercise staff Check-in

13 Nov 15; 0800: Member arrival, check-in, and free discussions

13 Nov 15; 0830: Greetings

13 Nov 15; 0840: vy Tech to discuss educational offerings at the Culinary Arts Center

13 Nov 15; 0900: Summary of where we left off and what we’'ll do today

(17) 13 Nov 15; 0910: Law Enforcement Drill (40 min): Controller: Add Controller Initials

Law Enforcement Dirill Instructions: A law enforcement representative/intern will be acting as the
suspect while the law enforcement player(s) interview the suspect. While interviewing the
suspect, the student admits to contaminating the blueberry crisp with a pesticide because he
was angry after being kicked out of the university for cheating. The pesticide was labeled as

Appendix E: Exercise Scenario E-11
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Dursban, which is an organophosphate pesticide that was purchased at a local agricultural
store. The pesticide was collected as evidence and the information was provided to
investigatory partners as well as the medical staff that has been treating the cases.

Law Enforcement Discussion: A presentation will be conducted regarding personal safety and
important points to consider while assisting law enforcement investigations when intentional
contamination becomes apparent. All controllers will also provide insight into working and
communicating with law enforcement agencies during an intentional contamination incident.

Discussion:
(All) Discuss what you would do with the establishment during the criminal investigation.

Now it has turned into a criminal investigation the establishment may be considered a crime
scene. Before reopening investigators may have to decide what actions are to be taken whether
it be to throw out just the implicated foods or all of the foods before reopening.

(18) 13 Nov 15; 0950: Scenario Details Given: Controller: Add Controller Initials

This new information is then forwarded to all investigatory partners, to include the appropriate
law enforcement agencies, the state FUSION Center, FBI, FDA OCI, and the state Department
of Homeland Security. Laboratory results for the initial food samples come back negative for
Staphylococcus organism/toxin and the Bacillus cereus organism.

With the added information from the suspect and the signs and symptoms that have been
documented by medical providers a presumptive diagnosis of organophosphate poisoning has
been determined. After discussing with a toxicology/poison control experts a serum
cholinesterase level and RBC Cholinesterase level tests were completed. Laboratory testing
showing decreased serum cholinesterase levels (24 hour turnaround) supporting the diagnosis;
however, clinical laboratory results for the RBC Cholinesterase level test will take approximately
one to two weeks for results.

Discussion: What do these results suggest? What should we test the food samples for with this
new information? What further actions should be considered for law enforcement?

(ALL) Laboratory analysis for pesticides and VOCs are already being conducted on the food,
they may want a sample of the pesticide as well. Contact the chemistry laboratory to discuss
additional analysis and collection. The laboratory and investigatory partners may want to
compare results from clinical, food, and pesticide analysis to ensure that they appear to be the
same agent. Communicate with law enforcement to potentially coordinate additional
investigation actions and sampling.

(19) 13 Nov 15; 1005: Scenario Details Given: Controller: Add Controller Initials

The laboratory food and clinical results appear to all point towards an organophosphate
pesticide. The suspect that admitted to contaminating the food has been taken into custody after
being charged with level 5 battery and is awaiting a hearing while law enforcement officials

Appendix E: Exercise Scenario E-12
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continue their investigation. All of the ill individuals recovered including the two that were in
critical care. Many of the individuals are looking into taking legal action against both the Campus
Café and the suspect individual that contaminated the food. Briefly discuss After Action Reviews
and the Panel Discussion

13 Nov 15; 1015: Break
Time to allow volunteers and key players to prepare for Panel Discussion

13 Nov 15; 1030: Hot Wash / Panel Discussion
Panel discussion by multiple key players and a few volunteers from various sectors including lvy
Tech kitchen management/academia; also include students.

Discussion:

(All) Discuss the fact that many of the actions that were taken during the exercise would be the
same whether the situation was intentional or unintentional. This scenario provided several
opportunities to test investigation procedures for each discipline and/or agency that represents
the Food Safety and Defense Task Force.

The after action review will allow players to discuss the process, its usefulness, ask questions,
and discuss what went well and what should have been done differently.

1. Ask each agency/industry member what will be done at their agencies after a scenario
of this nature?
- With the information compiled
- With the lessons learned
- To prevent/lessen risks in the future
- To help train employees to watch their co-workers for signs
2. Ask players to discuss how they will use lessons learned moving forward in his/her
career.

13 Nov 15; 1130: Conclusion/Evaluations
Thank participants for attending. Recognize Ivy Tech for their help and the FDA for funding the
exercise. Recognize volunteers/controllers for their hard work. Ask for evaluations to be placed
in a box provided on their way out. Tell them that we will update the members list and send the
2016 meeting dates at the start of next year.

13 Nov 15; 1145: Controller and Evaluator After Action Review

Appendix E: Exercise Scenario E-13
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APPENDIX F: DAY 1 — 1330 BREAK OUT FLOW CHART

Communication
& Press Release
Drills

d ) a )
1330: Main 1330: Main
Conference Conference

Room Room

Communication
& Press Release
Drills

1330:Penthouse
Kitchen

Environmental
Assessment Drill

1330:Penthouse
Meeting Room

Sample Collection
Demonstration

1405: 5 Minute
Transition

1405: 5 Minute
Transition

1410: Penthouse
Meeting Room

Sample Collection
Demonstration

1410: Penthouse
Kitchen

Environmental
Assessment Drill

1445: 15 Minute
Transition

1445: 15 Minute
Transition

1445: 15 Minute
Transition

1445: 15 Minute
Transition

1500: Penthouse
Kitchen

_ Sample
Environmental Collection
Assessment Drrill Demonstration

1500:Penthouse
Meeting Room

1535: 5 Minute
Transition

1535: 5 Minute
Transition

1540: Penthouse
Meeting Room

Sample
Collection
Demonstration

1540: Penthouse
Kitchen

Environmental
Assessment Dirill

1500: Main
Conference
Room

Communication &
Press Release
Drills

1500: Main
Conference Room

Communication &
Press Release
Drills

1615: 15 Minute

1615: 15 Minute

Transition Transition
1630: Main 1630: Main
Conference Conference

Room Room

Pause / Close

1615: 15 Minute
Transition

1615: 15 Minute
Transition

1630: Main
Conference Room

Pause / Close

Pause / Close

1630: Main
Conference Room

Pause / Close

Appendix F: Day 1-Break out Flow Chart
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APPENDIX G: CONTROLLER AND EVALUATOR ASSIGNMENTS

This is a list of controller and evaluator assignments. Both controllers and evaluators may be
assigned to a second area if play has been completed in the first.

Appendix G: Controller/ Evaluator Assignments
G-1
Homeland Security Exercise and Evaluation Program (HSEEP)
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APPENDIX H: ACRONYMS

Acronym ‘ Term

A.R. Attack Rate

C/E Controller/Evaluator

ENV Environmental

EPI Epidemiology/Public Health Nurses

ExPlan Exercise Plan

HSEEP | Homeland Security Exercise and Evaluation Program

IND Industry

LAB Laboratory

MSEL Master Scenario Events List

R.R. Relative Risk

SME Subject Matter Expert

DHS U.S. Department of Homeland Security

Appendix G: Acronyms G-1
Homeland Security Exercise and Evaluation Program (HSEEP)
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Exercise Plan
Date

The Exercise Plan (ExPlan) gives elected and appointed officials, observers, media personnel,
and players from participating organizations information they need to observe or participate in
the exercise. Some exercise material is intended for the exclusive use of exercise planners,
controllers, and evaluators, but players may view other materials that are necessary to their
performance. All exercise participants may view the ExPlan.

Rev. April 2013
HSEEP-DD06
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Exercise Name

Exercise Dates

Scope

Mission Area(s)

Capabilities

Objectives

Threat or
Hazard

Scenario

Sponsor

Point of Contact

EXERCISE OVERVIEW

Insider Addition at the Campus Café

These drills focus on response capabilities and collaboration between
agencies during a foodborne illness outbreak utilizing procedures in place.

Investigation response

Information Sharing

Public Health Surveillance and Epidemiological Investigation

Practice communication flow between jurisdictions during a Foodborne
Outbreak Investigation according to procedures.

Practice Foodborne Outbreak Investigation processes according to
procedures.

Foodborne illness intoxications where intentional contamination is suspected.

Several students and staff members experienced (symptoms) shortly after
eating at a popular campus food facility. The quantity and severity of cases
prompts the LHDs to seek assistance from the ISDH.

Exercise Overview

RRT Best Practices Manual (2017)

1 ISDH Food Protection Program
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GENERAL INFORMATION

Exercise Objectives and Capabilities

The following exercise objectives in Table 1 describe the expected outcomes for the exercise.
The objectives are linked to capabilities, which are distinct critical elements necessary to achieve
the specific mission area(s). The objectives and aligned capabilities are guided by elected and
appointed officials and selected by the Exercise Planning Team.

Exercise Objective ‘ Capability ‘
Practice communication flow between

jurisdictions during a Foodborne Outbreak
Investigation according to procedures.

Identify intra-jurisdictional stakeholders across
public health, public safety, private sector, law Information Sharing
enforcement, and other disciplines to determine
information-sharing needs during an incident

Information Sharing

Practice Foodborne Outbreak Investigation Public Health Surveillance and Epidemiological
processes according to procedures. Investigation
Conduct public health and epidemiological Public Health Surveillance and Epidemiological
investigations according to procedures Investigation

Determine public health mitigation and actions
to be recommended for the mitigation of the
incident based upon data collected in the
investigation and on applicable science-based
standards

Public Health Surveillance and Epidemiological
Investigation

Conduct investigation of disease and ensure
coordination of investigation with jurisdictional
partner agencies according to procedures.

Public Health Surveillance and Epidemiological
Investigation

Table 1. Exercise Objectives and Associated Capabilities

Participant Roles and Responsibilities

The term participant encompasses many groups of people, not just those playing in the exercise.
Groups of participants involved in the exercise, and their respective roles and responsibilities, are
as follows:

e Players. Players are personnel who have an active role in discussing or performing their
regular roles and responsibilities during the exercise. Players discuss or initiate actions in
response to the simulated emergency.

e Controllers. Controllers plan and manage exercise play, set up and operate the exercise
site, and act in the roles of organizations or individuals that are not playing in the
exercise. Controllers direct the pace of the exercise, provide key data to players, and may
prompt or initiate certain player actions to ensure exercise continuity. In addition, they
issue exercise material to players as required, monitor the exercise timeline, and
supervise the safety of all exercise participants.

Exercise Logistics 2 ISDH Food Protection Program

Homeland Security Exercise and Evaluation Program (HSEEP)
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e Simulators. Simulators are control staff personnel who role play nonparticipating
organizations or individuals.

e Evaluators. Evaluators evaluate and provide feedback on a designated functional area of
the exercise. Evaluators observe and document performance against established
capability targets and critical tasks, in accordance with the Exercise Evaluation Guides
(EEGs).

e Actors. Actors simulate specific roles during exercise play, typically victims or other
bystanders.

e Observers. Observers visit or view selected segments of the exercise. Observers do not
play in the exercise, nor do they perform any control or evaluation functions. Observers
view the exercise from a designated observation area and must remain within the
observation area during the exercise. Very Important Persons (VIPs) are also observers,
but they frequently are grouped separately.

e Media Personnel. Some media personnel may be present as observers, pending approval
by the sponsor organization and the Exercise Planning Team.

e Support Staff. The exercise support staff includes individuals who perform
administrative and logistical support tasks during the exercise (e.g., registration,
catering).

Exercise Assumptions and Artificialities

In any exercise, assumptions and artificialities may be necessary to complete play in the time
allotted and/or account for logistical limitations. Exercise participants should accept that
assumptions and artificialities are inherent in any exercise, and should not allow these
considerations to negatively impact their participation.

Assumptions

Assumptions constitute the implied factual foundation for the exercise and, as such, are assumed
to be present before the exercise starts. The following assumptions apply to the exercise:

e The exercise is conducted in a no-fault learning environment wherein capabilities, plans,
systems, and processes will be evaluated.

e The exercise scenario is plausible, and events occur as they are presented.

e [Exercise simulation contains sufficient detail to allow players to react to information and
situations as they are presented as if the simulated incident were real.

e Participating agencies may need to balance exercise play with real-world emergencies.
Real-world emergencies take priority.

Artificialities

During this exercise, the following artificialities apply:

Exercise Logistics 3 ISDH Food Protection Program
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e [Exercise communication and coordination is limited to participating exercise
organizations, venues, and controllers.

EXERCISE LOGISTICS
Safety

Exercise participant safety takes priority over exercise events. The following general
requirements apply to the exercise:

e A Safety Controller is responsible for participant safety; any safety concerns must be
immediately reported to the Safety Controller. The Safety Controller and Exercise
Director will determine if a real-world emergency warrants a pause in exercise play and
when exercise play can be resumed.

e For an emergency that requires assistance, use the phrase [“real-world emergency.”]
The following procedures should be used in case of a real emergency during the exercise:

— Anyone who observes a participant who is seriously ill or injured will immediately
notify emergency services and the closest controller, and, within reason and training,
render aid.

— The controller aware of a real emergency will initiate the [“real-world emergency”]
broadcast and provide the Safety Controller, Senior Controller, and Exercise Director
with the location of the emergency and resources needed, if any.

Site Access

Security

To prevent interruption of the exercise, access to exercise sites is limited to exercise participants.
Players should advise their venue’s controller or evaluator of any unauthorized persons.

Observer Coordination

Organizations with observers attending the event should coordinate with the sponsor
organization for access to the exercise site. Observers are escorted to designated areas and
accompanied by an exercise controller at all times. Sponsor organization representatives and/or
the observer controller may be present to explain exercise conduct and answer questions.
Exercise participants should be advised of media and/or observer presence.

Exercise Identification

Exercise staff may be identified by badges and vests to clearly display exercise roles;
additionally, uniform clothing may be worn to show agency affiliation.

Exercise Logistics 4 ISDH Food Protection Program
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POST-EXERCISE AND EVALUATION ACTIVITIES
Debriefings

Post-exercise debriefings aim to collect sufficient relevant data to support effective evaluation
and improvement planning.

Hot Wash

At the conclusion of exercise play, controllers facilitate a Hot Wash to allow players to discuss
strengths and areas for improvement, and evaluators to seek clarification regarding player actions
and decision-making processes. All participants may attend; however, observers are not
encouraged to attend the meeting. The Hot Wash should not exceed 30 minutes.

Controller and Evaluator Debriefing

Controllers and evaluators attend a facilitated C/E Debriefing immediately following the
exercise. During this debriefing, controllers and evaluators provide an overview of their
observed functional areas and discuss strengths and areas for improvement.

Participant Feedback Forms

Participant Feedback Forms provide players with the opportunity to comment candidly on
exercise activities and exercise design. Participant Feedback Forms should be collected at the
conclusion of the Hot Wash.

Evaluation

Exercise Evaluation Guides

EEGs assist evaluators in collecting relevant exercise observations. EEGs document exercise
objectives and aligned capabilities, capability targets, and critical tasks. Each EEG provides
evaluators with information on what they should expect to see demonstrated in their functional
area. The EEGs, coupled with Participant Feedback Forms and Hot Wash notes, are used to
evaluate the exercise and compile the After-Action Report (AAR).

After-Action Report

The AAR summarizes key information related to evaluation. The AAR primarily focuses on the
analysis of capabilities, including capability performance, strengths, and areas for improvement.
AARs also include basic exercise information, including the exercise name, type of exercise,
dates, location, participating organizations, mission area(s), specific threat or hazard, a brief
scenario description, and the name of the exercise sponsor and POC.

Improvement Planning

Improvement planning is the process by which the observations recorded in the AAR are
resolved through development of concrete corrective actions, which are prioritized and tracked
as a part of a continuous corrective action program.

Post-exercise and 5 ISDH Food Protection Program
Evaluation Activities
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After-Action Meeting

The After-Action Meeting (AAM) is a meeting held among decision- and policy-makers from
the exercising organizations, as well as the Lead Evaluator and members of the Exercise
Planning Team, to debrief the exercise and to review and refine the draft AAR and Improvement
Plan (IP). The AAM should be an interactive session, providing attendees the opportunity to
discuss and validate the observations and corrective actions in the draft AAR/IP.

Improvement Plan

The IP identifies specific corrective actions, assigns them to responsible parties, and establishes
target dates for their completion. It is created by elected and appointed officials from the
organizations participating in the exercise, and discussed and validated during the AAM.

PARTICIPANT INFORMATION AND GUIDANCE

Exercise Rules
The following general rules govern exercise play:

e Real-world emergency actions take priority over exercise actions.

e Exercise players will comply with real-world emergency procedures, unless otherwise
directed by the control staff.

e All communications (including written, radio, telephone, and e-mail) during the exercise
will begin and end with the statement [“This is an exercise.”]

Players Instructions

Players should follow certain guidelines before, during, and after the exercise to ensure a safe
and effective exercise.

Before the Exercise

e Review appropriate organizational plans, procedures, and exercise support documents.

e Be at the appropriate site at least 30 minutes before the exercise starts. Wear the
appropriate uniform and/or identification item(s).

e Sign in when you arrive.

e If you gain knowledge of the scenario before the exercise, notify a controller so that
appropriate actions can be taken to ensure a valid evaluation.

¢ [Read your Player Information Handout, which includes information on exercise safety.]
During the Exercise

e Respond to exercise events and information as if the emergency were real, unless
otherwise directed by an exercise controller.

Post-exercise and 6 ISDH Food Protection Program
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e Controllers will give you only information they are specifically directed to disseminate.
You are expected to obtain other necessary information through existing emergency
information channels.

e Do not engage in personal conversations with controllers, evaluators, observers, or media
personnel. If you are asked an exercise-related question, give a short, concise answer. If
you are busy and cannot immediately respond, indicate that, but report back with an
answer as soon as possible.

e Ifyou do not understand the scope of the exercise, or if you are uncertain about an
organization’s participation in an exercise, ask a controller.

e Parts of the scenario may seem implausible. Recognize that the exercise has objectives to
satisfy and may require incorporation of unrealistic aspects. Every effort has been made
by the exercise’s trusted agents to balance realism with safety and to create an effective
learning and evaluation environment.

e All exercise communications will begin and end with the statement [*“This is an
exercise.”] This precaution is taken so that anyone who overhears the conversation will
not mistake exercise play for a real-world emergency.

e Speak when you take an action. This procedure will ensure that evaluators are aware of
critical actions as they occur.

e Maintain a log of your activities. Many times, this log may include documentation of
activities that were missed by a controller or evaluator.

After the Exercise

e Participate in the Hot Wash at your venue with controllers and evaluators.

e Complete the Participant Feedback Form. This form allows you to comment candidly on
emergency response activities and exercise effectiveness. Provide the completed form to
a controller or evaluator.

e Provide any notes or materials generated from the exercise to your controller or evaluator
for review and inclusion in the AAR.

Simulation Guidelines

Because the exercise is of limited duration and scope, certain details will be simulated. The
physical description of what would fully occur at the incident sites and surrounding areas will be
relayed to players by simulators or controllers.

Post-exercise and 7 ISDH Food Protection Program
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Time Personnel | Activity | Location
November 10, 2015; 2:00pm
1400 - 1445 | Controllers, Controller and Evaluator Briefing Ivy Tech
evaluators, and Set up and walkthrough Conference Room
exercise staff
November 12, 2015
0730 - 0800 | Controllers and Check-in for final instructions and Ivy Tech Main
exercise staff communications check Conference Room
0800-0820 VIPs and selected | VIP Controller Briefing, Controllers Ivy Tech Main
exercise staff provide player briefs Conference Room
0830-1200 | All Exercise starts Ivy Tech Main
Conference Room
1200 - 1300 | All Lunch Break Ivy Tech Main
Conference Room
1300 - 1330 | All Exercise Resumes, Four Groups Ivy Tech Main
Assigned, and Groups 1, 2, 3, and 4 Conference Room
Move to Designated Areas
(See Appendix F for Group Details)
1330 - 1445 | All Gp 1+2: Communication Drill & Press Ivy Tech Main
Release Drill / Conference Room /
Gp 3+4: Environmental Assessment & Kitchen Penthouse
Sample Collection Demonstration
1445-1500 All Report to Designated Areas In Transition
1500 - 1615 | All Gp 3+4: Communication Drill & Press lvy Tech Main
Release Drrill / Conference Room /
Gp 1+2: Environmental Assessment & Kitchen Penthouse
Sample Collection Demonstration
1615-1630 All Return to Main Conference Room In Transition
1630-1645 All Exercise paused — Conclusion and Ivy Tech Main
Summary Conference Room
1645-1715 Controllers, Controller and Evaluator Debriefing Ivy Tech Main
evaluators, and Conference Room
exercise staff
November 13, 2015
0730-0800 Controllers and Check-in for final instructions and Ivy Tech Main
exercise staff communications check Conference Room
0800-0820 Controllers and Controller/Evaluator Briefing Ivy Tech Main
exercise staff Conference Room
0800-0830 All Member Arrival, Check-in, and Free Ivy Tech Main
Discussion Conference Room
0830-0840 All Greetings Ivy Tech Main
Conference Room
0840-0900 All Ivy Tech Discusses Culinary Arts Center | lvy Tech Main
Conference Room
0900-0915 All Summary of where we left off and what Ivy Tech Main
we will do today Conference Room

Appendix A: Exercise Schedule A-1 ISDH Food Protection Program
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Time Personnel Activity Location
0915 All Exercise Starts Ivy Tech Main
Conference Room
0915-0945 All Law Enforcement Drill Ivy Tech Main
Conference Room
1030-1130 All Hot Wash / Panel Discussion Ivy Tech Main
Conference Room
1130 All Exercise Ends Ivy Tech Main
Conference Room
1130 All Conclusions / Evaluations Ivy Tech Main
Conference Room
TBD
TBD Controllers, Controller and Evaluator After Action TBD
Evaluators and Review
Observers
Appendix A: Exercise Schedule A-2 ISDH Food Protection Program
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APPENDIX B: PLAYERS

FIRST LAST

Sector

Appendix B: Task Force Members

B-1
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APPENDIX C: CONTROLLER LIST

Director/Senior Controller; Environmental Venue

Safety Controller/Exercise Facilitator

Greeter/Exercise Facilitator

Actor/Actor Controller

Industry Controller

Environmental Health Controller/Evaluator

Environmental Health Controller/Evaluator

Law Enforcement Controller/Evaluator

Epidemiology Controller/Evaluator

Laboratory Controller/ Evaluator

OPA & Communication Controller/Evaluator

Appendix C: Communications Plan C-1 ISDH Food Protection Program
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APPENDIX D: EXERCISE SITE MAPS

Figure D.1: Map to Conference Rooms

First Floor Meeting Rooms (Shaded Green)

Penthouse Meeting and Dining Rooms (Shaded Green)
Penthouse Kitchen (Shaded Orange)

Appendix D: Exercise Site Maps D-1 ISDH Food Protection Program

Homeland Security Exercise and Evaluation Program (HSEEP)
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Figure D.2: Picture of Conference Rooms

15! Floor Rooms

Penthouse Rooms

Figure D.3: Penthouse Kitchen

Appendix D: Exercise Site Maps D-2 ISDH Food Protection Program

Homeland Security Exercise and Evaluation Program (HSEEP)
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APPENDIX E: DAY 1 -1330 BREAK OUT FLOW CHART

4 ) 4 N
1330:Penthouse 1330:Penthouse
Kitchen Meeting Room
Environmental Sample Collection
Assessment Drill Demonstration
1330: Main 1330: Main
Conference Conference
Room Room

1405: 5 Minute
Transition

1405: 5 Minute

Communication Transition

& Press Release
Drills

Communication
& Press Release
Drills

1410: Penthouse
Meeting Room

Sample Collection

1410: Penthouse
Kitchen

Environmental

Demonstration

Assessment Drill

1445: 15 Minute
Transition

1445: 15 Minute

o 1445: 15 Minute
Transition

1445: 15 Minute

Transition Transition
1500:Penthouse
1500: Penthouse :
Kitchen Meeting Room 7 N A
. Sample
Enwronmental_ Collection
Assessment Drill Demonstration
1500: Main 1500: Main
1535: 5 Minute 1535: 5 Minute Conference Conference Room
Transition Room

Transition

Communication &

Communication & Press Release

Press Release

Drills Drills
1540: Penthouse )
Meeting Room 1540: Penthouse
S | Kitchen
Coﬁé?;ﬁfn 'A\Environmetnltjal_II
Demonstration ssessment Dri L IR )

1615: 15 Minute
Transition

1615: 15 Minute

e 1615: 15 Minute
Transition

1615: 15 Minute

Transition Transition
1630: Main 1630: Main
Conference Conference 1630: Main 1630: Main
Room Room Conference Room Conference Room

Pause / Close Pause / Close Pause / Close Pause / Close

Appendix E: Day Break out Flow Chart E-1 ISDH Food Protection Program

Homeland Security Exercise and Evaluation Program (HSEEP)

RRT Best Practices Manual (2017) Page 190 of 708



RRT Best Practices Manual 2017 Exercises, Attachment I-2
Controller and Evaluator (C/E) Insider Addition at
Handbook the Campus Cafe

APPENDIX F: ACRONYMS

AR. Attack Rate
C/E Controller/Evaluator

ENV Environmental

EPI Epidemiology/Public Health Nurses

ExPlan | Exercise Plan

Homeland Security Exercise and Evaluation
Program

IND Industry

LAB Laboratory
MSEL | Master Scenario Events List
R.R. Relative Risk

SME Subject Matter Expert

HSEEP

DHS U.S. Department of Homeland Security

Appendix F: Acronyms ISDH Food Protection Program
F-1

Homeland Security Exercise and Evaluation Program (HSEEP)
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SITUATION MANUAL

November 12-13, 2015
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(01) 12 Nov 15; 0840: Scenario Details Given

Around 2pm a LHD EHS Food Protection Program receives a call from one student who reported
experiencing ongoing symptoms of nausea, diarrhea, and cramping approximately 1.5 hours after
eating from the buffet at the Campus Cafe. An ISDH Complaint Form was completed; the complainant
had no leftovers available for collection. The complainant reported eating the roast beef, pulled pork,
green beans, and salad.

Discussion:

(ENV) Would you investigate one complaint? Why or why not? What actions would you consider?
(EPI) If the complaint was reported to the public health nurse or epidemiologist would you investigate
this complaint? Why or why not? Would you refer it back to the food program since it was a food
establishment complaint? What actions would you consider?

(LAB) What involvement at this point would you have?

(IND) What if the complaint was reported back to the establishment, what actions would you take? Do
any of the industry representatives have a process for receiving complaints? If so what does it entail?

(02) 12 Nov 15; 0900: Complaint Interview Drill
Drill Instructions: Utilize the provided complaint forms (or your own) to interview a complainant and

obtain a food history. Identify an interviewer, complainant, and observer in each group. Be prepared to
discuss your experience from the interview.

(03) 12 Nov 15; 0920: Scenario Details Given

Around 3pm “an hour later” a second call is received from another student who reported experiencing
ongoing symptoms of nausea, vomiting, diarrhea, and abdominal cramping approximately 1 hour after
eating from the buffet at the Campus Cafe. An ISDH Complaint Form was completed; again no
leftovers were available from this complainant. The complainant reported eating pulled pork, beef
brisket, salad, and blueberry crisp. However, he stated that he only ate a bite of the blueberry crisp
because it tasted funny.

Discussion:

(ENV/EPI) Now that two complaints have been received, is this considered an outbreak? What actions
should be taken for the complaint investigation and who should be involved at this point? Assuming that
the Campus Café was the cause of the illness, what pathogens could be potential causes of the
illness?

(LAB) What involvement at this point would you have? What would you do to prepare for possible
incoming food/clinical samples?

(IND) Now that two complaints have been received, what potential actions would you take? Do any
industry representatives have foodborne iliness outbreak procedures, contact lists, or other
preparations in place?

(04) 12 Nov 15; 0940: Scenario Details Given

A food inspector from the LHD arrived at the Campus Café at 4:00pm to conduct an environmental
assessment of the establishment. At the time of the incident the buffet line served pork loin, roast beef,
pulled pork, oysters, salad, green beans, blueberry crisp dessert, pork & beans, pork cutlets, pasta
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noodles, and broasted chicken; and no other foods were provided to patrons. The food inspector
observed no indication of time/temperature abuse, bare hand contact, improper chemical storage, or
other practices that may have attributed to the iliness. Several samples from the buffet were collected
to include the pulled pork, salad, and blueberry crisp. The establishment was also asked to hold the
buffet line items that were served that day in case additional samples were required.

Discussion:

(ENV/EPI/LAB) Should other samples have been collected? What laboratory analysis should be
requested? What additional actions should be considered?

(IND) What actions should the implicated establishment take while the inspector is at the
establishment? How and what would you communicate with your employees and/or higher
management?

(05) 12 Nov 15; 1000: Scenario Details Given

Around 2pm the Special Care Hospital saw 10 patients who reported experiencing nausea, vomiting,
diarrhea and abdominal cramping approximately 30 minutes to one hour after eating from the buffet at
the Campus Cafe. Due to the amount of people who reported eating at the same location, the treating
physician contacted the PH Nurse at the Local Health Department and reported the incident on
Wednesday November 12, 2015 around 4:15pm.

Meanwhile the College Clinic also saw 10 students with similar symptoms around 3pm. Several had
also reported additional symptoms to include muscle twitching and weakness. These symptoms also
appeared approximately 30 minutes to one hour after eating at the Campus Café. Due to the amount of
people who ate at the same location and experienced similar symptoms, the treating physician
contacted the PH Nurse at the Local Health Department and reported the incident on Wednesday
November 12, 2015 around 4:30pm.

Discussion:

(ENV/EPI) Now that we have 20 individuals reported to the LHD PH Nurse; and 2 individuals reported
to the EHS Food Protection Program who experienced similar symptoms after eating at the Campus
Café how would this change your view of the situation (agents/associated risk factors)? What additional
actions should be considered? Do you think that the PH Nurses and EHS Food Protection partners
would be talking? What information should be provided to the establishment?

(LAB) Now that there are 22 individuals involved in the outbreak how would this change your
involvement? What clinical and food laboratory testing should be accomplished? What actions would
you take at this time?

(IND) Once you are aware of the significantly higher number of cases; what actions would you take?
What information would you collect so that it is available if requested?

(06) 12 Nov 15; 1020: Scenario Details Given

First thing in the morning the Local Health Departments PH Nurse requests all of the case records from
the hospital; and was informed that that shortly after being released several of the cases returned to the
hospital after experiencing confusion, dizziness, urinary incontinence, heart palpitations, and trouble
breathing. The patients were found to have wheezing and coughing, pinpointed pupils, drowsiness, and
confusion. Two of the patients began experiencing weakness, pulmonary edema and respiratory
distress and were intubated due to pulmonary reasons. The two were admitted to the critical care unit;
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while the others were kept overnight for observation. Tests completed included a CBC, CMP, CXR,
ABG, and a toxicology screen.

The PH Nurse communicates the incident with their EHS Food Protection office and they share
information regarding the recent complaints from the Campus Café. The LHD also notifies the State
Department of Health and informs them of the situation. The state contacts the Centers for Disease
Control and Prevention (CDC) and the Food and Drug Administration (FDA) to report this on-going
event.

Discussion:

(ENV/EPI/LAB)What do these additional symptoms suggest? What additional actions should be
considered? Now that several cases reported serious symptoms, would temporarily closing the
establishment be a consideration? What experts would you contact when dealing with a toxin or
chemical exposure?

(IND) Now that the establishment has been implicated in an outbreak involving several serious cases
requiring hospitalization, how should they respond? How and what would you communicate with
your employees and/or higher management?

07) 12 Nov 15; 1040: Case Definition Drill

Drill Instructions: An epidemiologist/PH Nurse will be identified for each group and will assist in the
development of a case definition. A worksheet will also be provided to assists in its development.
Groups will present their responses on the large post it paper provided.

(08) 12 Nov 15; 1100: Scenario Details Given

The PH Nurse began interviewing all 20 cases, as well as the friends/family members of the two
individuals that were unable to be interviewed due to extreme symptoms. The cases reported eating
from a buffet line that served pork loin, roast beef, steamed oysters, pulled pork, salad, green beans,
blueberry crisp dessert, pork & beans, pork cutlets, pasta noodles, and broasted chicken.

Symptoms initially include nausea, vomiting, diarrhea, abdominal cramping and some mentioned
increased salivation. Symptoms then progressed to confusion, pinpointed pupils, muscle twitching,
dizziness, heart palpitations, and trouble breathing. In two of the cases symptoms developed to
pulmonary edema and respiratory distress.

While interviewing the cases many individuals reported experiencing a funny (garlic/solvent-like) taste
and smell while eating the fruit crisp. Most individuals stopped eating the fruit crisp after not liking the
taste. However, friends/family members of the patients with the more severe symptoms stated that their
relatives had eaten more

of the dessert.

The LHD Food Inspector contacted the Campus Café and requested the list of patrons that ate lunch
that day. The Campus Café keeps record of student/staff when they purchase food. A symptom/food
history survey was developed and sent to all of the names on the patron list. The survey was
completed by 80 students and identified an additional five ill individuals that hadn’t been seen
by a medical provider making 27 ill cases in total.

Discussion:
(ALL) What are your thoughts on the situation? What additional actions should be considered? What

other local, state, federal agencies would you now involve in the investigation? Would a press release
be appropriate at this point?
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(09) 12 Nov 15: 1120: Scenario Details Given

After receiving interview and survey results from all of the staff and students that ate lunch at the
Campus Café the following epidemiological study and symptoms percentages were identified. Since the
students and staff are a well defined group the Public Health Nurse decided to do a Cohort Study by
determining the attack rates and relative risk.

Table 1: Food Specific Attack Rates

Ate This Food Did not eat this Food
Food Item

] Well A.R. ]l Well A.R. R.R.
Pork Loin 17 20 45.9 8 35 18.6 25
Pulled Pork 11 33 25 14 22 38.8 0.64
Pork Cutlet 6 30 16.6 19 25 431 0.38
Pork and Beans 2 13 13.3 23 42 35.3 0.37
Roast Beef 8 12 40 17 43 28.3 1.41
Steamed Oysters | 15 8 65.2 8 49 14 4.66
Broasted Chicken | 15 45 25 10 10 50 0.5
Pasta Noodles 2 12 14.2 23 43 34.8 04
Green Beans 16 30 34.7 9 25 26.4 1.31
Salad 12 45 21 13 10 56.5 0.37
Blueberry Crisp 22 12 64.7 3 43 6.5 9.95

A.R. = Attack Rate R.R. = Relative Risk

Table 2: Symptoms of Cases (n=27)

Symptom Number | Percent (%)
Nausea 23 85
Vomiting 18 66
Diarrhea 21 77
Abdominal cramps 21 77
Dizziness 20 74
Pinpointed Pupils 20 74
Muscle Twitching 10 37
Mental Confusion 6 22
Trouble Breathing 5 18
Heart Palpitations 3 11
Pulmonary Edema 2 7
Respiratory Distress 2 7

(10) 12 Nov 15; 1130: Hypotheses Drill

Drill Instructions: Use available information to make a hypothesis or an educated guess about the
cause and source of the outbreak. This will help direct immediate control measures, focus studies, and
determine partners. Use the worksheet provided that explains how to develop a hypothesis and use the
large post it paper to present your hypotheses.
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12 Nov 15; 1200 - 1300: Lunch

(11) 12 Nov 15; 1300: Scenario Details Given

The local health authorities and the State Health Department hold a call with all involved jurisdictions.
County and university health officials report the possible link to the Campus Cafe, due to the cluster
from the clinic and the hospital. Experts agree that due to the rapid onset of acute symptoms that are
atypical of bacterial foodborne iliness; a chemical agent or toxin may be the cause, but it is unknown at
this time.

Local Health Department Food Safety Inspectors contact the Campus Cafe management and indicate a
possible association with their restaurants. The Campus Cafe management begins an internal
investigation. The story appears on the news detailing the incident.

Discussion:
(IND) What investigation actions would you take if this was occurring at your establishment?

(12) 12 Nov 15; 1310: Environmental Assessment Plan of Action Drill

Drill Instructions: Review current information on the outbreak and determine investigation actions. Use
the Environmental Assessment Generic form for guidance and complete the attached worksheet.
Establish what individuals need to be involved in the environmental assessment. Discuss individual
tasks and identify who will interview, collect samples, conduct food flows, and collect documents.
Determine potential causes and sources of contamination. Specify the targeted food, the sampling plan,
interview questions, and the documents that should be collected.

(13 —16) 12 Nov 15; 1330: Concurrent Environmental Assessment/Sample Demonstration and
Communication/Press Release Drills

Concurrent Drill Overview: Players into four groups; groups 1 and 2 report to the main conference
room, Groups 3 and 4 will report to the penthouse kitchen or meeting room. Groups in the penthouse
will either conduct the Environmental Assessment drill or the Sample Collection Demonstration; they
will switch places half way through. The group in the main conference room will participate in a
Communication and Press release drill

Group 1 + Group 2
1330: Main Conference Room — Communication & Press Release Drills
1445: 15 Minute Break — Groups Move to Designated Areas

1500: Penthouse — Environmental Assessment Drill & Sample Collection Demonstration
[1500 breakdown: Group 1 to Kitchen (Room P105), Group 2 to Conference Room (Room P109); switch at 1535]

Group 3 + Group 4

1330: Penthouse — Environmental Assessment Drill & Sample Collection Demonstration
[1330 breakdown: Group 3 to Kitchen (Room P105), Group 4 to Conference Room (Room P109); switch at 1405]

1445: 15 Minute Break — Groups Move to Designated Areas
1500: Main Conference Room — Communication & Press Release Drills
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12 Nov 15; 1615: Break
12 Nov 15; 1630: Pause Exercise — Conclusion and Summary
Scenario Continues 13 November 2015

13 Nov 15; 0730: Controllers, evaluators, and exercise staff Check-in

13 Nov 15; 0800: Member arrival, check-in, and free discussions

13 Nov 15; 0830: Greetings

13 Nov 15; 0840: lvy Tech to discuss educational offerings at the Culinary Arts Center

13 Nov 15; 0900: Summary of where we left off and what we’ll do today

(17) 13 Nov 15; 0910: Law Enforcement Drill (40 min):
(All) Discuss what you would do with the establishment during the criminal investigation.

(18) 13 Nov 15; 0950: Scenario Details Given:

This new information is then forwarded to all investigatory partners, to include the appropriate law
enforcement agencies, the FUSION Center, FBI, FDA OCI, and the Department of Homeland
Security. Laboratory results for the initial food samples come back negative for Staphylococcus
organism/toxin and the Bacillus cereus organism.

With the added information from the suspect and the signs and symptoms that have been
documented by medical providers a presumptive diagnosis of organophosphate poisoning has been
determined. After discussing with a toxicology/poison control experts a serum cholinesterase level
and RBC Cholinesterase level tests were completed. Laboratory testing showing decreased serum
cholinesterase levels (24 hour turnaround) support the diagnosis; however, clinical laboratory results
for the RBC Cholinesterase level test will take approximately one to two weeks.

Discussion: What do these results suggest? What should we test the food samples for with this new
information? What further actions should be considered for law enforcement?

(19) 13 Nov 15; 1005: Scenario Details Given: Controller: MT

The laboratory food and clinical results appear to all point towards an organophosphate pesticide.
The suspect that admitted to contaminating the food has been taken into custody after being
charged with level 5 battery and is awaiting a hearing while law enforcement officials continue their
investigation. All of the ill individuals recovered including the two that were in critical care. Many of
the individuals are looking into taking legal action against both the Campus Café and the suspect
individual that contaminated the food. Briefly discuss After Action Reviews and the Panel Discussion

13 Nov 15; 1015: Break
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13 Nov 15; 1030: After Action Review / Panel Discussion
A panel discussion will be conducted by multiple key players, volunteers, and controllers/evaluators.

Discussion:

(All) This scenario provided several opportunities to test investigation procedures for each discipline
and/or agency that represents the Indiana Food Safety and Defense Task Force.

Discuss the exercise process, its usefulness, ask questions, and discuss what went well and what
should have been done differently.

1. What will be done at your agency after exercising a scenario of this nature?
- With the information compiled
- With the lessons learned
- To prevent/lessen risks in the future
- To help train your employees to watch their co-workers for signs (see something say
something campaign)
2. How will you use lessons learned in this exercise moving forward in your career.

13 Nov 15; 1130: Conclusion/Evaluations

Thank you for participating in the event. We would also like to thank Ivy Tech for their help and the
FDA for funding the exercise. We would also like to thank our volunteers/controllers for their hard
work. Please place your evaluations in a box before leaving.
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Food Safety and Defense Task Force Table Top/Drill Exercise
Master Scenario Events List (MSEL)

Abbreviation Key:

EHC: Environmental Health Controllers
EC: Epidemiology Controllers

LC: Laboratory Controllers

PAC: Public Affairs Controllers

LE: Law Enforcement Controllers

This is drill is slated from 8:00am; November 12, 2015 — 11:00am; November 13, 2015. All Evaluators will evaluate the responses
for their prospective disciplines regardless of who the controller is for the event.

Event Method of Recipient

Description Delivery Player(s)

Expected Outcome

of Player Action Comments

7:30 Exercise set-up
Main Conference Room

Controllers/evaluators and exercise
staff check-in.

8:00 Player arrival and check-in | Face to Face Players

Players will find their assigned

at the Campus Café.
Main Conference Room

Main Conference Room Controller: Any seating.
8:30 Greeting and Summary Face to Face | All Exercise Summary & Safety Brief

Main Conference Room Controller: Any

01 | 8:40 | LHD EHS Food Protection | Face to Face | All Env/Epi response may be dependent
Program receives a call Controller: upon the jurisdiction. If taken, collect
from one student with EHC a 72 hr food history. Lab would have
symptoms 1.5 hours after limited involvement but may prepare
eating from for incoming samples. Ind may also

receive & investigate complaints.

student experiencing similar | EHC
symptoms after eating at
the Campus Cafe.

Main Conference Room

02 9:00 Complaint Interview Drill Face to Face Groups Use complaint forms and conduct a
Main Conference Room Controller: (3 People) | food history. Utilize techniques
EHC discussed at the EpiReady Training.
03 |9:20 |LHD EHS receives a Face to Face | Al ENV/EPI most jurisdictions would
second call from another Controller: respond to two complaints with

common exposures. It's a short
incubation period and likely an entero-
toxin or chemical. Focus on shared
food or conduct a 72 hour food
history. Lab should be informed. Ind
may have procedures and/or POCs in
their regulatory agencies.
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Expected Outcome
of Player Action
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Attachment I-4

Comments

04 9:40 EA completed at the Face to Face | All ENV/EPI/LAB suspect preformed
Campus Café. Collected Controller: toxins, natural toxin, or chemical
documentation, found no EHC exposure. Look at what is known
evidence of risk factors. about those pathogens/vehicles. Test
Main Conference Room for b. cereus and staph. Ind may hold

the buffet items for further invest.

05 | 10:00 | Ten patients reported to the | Face to Face | All ENV/EPI we have 22 cases with
hospital, and ten patients Controller: EC similar exposure, symptoms &
reported to the student incubation periods. Additional
clinic reporting symptoms neurological symptoms appeared.
after eating at the Campus Looks like a toxin or chemical agent.
Café. LHD PH Nurse Lab can test for staph, B. cereus,
notified. pesticides, VOCs. Ind should be
Main Conference Room cooperative, may do an internal

invest, voluntary closure.

06 10:20 | The next morning it was Face to Face | All ENV/EPI/LAB these symptoms are
and identified that several Controller: EC moving further away from preformed
individuals returned to the toxins. Look into natural toxins or
hospital and were admitted pesticides/chemicals. LHD should
after experiencing more request involvement from state and
severe symptoms; two were federal partners. Request SMEs.
admitted to the ICU. Also, due to medical treatment a
Main Conference Room press release may be needed.

IND any policies in place?

07 10:40 | Case Definition Drill Worksheet Groups Each group should have an epi/ph
Main Conference Room Controller: EC nurse for the case definition drill.

08 11:00 | PH Nurse interviews 20 Face to Face | All The symptoms are moving further
cases and two family Controller: EC away from preformed toxins. Look
members (ICU). Menu into natural toxins, pesticides, and
items and symptoms were chemicals. Should prompt a request
gathered. A survey was for involvement from state/federal
conducted on 80 students partners. Discuss further actions
and identified 5 more (investigation, press release etc.)
cases.

Main Conference Room
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Comments

09 | 11:20 | An epidemiological study Face to Face | Al The two foods of interest would be the
and symptoms analysis Controller: EC oysters and blueberry crisp.

was conducted.

Main Conference Room

10 11:30 | Hypothesis Dirill Worksheet Groups Develop a hypothesis from the

Main Conference Room Controller: EC information provided. References will
be made available (if requested).
Example - Appears to be toxin or
chemical contamination. This could
be due to shellfish poisoning related
to the oysters or could be chemical
contamination of a food at the
establishment or before arriving.

12:00 | Lunch All
Location TBD
11 1:00 | LHD and ISDH hold a Face to Face | All Leads to the communication drill.
teleconference. Controller: IND investigate the facility,

Main Conference Room EHC employees, and product. Contact with
their regulatory authorities, and if
needed the media. Communicating
with their employees. Consider
mitigation and control actions to
include facility closure, product
hold/remove/ replace, and training.

12 | 1:10 | EA Plan of Action Drill Worksheet Groups Review the outbreak, implicated

Main Conference Room Controller: foods, agents, and hypothesis.

EHC-2t03 Request regulatory history. Establish

Insert Actor: the team, assign tasks, determine
focus, and prepare for the EA.
Players may use their references, or
those provided on the reference table.
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of Player Action
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Comments

13 1:30 Communication Drill Drill All Identify agency/discipline
3:00 Main Conference Room Controller: representatives and have them share
PAC-2to3 and request information.
14 1:45 Press Release Drill Drill - Insert All 15 min into com drill insert public
3:15 Main Conference Room Controller: hysteria and need to develop a press
PAC-2to3 release and/or call center.
15 1:30 Environmental Assessment | F2F Drrill All Interviewers, sample collectors, food
2:15 (40 min) — 5 min transition Controllers: Ind. Roles | flow, law enf, and observers.
3:00 Kitchen (TBD) EHC -21t0 3 Actors play food handlers and
3:45 Actor: management
16 Sample Demonstration Demonstration | All View demonstration and ask
(40 Min) — 5 min transition Controllers: guestions.
Conference Room 2 EHC/LC - lea..
4:15 Break All
Main Conference Room
4:30 Pause Exercise Conclusion and Summary
Main Conference Room
7:30 Exercise Staff Check-in Exercise
Main Conference Room Staff
8:00 Player arrival and check-in | Face to Face | All
Main Conference Room Controller: Any
8:30 Greetings Face to Face | All
Main Conference Room Controller: Any
9:00 Summary of events Face to Face | All
Main Conference Room Controller: Any
17 9:10 Law Enforcement Dirill F2F Drill All LE controllers will improvise while
(30 min) Controller: being a suspect for LE players to
LEC interview. ALL will discuss safety and
Law Enforcement all controllers will discuss working
Discussion (10 min) together for other disciplines when
criminal activity is suspected.
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Delivery

Recipient
Player(s)

Expected Outcome
of Player Action
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Comments

Evaluations

Controller: Any

18 | 9:50 | Results for the initial food | Face to Face | All Now that a pesticide is suspected we
samples came back neg Controller: LC can conduct laboratory analysis for
for b. cereus/staph. pesticides and VOCs. Contact the

ISDH Chemistry lab to discuss
analysis and collection. Communicate
with law enforcement to coordinate
investigation and sampling.

19 10:05 | The laboratory now tests Face to Face | All This ends the scenario and opens into
the food samples for VOCs | Controller: LC the after action and panel discussion
and pesticides; discovers portion of the exercise.
the organophosphate
pesticides.

10:15 | Break
10:30 | After Action and Panel Face to Face | All Ask members what they may do
Discussion Controller: Any differently in an event of this nature
after this exercise, lessons learned,
as well as food defense?
11:30 | Conclusions and Face to Face | All
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Event# | 10 Event Time: [1140] (Expected) [Time] (Actual)
Via: Face to Objective(s): Identify problem with

Face epidemiological study
Who Delivers? EC Recipient Player(s): All

Event Description:

Hypothesis Drill

Inject:

No beverages were included in the epidemiological study; beverages from tap have been contaminated
in the past due to contamination from cleaning chemicals.

Expected Action(s): Notes
Discuss gathering this information or looking into the possibility

during the environmental assessment.

Expected Outcome: Notes

Would like players to identify this issue. Especially since there
have been many issues associated with beverages being
contaminated with cleaning chemicals.
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Event# | 12 Event Time: [1320] (Expected) [Time] (Actual)
Via: Face to Objective(s): Allocating dwindling

Face resources
Who Delivers? EHC Recipient Player(s):

Event Description:

Environmental Assessment Plan of Action Drill

Inject:

resources to this outbreak?

A message is received that many of our field staff are already engaged with a large event in another
part of the state and the field staff member for that area is vacant. How would you reallocate dwindling

Expected Action(s): Notes
Discuss with management removing a field staff member from

the event or another jurisdiction and having them partner with

the local health department investigating the outbreak. The

problem is that it may take a field staff member several hours to

arrive at the location.

Expected Outcome: Notes

Make apparent dwindling resources and staffing and its affect
on preparedness.
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Event# | 13/14 Event Time: [1345/1515] (Expected) [Time] (Actual)
Via: Face to Objective(s): Prompt a Press Release

Face
Who Delivers? PAC Recipient Player(s): Kris Gasperic

Event Description:

Communication and Press Release Drill

Inject:

anxiety, sweating, and heart palpitations.

Large amounts of people have been calling the university, local health department, and state health
department due to the belief that they may have been exposed and are experiencing symptoms of

Expected Action(s): Notes

Individuals not participating in the conference call will work on
developing a press release and/or other responses to address
increased concern among the community.

Expected Outcome: Notes

Press Releases and/or call centers etc..
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Event# | 13 Event Time: [1330/1500] (Expected) [Time] (Actual)
Via: Face to Objective(s): Request SMEs for the

Face teleconference conference
Who Delivers? PAC Recipient Player(s): Teleconference players

Event Description:

Communication Drill

Inject:

Have poison control and other SMEs stand up and offer what information and experience they can

provide.

Expected Action(s): Notes
Ensure that toxicology/poison control representatives; in

additional to all other local, state, and establishment

representatives are invited to the teleconference.

Expected Outcome: Notes

SMEs and representatives that may have specific information to
add are invited to the table to discuss the scenario.
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Event# | 13 Event Time: [1400/1530] (Expected) [Time] (Actual)
Via: Face to Objective(s): Intentional Contamination

Face coordination
Who Delivers? PAC Recipient Player(s): Teleconference players

Event Description:

Communication Drill

Inject:

request join the table for the teleconference.

If there was the suspicion of intentional contamination who (what law enforcement agency) would you

Expected Action(s):

Notes

Ensure that law enforcement representatives are then included
and that they are provided with the appropriate information.
Law enforcement should also bring appropriate questions and
information to the table to ensure information is flowing.

Expected Outcome:

Notes

LE SMEs and representatives that may have specific information
to add are invited to the table to discuss the scenario.
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Script for a Food Handler being interviewed by the Police.

Police: Hi there. I'm investigating the incident of an alleged food poisoning that occurred here at the institution
and as part of the investigation, we’re talking with employees who were in the area. | need to ask you a few
guestions. Can | have your name please?

Employee: John Smith

Police: And what is your job here at the institution?

Employee: I'm a food handler. | bring the food from the kitchen area and place it in the serving area.
Police: Are you aware of the incident that occurred involving this alleged food poisoning?

Employee: | only know what’s been said around the facility here.

Police: And what has been said?

Employee: Only that a lot of people have gotten sick and the administration believes that it's from the food.
Police: Do you know of any reason why the food would make people sick?

Employee: Only if it wasn’t prepared correctly or maybe it was bad food to begin with.

Police: Is that an issue here where food isn’t prepared correctly or it may be bad or spoiled.

Employee: Oh no! I've never known of any incidents like this and I’'ve been here for about 2 years now.

Police: Do you know of anyone who would deliberately want to do something to the food to cause people to be
sick?

Employee: Well, | don’t want to get anybody in trouble. What would happen to someone if they really did
poison the food? Will they go to jail? Would | be in trouble if | knew something but didn’t say anything? ‘Cause
| really don’t want any trouble. I’'m on academic probation myself and | really don’t need any more stress right
now!

Police: Okay, slow down now. If you have information that would help in the investigation, we really need to
have it. We have a lot of sick people right now and we need to find out what happened.

Employee: Well, | heard this one student talking about how the college had done him wrong and he said he was
gonna get even. He got caught cheating on a test and he’s been in a lot of trouble here since he started.

Police: Do you have the name of the student?

Employee: | only know him as “Rex.” He works the line with me a couple days a week and he’s always
complaining about how the school hates him and they’ve been trying to kick him out of school for quite a while
now.

Police: Tell me about the statement he made concerning getting even.

Employee: He just said that one of the instructors caught him cheating on an exam ‘cause he had some answers
written on his arm. The instructor picked up his exam and told him he had to leave the classroom. The next day
he got called in to the Dean’s Office and was told he was suspended pending an academic hearing.

Police: Where did this conversation occur that he was telling you all this?
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Employee: Oh, he was cleaning out his locker. He looked really pissed off. He said they can’t treat him like that
and they’ll be sorry.

Police: What else did he say?

Employee: Well.....he said...  I’'m not gonna get in trouble am I? | probably should have said something
before....

Police: Look, I'm not trying to get you in trouble. But if you have information that can help us, it would be
appreciated.

Employee: He said he was gonna put something in the food to make folks puke their guts out. | didn’t think he’d
really do it! |thought he was just running his mouth ‘cause he was always doing that! | thought he was just
kidding!

Police: Alright, try to calm down. You’re okay. | appreciate what you’ve told me. You’ve been very helpful.

Employee: So what happens now? Am | in trouble? Am | going to jail ‘cause | didn’t say anything?
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Small Group Exercise: Creating a Case Definition

Divide into groups and develop a case definition based off of the information provided in the scenario.

Consider the following questions as you create your case definition:

1) What symptoms are reported among ill persons (and what is their frequency)?
2) How many ill persons if any have a positive stool culture and/or diagnosis?

3) What restrictions by time, place, and person might help discriminate between outbreak-related iliness and background illness?
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CHECKLIST FOR EVALUATOR

Establish Rapport

[l

0O 0O O

Did the interviewer identify themselves and explain why they were calling?
Did the interviewer explain why the questions they were asking were important?

Did the interviewer address last meal bias and explain that pathogens may take days to
cause illness?

Did the interviewer explain that they may need to re-contact the case and did they ask when
a good time to call back is?

Did the interviewer thank the complainant for reporting the illness and providing information?

Purposeful Directed Information Gathering

[
[

[l

Was the interview structured and “flowing”?

Did the interviewer use a data collection form and focus on the appropriate period of
exposure?

Did the interviewer use any strategies to help the complainants remember what they ate?

Collection of Exposure Information

[
[

O

Did the interviewer collect a 5-day food history?

Did the interviewer collect information on foods eaten in their home; foods eaten at
restaurants, fast food establishments, delis; and foods eaten at the homes of friends and
family?

Did the interviewer collect the necessary details about events during the period of interest
(e.g., name and contact information for the organizer or where the event was held) and for
commercial establishments (e.g., name, address)?

Did the interviewer ask about non-food exposures that might also result in a gastrointestinal
illness?

Did the interviewer ask about other persons who might have had the same exposures?

Did the interviewer record dates and times of exposures?

Other items of note?
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Group Exercise: Generating Hypotheses about an Outbreak

Question 1: Using the references brought and/or provided, identify suspect causative agent(s).
List the corresponding incubation period, signs and symptoms, duration, laboratory testing, and
treatment.

Question 2: ldentify causative agents associated foods and their corresponding sources and
factors associated with contamination.

Question 3: What is the population at risk, mode of transmission, and period of interest?

Question 4: Using the information from Questions 1-3, develop a hypothesis that includes the
suspected causative agent, people at risk, mode of transmission, vehicle, and period of interest.

Group Exercise: Generating Hypotheses about an Outbreak
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Blueberry Crisp Recipe
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1 quart fresh blueberries (about 4 cups)
%/, cup sugar (or (to taste)

2 tablespoons cornstarch

1 cup water

2 -3 tablespoons lemon juice
'/, teaspoon vanilla

1 cup all-purpose flour

%/, cup regular oats

1 cup brown sugar

1 '/, teaspoons cinnamon

'/, cup butter, melted

Set oven to 350 degrees F.

Prepare an 11 x 7-inch baking dish (can use a 13 x 9-inch but it will not be as high).
Spread the blueberries in the bottom of the prepared baking pan.

Exercises
Attachment I-9

In a small saucepan over medium heat combine the sugar, cornstarch, water and 2-3 Tbsp lemon

juice; cook and stir until thick and clear, then add in the vanilla.
Pour over, then gently stir in the cooked mixture with the blueberries.
In a bowl combine the flour with oats, brown sugar and cinnamon.

Add in the melted butter; mix until crumbly (I start mixing with a spoon then finish mixing with my

hands).

Sprinkle over the top of blueberries (there will be a couple of empty spots that is okay, there may

seem like a lot of crumble but it will settle when baking).
Bake for 30-35 minutes, or until blueberry mixture bubbles and the topping is brown.
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Campus Café Buffet Menu
November 4, 2015

Pork Loin

~

Roast Beef

~

Steamed Oysters

~

BBQ Pulled Pork

~

Pork Cutlets

~

Broasted Chicken

~

Fresh Garden Salad

~

Country Green Beans

~

Texas Style Pork & Beans

~

Pasta Noodles

~

Blueberry Crisp Dessert
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Campus Café
False Address
City, State Zip
Phone #

University Food Suppliers

City, State, Zip
Phone #

Delivery Date: 11/2/2015

10 EA 1111167234890890
21 1B 1142361234890890
5EA 1111154372890890
5EA 1165367234890890
5EA 5438967234890890
5EA 56347116720890
10 EA 155116727890890
8 EA 1177167288890590
20 PT 66118834800890
15 EA 116554234877790
1EA A56239
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Whole Boneless Pork Loin Roast
Roast Beef

Whole leaf lettuce 10CT
Tomato Large 30CT
Cucumbers CTN 24CT
Blue Point Oysters 60CT
BBQ Pulled Pork

Frozen Green Beans
Fresh Blueberries
Whole Chicken

Freight DL: 46795-3627

INVOICE

EA
LB
EA
EA
EA
EA
EA
EA
PT
EA
EA

Exercises
Attachment I-11

216784 11/1/2015

Prepaid
$20.00 $200.00
$8.00 $168.00
$7.50 $37.50
$10.00 $50.00
$7.00 $35.00
$12.00 $60.00
$8.00 $80.00
$7.50 $37.50
$3.00 $60.00
$7.00 $105.00
$232.67 $232.67
$1,065.67
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State Form 14993 (R3/6-04)

INDIANA STATE DEPARTMENT OF HEALTH

Health Department

Attachment 1-13

EHS LHD

FOOD PROTECTION PROGRAM

|:| Bacterial
|:| Chemical
|:| Foreign Material

|:| Suspected Tampering
|Z| Foodborne lliness
] Mislabeling

|:| Establishment

|:| Other

Date
1/12/2015

Reported by
Laurie Kidwell

Phone

Complainant
Pharmacy Student

Phone (H)
317-222-2222

Phone (Other)

Address
Student Dorms A

City
Indianapolis

State Zip
IN 12345

Complaint

A student reports experiencing ongoing symptoms of nausea, vomiting, abdominal cramping, and diarrhea

approximately 1 hour after eating from the buffet at the Campus Cafe. No leftovers were available from this

complainant. The complainant reported eating pulled pork, beef brisket, salad, and blueberry crisp. However, he stated

that he only ate a bite of the blueberry crisp because it tasted funny.

|Z| Yes

Injury/lliness

|:|No

If yes, symptoms N v D, AC

Date/Time of meal 1/12/15 12pm

Date/Time of symptoms 1/12/15 1 pm

Number exposed 4

Number il 4

Duration of iliness ongoing

Physician/hospital N/a

Address

|| 2. Establishment Name Campus Cafe

Food involved Byffet ||

|| Address  Address, City, State, Zip

County  County

Date of visit 1/12/15 Time of Visit 11am ||

3. Product
label

Code/expiration date

Mfg. [J Name Address Pkg. size
Dist. []

Place of purchase IAddress

Date of purchase Number purchased Number on hand
Police/firm notified Contact

Additional info.

|:| Yes

Sample collected

|:|No

Complaint taken by
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ESTABLISHMENT FOLLOW-UP

Exercises
Attachment 1-13

Establishment name Phone
Person contacted Title
Action: [ JLHD [ ] Retail [_] Wholesale [_] Other Number on hand Other complaints

Findings/comments

Follow-up sample collected |:| Yes |:| Not

Environmental Health Specialist

Note: Complaint form should be used for initial complaint even if a sample is not involved. If a manufactured food product or foodborne illness is involved, please forward to ISDH.

INDIANA STATE DEPARTMENT OF HEALTH

Food Protection Program
2 North Meridian Street
Indianapolis, IN 46204

SAMPLE RELEASE DOCUMENT

(Name)

(Street Address)

(City)

(State

and Zip Code)

hereby agree to release the sample(s) described below into the custody of the authorized
representative of the Food Protection Program, Indiana State Department of Health, for investigation

and/or analysis:

(Customer Signature)

(Date)

Protection Representative)

RRT Best Practices Manual (2017)
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State Form 14993 (R3/6-04)

INDIANA STATE DEPARTMENT OF HEALTH
FOOD PROTECTION PROGRAM

Exercises
Attachment I-14
Health Department

EHS LHD

1. |:| Bacterial |:| Suspected Tampering
|:| Chemical |Z| Foodborne lliness
|:| Foreign Material |:| Mislabeling

|:| Establishment

|:| Other

Date Reported by
1/12/2015 Kris Gasperic

Phone

Complainant Phone (H)
Information Technology Student 317-222-3333

Phone (Other)

Address City
Student Dorms B Indianapolis

State Zip
IN 12345

Complaint

A student reports experiencing ongoing symptoms of nausea, cramping, and diarrhea approximately 1.5 hours after

eating from the buffet at the Campus Cafe. An ISDH Complaint Form was completed; the complainant had no leftovers

available for collection. The complainant reported eating the roast beef, pulled pork, green beans, and salad.

Injury/lliness |Z| Yes |:| No If yes, symptoms N D AC

Date/Time of meal 4/12/15 12pm Date/Time of symptoms 1/12/15 1:30pm

Number exposed 4 Number il 4

Duration of illness ongoing Physician/hospital N/a

Address

|| 2. Establishment Name Campus Cafe

Food involved Byffet ||

|| Address  Address, City, State, Zip County  County Date of visit 1/12/15 Time of Visit 11am ||
3. Product Code/expiration date
abe
Mfg. [J Name Address Pkg. size
Dist. []
Place of purchase IAddress
Date of purchase Number purchased Number on hand
Police/firm notified Contact

Additional info.

Sample collected [ Yes [INo Complaint taken by
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ESTABLISHMENT FOLLOW-UP

Exercises
Attachment I-14

Establishment name Phone
Person contacted Title
Action: [ JLHD [ ] Retail [_] Wholesale [_] Other Number on hand Other complaints

Findings/comments

Follow-up sample collected |:| Yes |:| Not

Environmental Health Specialist

Note: Complaint form should be used for initial complaint even if a sample is not involved. If a manufactured food product or foodborne illness is involved, please forward to ISDH.

INDIANA STATE DEPARTMENT OF HEALTH

Food Protection Program
2 North Meridian Street
Indianapolis, IN 46204

SAMPLE RELEASE DOCUMENT

(Name)

(Street Address)

(City)

(State and Zip Code)

hereby agree to release the sample(s) described below into the custody of the authorized
representative of the Food Protection Program, Indiana State Department of Health, for investigation

and/or analysis:

(Customer Signature)

(Date)

Protection Representative)

RRT Best Practices Manual (2017)
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Chapter 5. Tools for Program Analysis and Improvement: Council to Improve
Foodborne lliness Outbreak Response (CIFOR) Manual and Toolkit
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1. PURPOSE

This Chapter provides an overview of the Council to Improve Foodborne Iliness Outbreak
Responses (CIFOR) “Guidelines for Foodborne Disease Outbreak Response” and the CIFOR
Toolkit, which allows agencies to evaluate organizational structures and program capacity,
related to foodborne illness (FBI) outbreak investigations. Rapid Response Teams (RRTs)
are designed to have an integral role in the emergency response to outbreaks. As such,
these tools used alongside other process evaluation and management resources should
be used to integrate RRTs with partner FBI responding agencies, evaluating the individual
capacities then supplementing for improved coordination in a unified emergency
response.

2. SCOPE
CIFOR Guidelines provide a framework for multi-disciplinary and multi-agency
collaboration between public health (epidemiology and environmental health),
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laboratory, and regulatory agencies involved in a FBI investigation. This chapter focuses
on the specific response actions and considerations outlined in the CIFOR “Guidelines for
Foodborne Disease Outbreak Response” and related Toolkit, and where they may be
integrated across organizations to create a plan for and execute a unified response to FBI
outbreaks. This evaluation process may be useful for Rapid Response Teams (RRT),
agencies with established outbreak response procedures, and for those assessing
programmatic gaps with the goal of building upon existing plans and capabilities.

3. RESPONSIBLITY
3.1. Agency/Organization Leadership
Prior to initiation of the evaluation process, leadership of federal, state, and local
agencies involved in responses to human and animal food incidents should be
made aware of the process, outcomes, and what their individual and collaborative
roles would be in supporting the evaluation’s findings and advancing
improvements.

3.2. RRT Members and Partners
Participate in all phases of the focus area selection, evaluation and reporting
processes. For the purposes of the Toolkit and the “Investigation of Clusters and
Outbreaks” focus area, participants should include representatives of
environmental health, laboratory, and epidemiology units.

Apprise leadership of federal, state and local agencies involved in response to
human and animal food incidents of the process, outcomes, and what their
potential role would be in supporting findings and advancing improvements

Invite experts in information technology, retail food, legal issues, infectious
disease etc., as needed to participate in the evaluation. This may be necessary as
other elements of the CIFOR Toolkit are used, or when specific areas for
improvement are identified.

3.3.  Other Partners
Additional participants in an evaluation, including experts in information
technology, retail food, legal issues, infectious disease experts etc., should be
invited to the process particularly as other elements of the CIFOR Toolkit are used
or when specific areas for improvement are identified.

4, DEFINITIONS
4.1. Internal v. External
4.1.1. Internal - Internal to the agency initiating use of the CIFOR Toolkit and
having primary or coordinate responsibility for initiating an FBI
investigation.
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4.1.2. External — Agencies or other entities that would participate in an FBI
investigation but are not part of the original, initiating agency for a
response or for the evaluation process.

4.2. CIFOR - Council to Improve Foodborne Outbreak Response
4.3. FBI-Foodborne lliness

4.4. RRT - Rapid Response Team

4.5. MFRPS - Manufactured Food Regulatory Program Standards

5. BACKGROUND
RRTs may take advantage of several different tools available to improve the effectiveness
and efficiencies of their organizational structures, response capacity, regulatory
foundation, and other critical aspects of a human and animal food protection and
response program. In addition to CIFOR’s Guidelines for Foodborne Disease Outbreak
Response, other program improvement initiatives include the MFRPS, and the Voluntary
National Retail Food Regulatory Program Standards. These initiatives evaluate food
programs primarily from the regulatory and food protection levels. Some elements of
each of these tools may seem to overlap with or mirror those in other evaluation tools;
however, each serves a specialized purpose in evaluating human and animal food
protection and response programs.

In contrast, the CIFOR Guidelines are not focused on the evaluation of core food
protection and response programs, but on critical elements of FBI outbreak and cluster
investigations and the response. The CIFOR Guidelines and the associated CIFOR Toolkit
examine the roles of regulatory, laboratory, public health organizations at the federal,
state, and local levels with respect to an integrated outbreak response. Use of the CIFOR
recommendations and tools will aid food protection and response programs and related
agencies in understanding organizational models and best practices that may help
integrate investigation activities and improve the overall performance of the RRT and
associated investigation partners.

In this respect CIFOR Guidelines expand upon the foundation provided in other regulatory
program evaluation tools. For example, while Standard 5 of the MFRPS, “Food Related
Iliness, Outbreak, and Hazards Response” examines capabilities related to foodborne
illness outbreaks, MFRPS focus primarily on the regulatory element of a program. Use of
the CIFOR Toolkit will contribute to programmatic efforts to meet MFRPS #5, though it
emphasizes on other elements of FBI investigations.

Human and animal food protection and response programs and RRTs that are interested
in using this evaluation tool should use the CIFOR Guidelines and the Toolkit together. The
CIFOR Guidelines describe the major functions that need to occur during an FBI outbreak
including planning and preparation, disease surveillance and outbreak detection,
investigation of clusters and outbreaks, and control measures. The CIFOR Toolkit provides
a mechanism for using the concepts in the CIFOR publication to evaluate existing state
and local human and animal food protection and response programs and their associated
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operations and capabilities. Use of the Toolkit will help these human and animal food
protection programs to become more familiar with the CIFOR Guidelines, and identify and
improve practices and capabilities that affect the performance of the RRT.

CIFOR Toolkit worksheets provide a valuable starting point for systematically assessing
activities related to various components of outbreak investigation. Once completed, these
worksheets provide a basis for use of other RRT manual elements including recall
procedures, working with other agencies, and additional capabilities. Additional tools, job
aids, and model protocols may be found in other chapters of the RRT Manual and in the
CIFOR Clearinghouse on-line (see Comparison Table at the end of this chapter).

The CIFOR Toolkit facilitates an analysis of the different components and factors
contributing to an effective FBI investigation. Of the four “Tracks” described in the Toolkit,
It is suggested that the first one that should be evaluated for RRTs is “Investigation of
Clusters and Outbreaks” including constituent Focus Areas within that Track:
Environmental Health Investigations, Epidemiology Investigation, and Laboratory
Investigation. (See Document E, “Selecting Focus Areas Worksheet” and CIFOR Guidelines
Chapter 5.) RRTs should review information found in Chapter 5 of the CIFOR Guidelines
that discusses the investigation process, in addition to the using the appropriate CIFOR
Toolkit worksheets as described below. Chapter 6 of the manual, “Control Measures-
Debriefings, Procedures for Removing Food from the Market” also discusses a key
element of FBI response that should be examined and used for planning, protocol
development and FBI investigation efforts.

The “Keys to Success” in each section of the CIFOR Toolkit discuss the core capabilities
necessary for different elements of an FBI investigation, including specific activities,
communication, relationships, resources and other factors that contribute to the
improvement of response team capabilities. Ongoing use of the Toolkit and evaluation
process will support efforts to improve and maintain overall RRT capacity.

6.  SAFETY
N/A

7. EQUIPMENT/MATERIALS
7.1. Texts referenced in this document
7.2. Conferencing equipment, phones, email/internet/computer/blackberry, fax
machines, scanners, and/or mail
7.3. Access/use of FoodSHIELD
7.4. Local area networks
7.5. Meeting rooms
7.6. Contact list

8.  PROCESS DESCRIPTION
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The following documents are developed with the intention of facilitating the integration
of RRTs into existing human and animal food protection and response programs
enhancing the ability to rapidly respond to human and animal food incidents through
coordinating the activities and supplementing the capacity of all organizations involved.
Use of the national FBI outbreak investigation process and evaluation standard, CIFOR
Guidelines and Toolkit, provides a consistent nationwide basis for evaluating the
mechanism of integrating and coordinating the RRT with partner organizations and the
impact of these actions on process improvements and FBI investigation outcomes. The
toolkit provides a mechanism for continued improvement through consistent evaluation
of the outbreak response process for participants. Use of the process described advances
the goal of full integration of the national human and animal food safety system across all
levels.

The CIFOR Guidelines and Toolkit are the result of a multi-year process and are consensus
recommendations for FBI outbreak investigation. The toolkit provides a mechanism for
continued process improvement through consistent evaluation of outbreak responses.
Use of the process described can result in improved and better aligned multi-agency and
multi-disciplinary FBI investigations leading to a more nationally integrated human and
animal food safety system.

8.1. Initiate Workgroup on Use of CIFOR Toolkit
To effectively use the CIFOR Toolkit, a workgroup should be formed to carry out
the overarching assessment of the program and specific areas needing further
evaluation. The workgroup should comprise members of at least the three core
response areas (i.e., environmental health, epidemiology and laboratory) and
others familiar with the outbreak response process. Additional expertise may be
brought to the workgroup as well. Information on past outbreak investigations and
after action summary reports from formal exercises may be used to provide
information for the initial CIFOR evaluation tool, as described in Document E of the
Toolkit, “Selecting Focus Areas Worksheet”.

This process narrows the number of areas for evaluation, although multiple sub-
workgroups may be formed to address other response issues.

8.2. Refine Workgroup as Necessary
Assess workgroup expertise and experience and determine if additional members
may be needed.

8.3.  Prepare Background Resources
Familiarize partners with the CIFOR Toolkit worksheets, identify additional needed
resources, and review historical information prior to use of actual worksheet. To
use the worksheets effectively, participants should review previous outbreak
response reports, plans, and activities. A complete background information sheet
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will be developed based on these resources as part of the evaluation process
which will inform conclusions about the RRT and FBI Investigation.

A review of the CIFOR Guidelines by all members is also essential to the success of
the Workgroup and evaluation process.

The RRT manual, including the introductory chapter “Working with Other
Agencies”, “Communication Standard Operating Procedures”, “Tracebacks”,
“Incident Action Plans, Situation Reports, and After Action Reports” and other
sections relevant to your objectives and RRT should be evaluated.

Additional process and subject matter evaluation tools should also be reviewed
and discussed prior to use of the CIFOR Guidelines so that findings and issues
relevant to the RRT and FBI response can be introduced.

Historical documents on past FBI response efforts, and formal after action reports,
should be examined to identify issues for discussion and evaluation.

8.4. Utilize CIFOR Toolkit Guidelines to Identify Strengths and Weaknesses
Following the selection of specific capabilities to be assessed, use the CIFOR
worksheets individually then as a group to identify core strengths, weaknesses and
resources in the food protection and response program areas. Use the appropriate
portions of the CIFOR Toolkit to support your analysis and evaluation. Avoid
duplication of effort, i.e., between two separate program evaluation processes
such as MFRPS and CIFOR, and tailor your use of the CIFOR Toolkit to the specific
needs and issues of your agency.

8.5. Share Findings with Contributing Partners and Leadership
Upon completing worksheets and use of the CIFOR Toolkit, assemble analysis and
core findings and distribute to members of Workgroup and internal and external
leadership as appropriate.

8.6. Comments and Reviews
Distribute CIFOR worksheets to members of the workgroup and internal leadership
for feedback and comments. Once all comments are reviewed and incorporated
as appropriate, distribute to appropriate parties.

8.7. Crosswalk Findings to Other Program Standards
In addition to completion of the Toolkit evaluation, findings should be cross
walked when possible to the MFRPS and to the Retail Program Standards. Such
standards help form the basis for foodborne iliness outbreak response through
strengthening of the core regulatory program. The Crosswalk may be found at the
following address:
http://www.cifor.us/clearinghouse/uploads/Document%20H Crosswalks%20betw
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een%20National%20Initiatives%20and%20CIFOR%20Toolkit.pdf?CFID=42475325&
CFTOKEN=78980292&jsessionid=A2FA380C84B33F21162553C983863F0D.cfusion

8.8. Develop Strategic Plan
Based on the findings from use of the CIFOR Toolkit, and evaluation of other best
practice tools and resources, consider outlining areas for improvement and
develop a strategic plan.

8.9. Continue Evaluations in Other Focus Areas
Carry out evaluations of other areas (e.g., communications) that contribute to the
overall success of FBI investigations. See Metrics chapter of RRT Best
Practices Manual.

8.10. Measure Improvement Through Actual Events and Exercises
Consider the development of, or adoption of, metrics to measure improvement in
specified areas of FBIl outbreak response and assess following actual events and
exercises. Develop plans to address gaps, resources, and capabilities based on
after action reports and metrics assessments.

9. DESIRED OUTCOMES (ACHIEVEMENT LEVELS)
9.1. Achievement Levels
The levels assume that agencies with higher level capacities meet all the elements,
while agencies with lower level capacities meet only some of them

Level | Description

No awareness or familiarity with CIFOR Guidelines and CIFOR Toolkit. No FBI

1 investigation process or capabilities have been evaluated using the CIFOR
Toolkit.

Knowledge of FBI response capabilities. CIFOR Toolkit is used to assess one or
more FBI response elements and a draft evaluation report is produced.

Engage with partner agencies, industry, and other FBI responders. Key parties?
review and provide input on the draft evaluation report.

Capacity built to implement the development of an integrated human and
animal food protection and response program (through assessment, corrective
4 action plans, and strategic planning). The evaluation report is used to guide
development of protocols for the RRT/human and animal food protection and
response program, planning, and responses to exercises or actual incidents.
Full use of CIFOR Guidelines and Toolkit and RRT Chapters and related

5 resources. FBI investigation protocols undergo routine? evaluation using CIFOR
toolkit process.

9.2. Process Overview

1 As determined by the RRT member agency leading this effort or the RRT Steering Committee/equivalent.
2 As agreed upon by RRT member agencies involved in the evaluation. CIFOR suggests a yearly evaluation.
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9.2.1. Identify Achievement level (table above). Identify agency goals and
existing commitments to one or more process improvement initiatives
(e.g., Manufactured Food Regulatory Program Standards (MFRPS), etc.).
Review crosswalk (attached) that identifies similarities and differences of
key initiatives related to human and animal food emergency response
and process improvements.

9.2.2. Review CIFOR Guidelines (especially Chapter 5) and introductory CIFOR
“Toolkit” sections including “Toolkit Overview — Document A” and
“Selecting Focus Areas Worksheet — Document E”.

9.2.3. Form a workgroup, including members of the RRT where appropriate, to
carry out the evaluation process to identify potential focus areas where
improvements may be needed. Ensure familiarity of all participants with
the CIFOR Guidelines and related documents (the RRT Manual and CIFOR
guidelines complement each other and should be used in tandem for the
process).

9.2.4. Once the primary focus areas for a full evaluation have been identified,
select the appropriate CIFOR Toolkit worksheet to guide the analysis
(e.g., Focus Area 8 Worksheet: Environmental Health Investigation”
CIFOR Toolkit worksheet)

9.2.5. Use the CIFOR tools and the findings from the analyses to develop a
strategic improvement plan. Prioritize areas for improvement and
develop plans to address other outstanding issues.

9.2.6. Modify and revise existing protocols and procedures as necessary based
on findings.

9.2.7. Assess advances related to the CIFOR criteria in annual exercises and/or
after action reports on actual incidents.

10. RELATED DOCUMENTS

10.1. RRT Best Practices Manual, US Food and Drug Administration, 2011

10.2. Council to Improve Foodborne Outbreak Response (CIFOR). Guidelines for
Foodborne Disease Outbreak Response. Atlanta: Council of State and Territorial
Epidemiologists, 2009

10.3. Voluntary National Food Retail Food Regulatory Program Standards

10.4. Manufactured Food Regulatory Program Standards (MFRPS)

10.5. Food Related Emergency Exercise Bundle (FREE-B)

11. REFERENCES AND OTHER RESOURCES
11.1. Manufactured Food Regulatory Program Standards (MFRPS)
https://www.fda.gov/downloads/ForFederalStateandLocalOfficials/Programsinitia
tives/RegulatoryPrgmStnds/UCM523944.pdf
11.2. Voluntary National Retail Food Regulatory Program Standards
https://www.fda.gov/food/guidanceregulation/retailfoodprotection/programstan
dards/ucm245409.htm
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11.3. National Association of State Departments of Agriculture Food Emergency
Response Plan Guidance
http://www.nasda.org/Policy/6460/9885/6138/11681.aspx

11.4. Council to Improve Foodborne Outbreak Response Guidelines for Foodborne

Disease Outbreak Response and related resources
Guidelines http://www.cifor.us/
Toolkit http://www.cifor.us/toolkit.cfm

11.4.1.
11.4.2.
11.4.3.
11.4.4.

11.5. FoodSHIELD https://www.foodshield.org/

12. ATTACHMENTS

Clearinghouse http://www.cifor.us/clearinghouse/keywordsearch.cfm

Crosswalk

http://www.cifor.us/clearinghouse/uploads/Document%20H Crosswalks

%20between%20National%20Initiatives%20and%20CIFOR%20Toolkit.pdf

?CFID=42475325&CFTOKEN=78980292&jsessionid=A2FA380C84B33F211

62553C983863F0D.cfusion

12.1. Attachment A — Comparison Table: RRT Best Practices Manual to CIFOR Guidelines

13. DOCUMENT HISTORY

Version # Status® Date Author
RRT CIFOR WG
1. | 10/11/2012
0 0/11/20 (TX**, MA, MI)
1.1 R 1/24/2013 ORA OP
1.2 R 5/26/2017 ORA/OP

*Status Options: Draft (D), Initial (1), Revision (R), or Cancel (C)
**Workgroup Lead

Change History

1.1 — Minor editorial revisions made to Achievement Levels and Attachment A for

clarification purposes.

1.2 — Minor editorial revisions to formatting to align with overall 2017 RRT Manual Edition
revision effort.

RRT Best Practices Manual (2017)

Page 231 of 708


http://www.nasda.org/Policy/6460/9885/6138/11681.aspx
http://www.cifor.us/
http://www.cifor.us/toolkit.cfm
http://www.cifor.us/clearinghouse/keywordsearch.cfm
http://www.cifor.us/clearinghouse/uploads/Document%20H_Crosswalks%20between%20National%20Initiatives%20and%20CIFOR%20Toolkit.pdf?CFID=42475325&CFTOKEN=78980292&jsessionid=A2FA380C84B33F21162553C983863F0D.cfusion
http://www.cifor.us/clearinghouse/uploads/Document%20H_Crosswalks%20between%20National%20Initiatives%20and%20CIFOR%20Toolkit.pdf?CFID=42475325&CFTOKEN=78980292&jsessionid=A2FA380C84B33F21162553C983863F0D.cfusion
http://www.cifor.us/clearinghouse/uploads/Document%20H_Crosswalks%20between%20National%20Initiatives%20and%20CIFOR%20Toolkit.pdf?CFID=42475325&CFTOKEN=78980292&jsessionid=A2FA380C84B33F21162553C983863F0D.cfusion
http://www.cifor.us/clearinghouse/uploads/Document%20H_Crosswalks%20between%20National%20Initiatives%20and%20CIFOR%20Toolkit.pdf?CFID=42475325&CFTOKEN=78980292&jsessionid=A2FA380C84B33F21162553C983863F0D.cfusion
https://www.foodshield.org/

RRT Best Practices Manual (2017)

RRT Best Practices — Planning and Preparedness

CIFOR
Chapter Page: 5-10

Attachment A — Comparison Table: RRT Best Practices Manual to CIFOR Guidelines

This table aims to identify related sections between the RRT Best Practices Manual and the
CIFOR Guidelines and Toolkit, and should not be interpreted as interchangeable. Please note
that while these documents may contain content that touches on similar topics or is
complementary, each of these documents serve a specific program or constituency. While it is
encouraged for human and animal food regulatory and public health programs to leverage
multiple response tools as appropriate for their program, human and animal food regulatory
and public health programs receiving federal funding for response capacity development
should always defer to the requirements set forth in that funding agreement.

DESCRIPTION OF CHAPTER CIFOR GUIDELINES AND TOOLKIT
Working with Other
Chapter 1 Chapter3.1-A Rol
apter Agencies apter gency Roles
Federal-State C ti
Chapter 2 eaeral->tate Looperative No corresponding CIFOR content at this time
Programs
. Chapter 3.6 — Communication
Chapter 3 Industry Relat
apter ndustry Relations Chatper 6.5.4 — Communication with the Industry
Chapter 4 Exercises No corresponding CIFOR content at this time
Chapter 5 CIFOR
Chapter 6 Food Emergency Response Chapter 3 — Planning and Preparation
P Plans (FERPs) P g P
Communication Standard
Chapter 7 Operating Procedures Chapter 3.6 — Communication
(SOPs)
Incident Command System .
h h 101
Chapter 8 Concepts in RRTs Chapter 3.10 — Incident Command System
Rapid Response Team (RRT) | Chapter 3.2 — Outbreak Investigation and Control
Chapter 9 ..
Training Team
Chapter 10 Tracebacks Chapter 6.2 — Control of the Source
Joint Inspections & Chapter 5.2.5 — Coordinate Investigation Activities
Chapter 11 InvestFi) Ations Chapter 7 — Special Considerations for
g Multijurisdictional Outbreaks
Environmental Sampling & | Chapter 3.2 — Outbreak Investigation and Control
Chapter 12 .
Records Collection Team
Chapter 13 Recalls Chapter 6 — Control Measures
Chapter 5.2.8 — Conduct a Debriefing at End of
Investigation
. . Chapter 6.7 — After-Action Meetings and Reports
Chapter 14 After Action Reviews Chapter 7.5 — Multijurisdictional Outbreak
Investigations After-Action Reports and Reporting
to eFORS
Chapter 15 Metrics Chapter 8 — Performance Indicators for Foodborne
Disease Programs
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DESCRIPTION OF CHAPTER

CIFOR GUIDELINES AND TOOLKIT

Relevant
Concepts & Tools

Subsection A: RRT Capacity
Building Process &

Framework for Developing
Rapid Response Capability

No corresponding CIFOR content at this time

Relevant Subsection B: Response No corresponding CIFOR content at this time
Concepts & Tools | Concepts/Framework P &
Relevant Subsection C: Crosswalks of
N ding CIFOR content at this ti
Concepts & Tools | Frameworks/Concepts O corresponding content at this ime

Relevant
Concepts & Tools

Subsection D: Useful Tools
in Improving Foodborne
Outbreak Response

No corresponding CIFOR content at this time

Relevant
Concepts & Tools

Subsection E: Conference
Call Etiquette

Chapter 3.6 — Communication

Relevant
Concepts & Tools

Subsection F: Overview:
Incident Action Plans,
Situation Reports, and After
Action Reports

Chapter 7.5 — Multijurisdictional Outbreak
Investigations After-Action Reports and Reporting
to eFORS

Reference Subsection A: Acronyms No corresponding CIFOR content at this time
Subsection B: Glossary of

Ref A dix1-Gl

ererence Key Terms (Definitions) ppendix ossary

Subsection C: List of Appendix 3 — List of Key Websites and Resources

Reference .
Reference Documents Cited

Reference subsection D: About the RRT No corresponding CIFOR content at this time

Program
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Chapter 6. Food Emergency Response Plans (FERPs)
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1. PURPOSE

Human and animal food emergency response planning is a key element of all-hazards
preparedness. This chapter identifies best practices and tools to help agencies better
develop multi-agency response plans.

2. SCOPE
This chapter focuses on food emergency response plans (FERPs), referencing the National
Association of State Departments of Agriculture (NASDA) Food Emergency Response
Template. This chapter also clarifies the complementary roles of high-level plans such as
FERPs and more operational documents such as job aids.

The key planning considerations, steps, templates, examples, and resources identified in
this chapter will most directly apply to state agencies and US Food and Drug
Administration (FDA) District/Program Division Offices developing FERPs for responding to
complex and/or multi-jurisdictional emergencies. However, these are neither
comprehensive nor specific to unique situations. State, local, and federal agencies seeking
to improve multi-agency food emergency responses (e.g., States, FDA field offices) may
utilize this chapter to assess and improve their response capabilities. Agencies with
varying responsibilities (e.g., regulatory, public health, feed/animal health, law
enforcement, laboratory) and target response capability levels may differ in how they
customize and apply these best practices.
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3. RESPONSIBILITY
3.1. RRT (or investigatory team, in states without an RRT) Leadership
RRT Leadership is responsible for ensuring that their respective response partners
are aware of existing human and animal food emergency response plans, policies
and procedures and are offered the opportunity to provide input as appropriate
when plans are updated.

3.2. RRT Members
RRT Members are responsible for ensuring that they are familiar with their
agency’s emergency response plans, policies, and Standard Operating Procedures
(SOPs) and that they can fulfill their assigned roles during multi-agency responses.

4, DEFINITIONS
The following terms are used frequently in this chapter: Food Emergency Response Plan
(FERP).

See “Glossary of Key Terms” for definitions.

5. BACKGROUND
The National Response Framework and the National Preparedness Guidelines consider
human and animal food emergency response planning to be an essential element of
all-hazards preparedness.

In general, a standardized written framework for response consists of:

e High level plans (e.g., the FERP) which clarify agency roles and responsibilities
regarding the “who,” “what,” and “when” of human and animal food emergency
responses.

e More detailed operational procedures for specific subject matter tasks, which
identify the “how” of specific aspects of the response.

6. SAFETY
General safety considerations should be addressed in agency policies and procedures and
fleshed out in specific response plans.

7. EQUIPMENT/MATERIALS
N/A

8.  PROCESS DESCRIPTION
8.1. General Approach
Development of both a high-level FERP and more specific response documents
(e.g., procedures) requires a high degree of coordination among all the partners
involved in food emergency response. It is very important to review and apply the
“Working with Other Agencies” Chapter of this manual, which addresses the roles
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and activities of the different agencies involved in a response, as the foundation
for development of an effective FERP.

8.2. Recommendations for Developing a High-Level FERP
8.2.1. Primary Tool: The NASDA FERP Template

1. Background: The NASDA FERP template was developed jointly among
federal partners (e.g., US Department of Agriculture Food Safety
Inspection Service (USDA FSIS), FDA, Department of Homeland
Security (DHS)), state partners (e.g., agriculture, health) and other
associations (e.g., Association of Food and Drug Officials). This
template is designed to assist states with development of a plan for
conducting coordinated responses to food-related emergencies,
either as a stand-alone plan or an addendum to an existing state
emergency response plan. The template, developed beginning in
2005, was based on the information and response plans collected
from states. This template document also identifies how states would
integrate within the National Response Framework.

2. How to use the template: The template provides background (e.g.,
“Appendix A - Planning Considerations”), references, and a guide for
developing a food emergency response plan. (Attachment A of this
chapter summarizes the recommended FERP elements identified in
the NASDA template.) Examples of state FERPs are included in the
supplement to the NASDA template as a tool to customize, complete,
and/or improve a state-specific plan.

8.2.2. Additional Tools

1. Consider other state plans. If interested in reviewing additional tools
and examples, contact OP at OP.Feedback@fda.hhs.gov.

2. Evaluate how FERP fits into all-hazards preparedness. There are
many frameworks and tools related to building preparedness and
response. One example is the Food and Agriculture Readiness
Measurement (FARM) Toolkit, which is a tool to examine program all-
hazards preparedness. More information on this tool is available at:
https://www.foodshield.org/projects/benchmarking.cfm.

8.3. Recommendations for Developing More Detailed Response Documents

8.3.1. Background: Detailed response documents may include documents such
as Standard Operating Procedures (SOPs), checklists, and job aids. These
complement and provide specifics to the concepts described in the
higher-level FERP. These should be consistent with national standards
whenever possible.

8.3.2. How to begin developing these documents: Attachment B (“Example
Areas to Develop Detailed Response Documents”) identifies an example
of areas covered in a State’s compendium of RRT SOPs. This set of topics,
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while not comprehensive, provides an example of some
common/important areas for which specific SOPs and other specific tools
need to be developed to effectively execute the strategy described in the
FERP.

9. DESIRED OUTCOMES (ACHIEVEMENT LEVELS)

9.1.

Achievement Levels
The levels below illustrate a progression that agencies can pursue to incrementally
develop a capacity, with each level building on the previous one.

Level Description

1

The agency does not have a FERP. (If “no,” is one currently under
development?)

2

The agency has an agency-specific FERP addressing its responsibility.

The state has a multidiciplinary FERP that has been coordinated with
appropriate state agencies to ensure that food regulatory, laboratory,
epidemiology, and law enforcement responsibilities are addressed.

The FERP has been coordinated with the appropriate FDA District/Program
Division Office.

The agency plan is incorporated into, or otherwise linked with, the state all
hazards response plan. (Should be exercised, at a minimum, every 18
months.)

9.2.

Process Overview

Achievement of each of Capacity Levels 2-5 requires that agencies conduct the
steps identified in sections A-D (Steps 1-10), see figure. The combination of
partners engaged during Step 4 will determine which final Capacity Level is
achieved.
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Capacity Levels

FERP Capacity Level 1
No FERP/Under Development

FERP Capacity Level 2
Agency-Specific FERP

FERP Capacity Level 3
Multi-disciplinary FERP

L J

FERP Capacity Level 4
Coordinated with FDA DO

L J

FERP Capacity Level 5
Incorporated into State Plan

10. RELATED DOCUMENTS

Steps in Developing the FERP to Levels 1-5

A) Develop (create/update/improve) the FERP to levels 1-5:

1- Identify reference documents that will be used to
createfupdate the plans (e.g. NASDA FERP Template,
MFRFS, CIFOR, and one or more MRF preparedness
documents).

2- Prepare a “Developing our FERP" plan that includes the
steps, tentative timeline, and resources neaded to gain
approvals to create/update and implement the FERP
document.

3- Identify and involve the appropriate staff to ensure the
areas of your agency that will be involved in a food
borne emergency can support the FERP being
developead.

4- |dentify and involve the appropriate external
stakeholders/partners that will become involved in a
food borne illness cutbreak. (This determines which
lewel (2-5) you will achieve.)

5- Complete development of the FERP document with
these partners, using relevant documents/models,

6- Identify how/when it will be updated periodically and
who/how relevant players will be trained in it.

7- Obtain final approval (involving all relevant agencies) for
the completed document. (For Level 5, this would
include formal incorporation of the plan into the State
Plan.}

B) Train

8- Ensure all relevant players are trained in using the plan
and can perform their assignad roles/responsibilities.

C) Utilize/Exercise
9- Utilize and assess the FERP during exercisas/real
incidents. (Example: Generate an After Action Repaort for
at least 1 TableTop exercise or real incident every 18
manths.)

D] Improve
10- Update the FERP as schaduled or as needed [e.g. based
on lessons learned).

(Full citations are in the References Section, “List of Reference Documents,” listed by

author.)

10.1. National Response Framework (https://www.fema.gov/national-response-

framework)

10.2. Multistate Foodborne Outbreak Investigations: Guidelines for Improving
Coordination and Communication, National Food Safety System Project, Outbreak
Coordination and Investigation Workgroup, February 2001
(http://www.cifor.us/clearinghouse/tooldetail.cfm?id=212)

10.3. National Preparedness Guidelines (https://www.dhs.gov/national-preparedness-

guidelines)
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10.3.1. Target Capabilities — Epidemiological Surveillance and Investigation, Food
and Agricultural Safety and Defense, Public Health Laboratory Testing,
and Environmental Health

10.3.2. Universal Task List

11. REFERENCES AND OTHER RESOURCES
(Full citations are in the References Section, “List of Reference Documents,” listed by
author.) Note: These documents are summarized in Attachment C.

11.1. National Association of State Departments of Agriculture (NASDA) FERP Template
Version 4.0 (http://www.nasda.org/File.aspx?id=4065)

11.2. Manufactured Foods Regulatory Program Standards (MFRPS, 2010) — Standard 5
(https://www.fda.gov/downloads/ForFederalStateandLocalOfficials/Programsinitia
tives/RegulatoryPrgmStnds/UCM523944.pdf)

11.3. Council to Improve Foodborne Outbreak Response (CIFOR) Guidelines for
Foodborne Disease Outbreak Response
(http://www.cifor.us/CIFORGuidelinesProjectMore.cfm)

12. ATTACHMENTS
12.1. Attachment A — FERP Elements in the NASDA FERP Template
12.2. Attachment B — Example “Table of Contents” for a State’s Response Operations
Manual
12.3. Attachment C — Summary of the following references: MFRPS, NASDA, and CIFOR

13. DOCUMENT HISTORY

Version # Status* Date Author
RRT FERP Working Group
1.0 [ 9/26/2011 (TX**, MI, WA, FL, OP**)
1.1 R 2/1/2012 ORA/OP
1.2 R 1/24/2013 ORA/OP
1.3 R 5/26/2017 ORA/OP

*Status Options: Draft (D), Initial (I), Revision (R), or Cancel (C)
**Workgroup Lead

Change History

1.1 — Editorial revisions made by ORA for document clearance.

1.2 — Minor editorial revisions made to Attachment A for clarification purposes.

1.3 — Minor editorial revisions to formatting to align with overall 2017 RRT Manual Edition
revision effort.
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Attachment A — FERP Elements in the NASDA FERP Template (v 4.0)

Version 4.0 available at: http://www.nasda.org/File.aspx?id=4065.

The “FERP Supplement v 4.0” outlines planning considerations and examples to assist initial
development of a plan. This is available at: http://www.nasda.org/File.aspx?id=12006.

FERP Table of Contents:
Introduction
Purpose

1.

oukwnN

Scope

Situations
Assumptions
Concept of Operations

a.

©oo o

Incident Identification
Incident Management
Defining Response Actions
Communication and Coordination
Assessment, Control, and Containment
e Food Emergency Response Teams
e Food Safety Surveillance
e Foodborne Contamination or Adulteration Surveillance & Investigation
e Laboratory Services
e Recovery

Principal Parties (State, Federal, Tribal, Local, Private Sector)
Actions
Organizations and Assignment of Responsibilities

. Direction, Control, and Coordination

. Information Collection and Resources
. Communications

. Administration

. Plan Development and Maintenance
. Authorities and References
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Attachment B — Example “Table of Contents” for a State’s Response Operations Manual
Below is an example of a “Table of Contents” of a State’s RRT Procedures/Field Operations
Manual. This is not comprehensive, but identifies some areas for which a program would need
to develop specific procedures and job aids to effectively carry out activities associated with an

emergency response.

EXAMPLE: State X Rapid Response Team Standard Operating Procedures

A. Overarching Concepts

o Rapid Response Team Organization.........ccccecuvuvveririnrennene.
e Incident Command System (ICS) principles.......cccccvvevenenn..
o SAfELY e
LN I - 11 01 oV =TSP

B. Communication and Partners

e ComMMUNICAtION ..t ittt e e e
o EpIidemiology ...coieieciiceee e e
o Laboratory.... s

C. Investigational/Follow-Up Activities

o Traceback (Investigational and Regulatory).......ccccccccveuvennnes
o Field Team Organization and Operations..........cccceveververnnns
e Coordination of Joint Investigations.........ccccceevereiceecennnens
0 SAMPING ettt e e e

FOOO...oioioi et

Environmental ..o
e Environmental AssessmMents........coevevereereeieeiesieeiese e see e
o RECAIIS ..ottt s
« Commodity-Specific Investigational Procedures.................
« Final Report Writing, Editing and Distribution.........c...........

D. Important References
o Standard Definitions.......cccceevevevevece s
@ ACTONYMS . ttiiietiiieerteerteecstre e st aessreeeesre e e saessaaaesssbessaaessunaessrnanan
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Attachment C — Summary of References: MFRPS, NASDA, & the CIFOR Guidelines

o The Manufactured Food Regulatory Program Standards (MFRPS) were developed by a committee
of FDA and State officials responsible for the regulation and inspection of food manufacturing
facilities. The first version was published in 2007 and this was updated in 2010, 2013, and 2016.
Standard 5 identifies a number of written procedures and guidance documents that state food
regulatory programs should have in the area of food emergency response.

e Purpose: The MFRPS are a set of ten standards that establish the critical elements of a
regulatory program designed to protect the public from foodborne illness and injury.

e Perspective: Mid-level guidance to identify key capabilities needed in the food protection
program to facilitate effective emergency responses.

e Scope: Focuses on general capabilities but requires documentation of resources and
procedures.

Website:
https://www.fda.gov/downloads/ForFederalStateandLocalOfficials/Programslnitiatives/RegulatoryP
rgmStnds/UCM523944.pdf

¢ The National Association of State Departments of Agriculture (NASDA) developed the Food
Emergency Response Plan Template as part of a cooperative agreement with USDA’s Food Safety
Inspection Service (FSIS), the Food and Drug Administration (FDA), and the Department of Homeland
Security (DHS). The original template (2006) was revised in 2011 to be consistent with various
developments in national frameworks (e.g., National Response Framework (NRF), Comprehensive
Preparedness Guide (CPG) 101). In addition, this revised template has been reviewed and approved
by federal, state and private sector subject matter experts.

e Purpose: This template is designed to assist states with developing a food emergency
response plan. This identifies best practices and guidelines for state and local groups
involved in protecting the nation’s food and agricultural sector.

e Perspective: High-level guidance to assist states to integrate within the National Response
Framework (incorporation DHS and emergency management concepts).

e Scope: Focuses on preparing for larger scale incidents of national significance rather than
procedures for specific food emergency response tasks.

Website: http://www.nasda.org/File.aspx?id=4065

¢ The Council to Improve Foodborne Outbreak Response (CIFOR) Guidelines are a set of
recommendations developed through the collaboration of public health and food safety officials
from local, state, and federal agencies over the course of three years.

e Purpose: To aid agencies responsible for preventing and managing foodborne diseases by
describing the overarching functions and related activities that are common to most
outbreak investigations.

e Perspective: Addresses the reality that multi-state food emergency responses are multi-
agency (local, state, federal) and multidiciplinary (epidemiology, laboratory, and
environmental health/food regulatory as core disciplines).

e Scope: Strategic more than operational and does not include procedures for specific food
emergency response tasks. Note that the CIFOR Toolkit is an additional resource that helps
to identify areas for development of specific procedures, etc. for implementation of the
recommendations outlined in the Guidelines. (http://www.cifor.us/toolkit.cfm)

Website: http://www.cifor.us/CIFORGuidelinesProjectMore.cfm
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Chapter 7. Building and Enhancing Communication SOPs for Incident Response

TABLE OF CONTENTS
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9. DESIRED OUTCOMES (ACHIEVEMENT LEVELS) .....cttteueieriennncereeneniereeneeseeresnsseesensssecsens 7-11
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Attachment A — Information Sharing Best Practices........ccccccveiiiiiiiiiniinnnnnsiiiiininnnnennnnn, 7-14
Attachment B — Meeting Etiquette and Best Practices......ccccceeeeirimenicirienrccriennccrnenennceneenan. 7-16
Attachment C — Sharing Confidential Information Best Practices.......ccccceeeerreennccrreennnnreenee. 7-17
Attachment D — Notification Worksheet........cccccccceeiiiiiiiiiiiennniiiiiiininnnnneesesne, 7-18
Attachment E — Response Modes and Associated Communication Best Practices .............. 7-19
Attachment F — Team Member Communication Roles........ccccccceererunceerrennecrrennncereennneeneennns 7-20
Attachment G — Activities Conducted/Coordinated During a Response........ccccceeeeeeeeeeeennenns 7-21
Attachment H — Contact List EXaMPIe......ceeeeeiiireeenieiienenicereenseeerensseeserensseeseensseeseennssessesnnns 7-23
Attachment | — Early Notification FOrm.......cc..iireeeniiiieieicirienneeenenenceeneensneeenenssessennssesseennns 7-26
Attachment J — Foodshield Best Practices for States/Locals/FDA during Incidents (PFP
Surveillance, Response, and Post Response Workgroup).......ccceeeeereeeencereennncceeennneceens 7-27
Attachment K — Alert Systems/System Testing ......cccueviiiiiiiiiiiiiiiiiiieieeeiieeeeeeeeeeeeeeeeeeeeeeeeeeees 7-28
1. PURPOSE

Effective communications among partners is critical for a multiagency, multi-jurisdictional
incident response. This chapter provides RRTs with a mechanism to evaluate and improve
existing communication Standard Operating Procedures (SOPs) to be used during incident
responses. It will also provide information to assist non-RRT states in building or
evaluating their communication plans. The chapter provides examples of best practices
for communication plans, which includes developing joint communication SOPs and
multiagency communication.
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2. SCOPE
This chapter provides the basic central components of an effective communication SOP,
including assessment criteria, worksheets, guidelines, and examples to assist in
developing or improving communication SOPs.

The information in this chapter focuses on developing multiagency and multidisciplinary
communication plans. The Working with Other Agencies (WWOA) chapter of this manual
provides additional information on communication activities prior to and outside of
emergency situations. This chapter complements policies and procedures described in the
FDA-State Communication Field Management Directive 50:
http://www.fda.gov/ICECI/Inspections/FieldManagementDirectives/ucm056669.htm.

Because each State and RRT can vary in structure, it is important to remember that this
chapter cannot be comprehensive enough to be all-inclusive nor specific enough to
cover every type of situation. State, Federal, and Local agencies may use this chapter to
assess and improve their incident response communication procedures, and agencies with
varying responsibilities (e.g., regulatory, public health, law enforcement, laboratory, and
other) may differ in how they apply these best practices.

3.  RESPONSIBILITY
3.1. RRT Leadership (e.g., RRT Steering Committee or equivalent)

General note: this chapter uses broad terms to refer to various roles within a RRT or
agency, such as “RRT Leadership”, to allow each RRT to apply these best practices within
their specific organizational structure or system. “RRT Leadership,” as it pertains to the
best practices within this chapter, should include members from each applicable RRT
member agency/partner, and may exist as one of many different forms, depending on the
individual RRT (such as a Steering Committee or a Joint Management Team, etc.).

3.1.1. SOP Development
Leadership will develop or identify personnel responsible for
development of a communication SOP.

3.1.2. SOP Familiarization/training
Leadership will ensure that personnel assigned to respond to human or
animal food incidents have proper training to complete their assigned
tasks in accordance with the communication SOP.

3.1.3. SOP Maintenance
Leadership will identify personnel responsible for ongoing updates and
maintenance of the SOP. The SOP should be updated on a regular
schedule (e.g., annually) and after exercises or responses as necessary
(e.g., deficiencies noted in after action reviews and reports).
Implementing a document control system helps to ensure that SOPs are
adequately reviewed, updated, approved and distributed to all
appropriate team members. If the RRT chooses to maintain
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communication SOPs at the individual RRT member agency level instead
of developing joint procedures, the revision process should occur in a
collaborative manner among applicable RRT member agencies (e.g., the
State program(s) and the FDA District/Program Division Office) to ensure
that all SOPs and documents are updated in a coordinated fashion.

3.2. RRT Members (investigatory team)
3.2.1. SOP Familiarization/training
Team members must be familiar with these SOPs (e.g., through
orientation, training, exercises, etc.) and how they are to be
implemented.

3.2.2.  Skills Maintenance
Team members are each responsible for playing an active role in
maintaining both their subject matter expertise and ability to work
effectively in multidisciplinary and multiagency response teams.

4, DEFINITIONS
See Manual Section IV Reference Part B “Glossary of Key Terms” for definitions

4.1. Business Process Review — An evaluation or review of a RRT or organization’s
current practices, accomplished via a thorough analysis of the applicable people,
processes, technologies, etc., involved in said practices. The main purpose is to
assist organizations in becoming more efficient and effective as part of continuous
process improvement. Examples include Kaizen! and Lean Process Improvement?.

4.2. External Communication — Communication that extends beyond one agency, to
partnering agencies, public, industry, academia, the press, etc.

4.3. FDA Coordination Groups — Coordinated Outbreak Response and Evaluation
Network (CORE) Signals or Response Teams, Office of Crisis Management
(OCM)/Office of Emergency Operations (OEO), Food Defense Emergency Response
Coordination Staff (FDECS), Center for Veterinary Medicine (CVM).

4.4. Federal Coordination Groups — Federal Partners responsible for coordinating the
Federal Agency’s response with State and Local partners (FSIS, CDC, EPA, also see
“FDA Coordination Groups”).

4.5. Internal Communication — Communication within a single agency; for the state,
can involve regulatory, epidemiology, public health, and lab team members
involved in an incident response depending on state structure.

4.6. Response Team — The personnel assigned to conduct specific investigation
activities and coordinate the RRT’s response to an incident. These personnel will
be selected from the subset of RRT member agencies or partners that will assume
responsibility for the RRT response or activation. This response team may be in
the form of an Incident Management Team (IMT) stood up under Incident

1 https://www.kaizen.com/about-us/definition-of-kaizen.html
2 http://gamep.org/services/lean-process-improvement/
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Command System (ICS)/Unified Command, constituting a RRT activation, or could
operate under a non-ICS structure that would constitute a RRT Response.

4.7. RRT Activation — Agency Executives or designees approve activation of RRT (e.g.,
stand up of an IMT). Actual definition and triggers for activation are determined by
each RRT individually and must be properly documented in SOPs or other RRT
agreements/plans. Triggers which may be considered prior to a potential RRT
activation could include the number of ill persons or deaths, possibility of incident
escalation, severity of the health hazard, etc.

4.8. RRT Auxiliary Member Agencies/Partners — Other regulatory programs within the
state (retail/restaurant inspections, raw molluscan shellfish, grade A dairy, etc.),
local health departments. This will vary and is defined by each RRT. See Chapter 1
of this RRT Manual (WWOA) for additional details.

4.9. RRT Core Member Agencies/Partners — FDA District/Program Division, state food
regulatory program, state feed regulatory program, state epidemiologist, and state
laboratory. May include others, as defined by the RRT. See Chapter 1 of this RRT
Manual (WWOA) for additional details.

4.10. RRT Response — RRT response activities, other than RRT Activations, to incidents
with increased potential public health risk. These do not include routinely
scheduled regulatory activities and may involve a broad range of incidents,
including but not limited to: human illness clusters and outbreaks, human or
animal food contamination incidents with no human ilinesses, requests for
emergency assistance from another agency, large planned events, severe weather
events, and other human or animal food emergencies. RRT Responses are those
requiring enhanced coordination, communication, and subject matter expertise,
and technical skills that RRT members have developed.

5. BACKGROUND
Effective communication is necessary for an effective response. Post-response
evaluations (e.g., after action reports) frequently identify interagency and interpersonal
communication challenges as a cause of inefficiencies in the actual response and may
have significant detrimental public health consequences. These challenges may prolong
the time between initial notification of a human or animal food problem and
implementation of effective control measures.

Communication’s central role in incident response necessitates a pre-established
communication plan to optimize use of operational resources. This chapter was
developed to facilitate development and/or improvement of Communication SOPs utilized
in response to human or animal food incidents. Execution of the communications model
set forth in this chapter provides a coordinated, cohesive approach to communication
during an incident response.
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6. SAFETY
N/A

7. EQUIPMENT/MATERIALS
A communication system is made up of a variety of communication devices. When
compiling your communication equipment consider including (or securing access to) a
variety of communication methods:

7.1.

7.2.
7.3.
7.4.
7.5.

7.6.

Telephones, smartphones, satellite phones, speaker microphones, portable or
mobile radios

Portable computers, mobile devices (for email and internet), fax machine, scanner
Distribution lists, electronic alert networks, contact lists

Document sharing sites like FOodSHIELD or SharePoint

Secure webinar rooms and conference lines (approved for use by the specific
agency/organization, and not publically available; e.g., requiring use of a passcode
or log in to access). Examples include: WebEx, FoodSHIELD Adobe Connect.
Internet connection via hotspot, local area network, etc.

8.  PROCESS DESCRIPTION

8.1.

Assess to Achievement Level 1

To meet achievement level 1, your SOP should address the following basic criteria
for intra-agency (internal) communication needs. It is recognized that each RRT
may take a different approach to developing the SOP, and that the best practices
are suggestions to allow for flexibility in the State Agency or District/Program
Division Office’s plan.

Achievement Level 1: Internal Communication SOP

Criteria

Best Practices, suggestions, considerations

Approval e Obtain approval and authority for developing communication procedures

e Routinely (e.g., annually) review and update of SOP

o |dentify responsible individual(s) for reviewing and updating SOP
e Obtain approval of final document (e.g., leadership signature(s))
e Obtain approval for providing training on updated procedures

Collaboration

e Work with internal staff to ensure communication needs are addressed
e Include a variety of managers, field, lab, P10, office, and etc. as appropriate

e Obtain and review relevant documents to ensure consistency with agency and national

Document standards
Review

e For example, consider routine communication procedures, RRT Best Practices Manual,
CIFOR, Emergency Response Plans, NIMS/ICS sources

e Use a format (or outline) to develop a comprehensive SOP

Format e Consider a Quality Management System format
e Address general communication techniques and expectations
e Consider the need for group communication methods (e.g., routine conference calls,
General regular RRT meetings, divisional meetings)
Techniques e Secure conference lines, webinar sites, document storage sites (like FoodSHIELD)

e Consider possible communication challenges during off-hours (evenings, weekends,
Holidays, etc.)
e See attachments A, B, E, J for more information
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Achievement Level 1: Internal Communication SOP

Criteria Best Practices, suggestions, considerations
e Ensure your SOP addresses how to store, share and protect confidential information (e.g.,
Legal Issues FOIA, HIPAA, or other protected information)

e See Attachment C for more information
e Determine when each RRT member should be notified
e Consider the triggers for notifications or escalated communications

e Some RRTs have chosen to operate in a centralized manner and prefer to notify all
core RRT members for all issues

e Keeping key response partners informed on emerging issues can reduce “catch-up”
time when a member becomes formally involved

e Determine the preferred method of notification (e.g., teleconferences, phone calls,
email) based on the issue or response mode

e See Attachments D and E

e |dentify basic information or documents to be included in notifications/updates

e Share available information while still complying with information sharing restrictions

e Consider a high level notification without sensitive information, followed up by an
additional notification to appropriate RRT members (that can receive confidential

Notifications information)

(or Updates) e Include explanation if necessary (e.g., cannot rule out lab results are not confirmed and

Content no action is required at this time)

e List the next action steps, responsible entities, and timeframes

e Highlight required follow-up action

e Clearly identify new information

e See Attachments F, G, |

e Establish reasonable timelines for notifications, updates, and responses

e Suggested: Responses within 24 hours of notification, respond to emails/calls within

Timelines one business day, etc.

e The originating RRT member will notify applicable RRT members or other agency
personnel of any events that could escalate as soon as possible

e Maintain contact lists that encompass core members and other agency officials

e Include business and after hour contact information

e Review, update, and disseminate routinely (e.g., annually)

e Ensure that lists are accessible and that other internal partners know where to find them

e Consider using an online platform (e.g., FoodSHIELD, SharePoint, or Outlook) for storing,
updating, managing, and sharing

e See Attachment H

e |dentify procedures for conducting after action reviews and disseminating final after
action reports (AARs)

e After action reviews should be scheduled and conducted with response team
members to summarize the incident. The RRT Manual AAR Chapter suggests that
the AAR be completed within 45 days of the response. See the AAR Chapter for
additional best practices on conducting after action reviews and writing AARs.

Notifications
(Updates)

Contact Lists

Post-Response
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8.2.

Communication SOPs
Chapter Page: 7-7

Assess to Achievement Level 2

To reach achievement Level 2, the criteria from Level 1 should be met for intra-
agency (internal) communication needs, plus additional criteria and/or best
practices below for addressing inter-agency (external) communication procedures.

Achievement Level 2: External Communication SOP

Criteria Best Practices, suggestions, considerations
Level 1 Criteria e Meet Level 1 criteria to address all internal communication needs.
Approval e Same as Level 1
Collaboration e Same as Level 1
Document
. e Same as Level 1
Review

Identification of
Partners

o |dentify external agencies that your agency interacts with during responses

e Include epidemiology and laboratory partners (if not in the same agency)

¢ Include other regulatory partners (e.g., Local, State, and Federal)

e Include non-regulatory partners like industry, academia, trade groups, etc.

e Consider situations where you may need to reach out to another state

e Consider grouping like agencies and communicate in a similar manner

e |dentify agency leads to communicate with partners

e Establish channels of communication and use them consistently

e Utilize pre-established relationships; or; develop or strengthen relationships between
partners through interactions such as ongoing working groups (e.g., food safety task
force), or in-person trainings or workshops

Format

e Same as Level 1

General
Techniques

e Same as Level 1, plus

e Secure conference lines, webinar sites, document storage sites (like FoodSHIELD), group
email boxes, video conferencing, etc.

e See attachments A, B, E, J, K for more information

Legal Issues

e Same as Level 1, plus:

e Address sharing of confidential information from your agency to external partners (may
include FDA information sharing agreements, see ‘Legal Issues’ under Achievement Level
3), or other agency-specific legal parameters.

Notifications
(Updates)

e Same as Level 1, plus
¢ Schedule routine meetings or conference calls involving State and District/Program
Division RRT members

Notifications

(or Updates) e Same as Level 1
Content
e Same as Level 1
Timelines e The originating RRT member will notify applicable RRT member agencies/partners as soon

as possible of any events that could escalate

Contact Lists

e Same as Level 1

e Maintain contact lists that encompass core members, partners, agencies, auxiliary
member or agencies, subject matter expert (SME) agencies or partners

¢ Include notations for numbers that cannot be further disseminated

¢ For reaching out to other states, include information on accessing the AFDO DSLO, RRT
contact lists; including a courtesy notification to the FDA District Emergency Response
Coordinator for awareness

e See Attachment H
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Achievement Level 2: External Communication SOP

Criteria Best Practices, suggestions, considerations
e |dentify who needs to be notified and when
e Create and maintain standardized alert systems or distribution lists (e.g., Local health
departments, commodity groups, trade organizations, etc.)
o Sites like FoodSHIELD allow for creation of groups and automatic email/SMS texts to its
members
e See Attachment K
e Same as Level 1, plus
e Consider additional reporting requirements (for example):
e Foodborne illness outbreak response findings entered should be entered into NORS
and Environmental Assessment (EA) findings should be entered into NEARS
o Notify appropriate partners in advance of issuing public messages for situational
awareness (e.g., internal agency partners, external agency partners [State/Local], Federal
partners [e.g., public messages related to a multi-state outbreak])
e Work with the Agency Public Information Officer (P10O), Public Affairs/Media Office or
equivalent to review existing protocols and address the following:
e Establish standard channels of communication with media (i.e., website, telephone,
etc.)
o |dentify the steps needed to ensure timely release of information to the press or
public, consider using templates
e Consider having an agency approved translation system
e Utilize pre-established relationships with consumer and community groups
e Create templates for press releases or fact sheets

Alert Systems

Post-Response

Public Message

8.3.  Assess to Achievement Level 3
To obtain achievement Level 3, the RRT should work to ensure their
Communication SOP is coordinated between the State and the FDA
District/Program Division (a similar process should be done for other RRT member
agencies/partners as well). Once the RRT has a comprehensive SOP that covers
internal and external communication needs, then the State and FDA
District/Program Division should complete the following criteria jointly.

Achievement Level 3: RRT Joint Communication SOP
Criteria Best Practices, suggestions, considerations
Level 1 and 2
Criteria

e Meet Level 1 and 2 criteria to address all internal and external communication needs

e Same as Level 1 and 2, plus

Approval e Obtain permission and identify a responsible person from each agency to collaborate on
joint or coordinated communication SOP

e Same as Level 1 and 2, plus

e Collaborate between agencies to ensure all communication needs will be addressed

Collaboration e Consider working through some recent incidents or plan an exercise to stimulate
discussion regarding communication needs

e |dentify improvement areas to be addressed in the joint/coordinated SOP

e Same as Level 1 and 2, plus

e Each agency can provide a list of applicable agency documents that specifically address
requirements for inter-agency communication (e.g., FDA FMD-50)

Identification of | ® Same as Level 2, plus

Partners o |dentify specific divisions or groups within each agency that might be involved

Document
Review
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Achievement Level 3: RRT Joint Communication SOP

Criteria Best Practices, suggestions, considerations
e Same as Level 1 and 2, plus

Format e Decide whether your team prefers one joint set of SOPs or separate but coordinated SOPs
e Same as Level 1 and 2, plus
General e Secure conference lines, webinar sites, document storage sites (like FoodSHIELD), group
Techniques email boxes, video conferencing, etc.

e See attachments A, B, E, J, K for more information

e Same as Level 1 and 2, plus

o Address sharing of confidential information from FDA to State agencies (Commissioning
and Credentialing, 20.88 agreements)

e Set schedules for maintaining, sharing, and reconciling credentialed and/or commissioned

Legal Issues staff lists

e Address confidentiality concerns and information sharing procedures relevant to other
Federal agencies, such as FSIS Notice 45-16 ‘Sharing Information with State or Local
Agencies, Foreign Government Officials ,and International Organizations’

e See Attachment C for more information

e Same as Level 1 and 2, plus

e Establish routine communication (e.g., monthly conference calls between State and
District/Program Division, quarterly Face-to Face meetings), notification methods,
response communication methods, and post-response methods

e Leverage routine conference calls between core RRT member agencies/ partners (or pre-
determined subset) by adding standing agenda items for emerging issues

Notifications

(Updates) o |dentify a list of triggers that will require each agency to notify the other (i.e., RFR,
presumptive/confirmed sample results, complaints, recall, etc.)
e Use the worksheet Attachment D
e Convene a special conference call with other RRT member agencies/partners to brief
them on an emerging incident
e |dentify appropriate communication chain, for example:
e State - District/Program Division = Headquarters (e.g., CORE or other FDA
Coordination Group) = District/Program Division = State
Information e Communications to and from FDA Coordination Groups and/or FDA representatives
Flow outside the RRT are typically made by the FDA District Emergency Response Coordinator

e Other Federal agencies may have similar policies in place (i.e., , dedicated liaisons
who serve as primary points of contact with State and Local agencies for a specific
purpose) — these should be discussed in advance

e Same as Level 1 and 2, plus

Notifications o |dentify when each Agency will need actual copies (e.g., sample reports, lab
methodologies, attachment B, and other) instead of just a summary of them

e Identify when and how to alert Federal agencies (e.g., FDA, CDC, FSIS) of RRT
involvement in an incident (e.g., to alert FDA CORE about a potential multi-state outbreak
investigation) for awareness and tracking purposes

e Same as Level 1 and 2,

e The originating RRT member will notify applicable RRT member, agencies, or partners as
soon as possible of any events that could escalate

Timelines e Discuss response rates and limiting factors (e.g., how long does it usually take to get a
response from one of Centers, or how long will it take to mobilize), to ensure reasonable
expectations

e Document these expectations in each agency’s SOP

Contact Lists e Same as Level 1 and 2,

e See Attachment H

(or Updates)
Content
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Achievement Level 3: RRT Joint Communication SOP

Criteria Best Practices, suggestions, considerations

e Same as Level 2

e See Attachment K

e Same as Level 1 and 2, plus

e Provide procedures for conducting joint after action reviews and disseminating final after

Post-Response action reports

e |dentify which agency will take the lead for conducting after action reviews and
disseminating final after action reports

e Same as Level 1 and 2, plus

e Agencies should work towards common or coordinated press recalls (and other public
messaging) to release consistent general safety messaging, participants, response details,
etc., when appropriate

e Consider what is necessary for joint press releases or statements. Consider messaging
requirements for each agency involved

e |dentify agency leads to communicate with the media and serve as Public Information
Officer

e Consider setting up a joint information center to streamline external communication

e Consider making representatives from each of the pertinent RRT agencies available to
media at designated times rather than answering media inquiries individually to ease
spokesperson burdens

Alert Systems

Public Message

8.4. Assess to Achievement Level 4
Once the RRT has a joint (or collaborated) set of procedures, now the RRT
members must receive training and the SOPs must be utilized. This can also be
completed jointly by the applicable RRT member agencies/partners (e.g., State and
FDA District/Program Division).

Achievement Level 4: Training and Utilization

Criteria Best Practices, suggestions, considerations

e Identify RRT members who will require training

e Develop role appropriate training materials to provide to team members

e Hold refresher training as needed or as new members join the team

e Consider holding an exercise to reinforce the training material

e The RRT should utilize the joint procedures during each investigation involving the RRT
Utilization e An After Action Report should be conducted in accordance with the SOP

e The SOP should be updated based on AAR findings (if necessary)

Training

8.5. Assess to Achievement Level 5
Achievement Level 5 will ensure efficiency and continuous improvement.

Achievement Level 5: Process Improvement

Criteria Best Practices, suggestions, considerations

e Review the SOP and compare it to applicable portions of National Standards (e.g., MFRPS,
AFRPS and Retail Standard 5) and Best Practices (e.g., RRT Manual, CIFOR, and others)

Review : . L
e Conduct a Business Process Review to map the current process, identify inefficiencies, and
identify possible improvements
Update e Update as necessary based on the findings
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9. DESIRED OUTCOMES (ACHIEVEMENT LEVELS)

9.1.

Achievement Levels

Communication SOPs

Chapter Page: 7-11

The tool below is provided to help identify the status of communication SOP
development and use along with its corresponding achievement level.

Do you have a Communication SOP that ...

Achievement

Achievement

Achievement Level

Achievement

Achievement

Level 1 Level 2 3 Level 4 Level 5
Is a written
. Is written to collaboration or s .
Is written to .. . Is utilized in Has gone
. address external | coordination with .
address internal . . incidents or through a
. communication partner agencies . .
communication 5 L. exercises business
needs? needs: (minimum: FDA regularly? process review?
' District/Program ' )
Division & State)?
___Yesor ___Yesor ___Yesor Yes or ___Yesor
No No No ___No No

Achievement Level: Identify the status of your communication SOP. If you are able to check
yes, then your Communication SOP is at the associated Achievement level. If you've checked
“No”, then that’s where you can begin the improvement process as detailed in the following
section. Further instruction, information, and criteria for each level are provided in section 8 of

this chapter.

9.2. Process Overview
Use the criteria and best practice described in section 8 of this chapter and the
attachments to assess and improve your RRT communication procedures. The RRT
should identify each individual that may be involved in the response, what triggers
would likely lead to notification of each person, and how each person will be
notified. The RRTs should also select modes of communication best suited to the

desired frequency and type of communication.

10. RELATED DOCUMENTS
Full citations are in the References Section, “List of Reference Documents,” listed by

author.

10.1.

Response Plan, Joint Investigations, Traceback, etc.)

11. REFERENCES AND OTHER RESOURCES
(Full citations are in the References Section, “List of Reference Documents,” listed by

author.)
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11.1. Council to Improve Foodborne Outbreak Response (CIFOR) Guidelines for
Foodborne Disease Outbreak Response
(http://www.cifor.us/CIFORGuidelinesProjectMore.cfm)

11.2. FDA Field Management Directive (FMD) 50
(https://www.fda.gov/ICECI/Inspections/FieldManagementDirectives/ucm056669.
htm)

11.3. FDA Investigations Operations Manual (IOM)
(http://www.fda.gov/ICECI/Inspections/IOM/default.htm)

11.4. Federal Emergency Management Agency (FEMA) NIMS/ICS Courses (e.g., 100, 200,
300, 400, 700, 800) https://training.fema.gov/nims/

11.5. FSIS Notice 45-16 ‘Sharing Information with State or Local Agencies, Foreign
Government Officials ,and International Organizations’
(https://www.fsis.usda.gov/wps/wcm/connect/9968da35-84c2-463b-813e-
7f60682f21d9/45-16.pdf?MOD=AJPERES)

11.6. FSIS Webpage “Information Helpful to FSIS During Foodborne Iliness
Investigations” (https://www.fsis.usda.gov/wps/portal/fsis/topics/recalls-and-
public-health-alerts/audience-public-health/info-for-fsis-investigations)

11.7. FSIS Webpage “Resources for Public Health Partners: Foodborne lliness
Investigation” (https://www.fsis.usda.gov/wps/portal/fsis/topics/recalls-and-
public-health-alerts/audience-public-health/resources-for)

11.8. International Association for Food Protection (IAFP) “Procedures to Investigate
Foodborne lliness — 6t Edition”
(http://www.foodprotection.org/publications/other-publications/)

11.9. Multistate Foodborne Outbreak Investigations Guidelines for Improving
Coordination and Communications
(http://www.cifor.us/clearinghouse/tooldetail.cfm?id=212)

11.10. National Emergency Communications Plan (2014) (https://www.dhs.gov/national-
emergency-communications-plan)

11.11. Regulatory Procedures Manual (RPM): Chapter 8
(http://www.fda.gov/ICECI/ComplianceManuals/RegulatoryProceduresManual/uc
m179133.htm)

12. ATTACHMENTS
12.1. Attachment A — Information Sharing Best Practices
12.2. Attachment B — Meeting Etiquette and Best Practices
12.3. Attachment C — Sharing Confidential Information Best Practices
12.4. Attachment D — Notification Worksheet
12.5. Attachment E — Response Modes and Associated Communication Best Practices
12.6. Attachment F —Team Member Communication Roles
12.7. Attachment G — Activities Conducted/Coordinated During a Response
12.8. Attachment H — Contact List Example
12.9. Attachment | — Early Notification Form
12.10. Attachment J — FoodSHIELD Best Practices for States/Locals/FDA during Incidents
(PFP surveillance, Response, and Post Response Workgroup)
12.11. Attachment K — Alert Systems/System Testing
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Attachment A - Information Sharing Best Practices
Communication is most effective when a mutual understanding of expectations is identified during

routine communications, prior to the occurrence of an incident. Below are some best practices for
communication and sharing confidential information.

General Communication:

e Establish a point of contact and preferred communication method

e Use common language, including Incident Command System (ICS) terminology, and consider
your audience before using acronyms to avoid frustration, especially in multi-agency
communications

e Distinguish between formal and informal communication needs (e.g., written versus verbal, any
communications or documents requiring a signature, etc.)

e Respond to emails, calls, and other notifications in a timely manner

e Ensure that communications reach all appropriate parties (e.g., include field level if they’'ve been
involved, include upper management as requested, etc.)

Conference calls: Conference calls are extremely helpful during investigations to ensure that accurate,
up to date information is shared among all agencies that need to know.
e Often initiated by a local, state or federal agency, usually hosted by CDC, FDA or a state.
e Several calls may occur on any given day (traceback group, epidemiology group, etc.) to discuss
various factors affecting or guiding the response.
e Conference call best practices include:
e Remind participants of any confidentiality requirements, as needed.
e Provide call in information to participants early enough to ensure they can attend and
the meeting can start on time
e Provide an agenda so participants can be prepared
e Announce who you are before speaking (e.g., name, organization)
e Mute phones to cut down on background noise
e Leader or facilitator takes charge, explains the purpose of the call, reviews ground rules
e Get everyone involved (call on those not speaking up)
e Focus on the call and avoid distractions
e Avoid longer-than-necessary calls
e Provide time for questions and answers (usually 5 minutes at the end will suffice)
e End the call, thank participants, provide information for the next meeting
e Follow up phone call conversation with a summary email (e.g., incorporate conference
call information into the next Situation Report (SitRep) to ensure awareness among
appropriate response partners)

Effective Email: Provide a concise written summary of an emerging or existing incident to other RRT
member(s).
e Establish Distribution List (groups)
e Include a meaningful and consistent subject line (include the incident name, organism name, or
other identifying information).
e Keep the message focused and identify the purpose of the email to provide situational
awareness (e.g., FYl vs. Action required).
e Identify the importance or level of urgency (flag email)
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e Include a summary, don’t just forward a long email chain to a new recipient
e Proofread and keep it simple

e Don’t assume privacy, protect confidential information

Incident Communication:

e Set up a routine for communication within an incident so participants, leaders, press, and others

know what and when to expect messaging and updates (e.g., tactics or planning meetings taking

place at the same time each day). This is important to facilitate greater participation from
agency leaders with decision-making authority.
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Attachment B — Meeting Etiquette and Best Practices

Below are some details on factors to consider for conference calls. In general, it is best to
ensure ground rules are clearly established (in writing when possible) among all those who may
be participating in joint meetings.

A. General Approach

1) Ensure all participants are aware of meeting plans and receive all relevant call-in
information ahead of time.

2) Provide an agenda in advance.

3) Notify all relevant parties of their possible involvement as soon as possible to allow
time for preparation.

4) ldentify who will provide a brief summary of key points (e.g., investigational
directions) or details (e.g., sample results) for the meeting and ensure all come away
with the same understanding.

5) Ensure all participants are aware of what to expect and what is expected of them on
the call (e.g., listening only, provide reports).

B. Meeting Order
1) Have a pre-identified moderator.
2) Follow established agenda. New topics raised may be added to the end of the agenda.
3) Generally, 3-5 minutes per speaker.
4) Limit time spent on roll call.

C. Discussion Etiquette

1) Don’tinterrupt speakers.

2) Determine if information is pertinent to the group before speaking.

3) If the meeting turns into a discussion between a few participants centered on details
that the rest of the participants do not need to hear, the moderator should quickly
suggest they move their discussion offline to prevent taking up too much time on the
agenda.
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Attachment C - Sharing Confidential Information Best Practices

This attachment addresses information sharing as described in the FDA-State Communication Directive
http://www.fda.gov/ICECI/Inspections/FieldManagementDirectives/ucm056669.htm), but can be
adapted for sharing between other agencies. RRTs must be cognizant of information sharing regulations
at the federal, state, and local levels and identify effective ways to work with the needs and restrictions
of your partners. The following webpage provides details on information sharing under FDA
commissioning and information sharing agreements:
https://www.fda.gov/ForFederalStateandLocalOfficials/CommunicationsOutreach/default.htm.

e Information Sharing Agreements: RRTs must have the appropriate information sharing agreements
(See federal regulations 21 CFR 20.88 and 20.91) in place prior to an incident, for example:
e Memo of Understanding
e Credentialing
e Commissioning
e Long term single-signature information sharing agreements (20.88s)
= Anemergency 20.88 (one time use) is obtained during an event and the proposed
recipient of the information does not have the proper information sharing
agreements in place (reach out to Infoshare-ORA@fda.hhs.gov, and the FDA
District/Program Division Office may be able to assist in facilitating this process).
= Templates for long term and emergency 20.88s can be found here:
https://www.fda.gov/ForFederalStateandLocalOfficials/ResourcesforRegulatoryPart
ners/default.htm#comms.

e Maintain Lists: Identify local and state level individuals and/or jurisdictions with information sharing
agreements so FDA District/Program Division Office will know with whom they can share
information.

e Routinely reconcile the State list with the FDA list to ensure correct identification of those
with commissioning, credentialing, or 20.88.

e A database of agencies with current long term single signature 20.88s is publically available:
https://www.accessdata.fda.gov/scripts/sda/sdNavigation.cfm?sd=singlesignaturefood.

e The FDA District/Program Division Office has access to a real time database of
commissioned officials and agencies under a 20.88 agreement (note: this is an internal FDA
website and non-FDA personnel will not be able to open/access it):
http://intranetappslb.fda.gov/scripts/SDA/sdNavigation.cfm?sd=commissionedpersonnel

e Disseminating Information:

e Non-public information shared with State agency personnel under a 20.88 or FDA
commission cannot be further disclosed without written permission from FDA
(https://www.fda.gov/downloads/ForFederalStateandLocalOfficials/ResourcesforRegulatory
Partners/UCM509883.pdf).

= This should be taken into consideration during inter-RRT information sharing events
(even if both state agencies have a 20.88 agreement in place).

e Questions:
e Questions about commissioning: FDA ORA Office of Partnerships
(OP.Feedback@fda.hhs.gov)
e Questions about 20.88s: FDA ORA Office of Policy and Risk Management (OPRM) Infoshare-
ORA@fda.hhs.gov
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Attachment D — Notification Worksheet

Each RRT should jointly complete this worksheet to help determine when each participant
should be notified during each situation.

Whom to Engage/Notify (for Situational Awareness, Coordination of Response Activities, etc.)

Situation RRT Core RRT Auxiliary | FDA Coord. Groups Law
(use these examples below or add your own) Member Member (CORE, OCM/OEO, FDECS, Enforcement
(District/Program cvm); Other Federal (State or FBI)
Division, Food Program, partners (FSIS, CDC, EPA)
Feed Program, epi, lab)
Example: Local cluster(s) of suspected @ P N A ® N A P @ A P @

foodborne/waterborne illness detected

Local cluster(s) of suspected

A P N A P N A P N A P N
foodborne/waterborne illness detected

Clusters across multiple counties, cases
dispersed throughout state, or cases with
matching serotype/subtype/PFGE/WGS; A PN A PN A PN A PN
Human or animal food product or water
suspected or implicated

Clusters detected in multiple states;
Human or animal food product or water A PN A PN A PN A P N
suspected or implicated

An outbreak occurs on an international or
interstate airplane, bus, train, or vessel

Emerging/unusual consumer complaint
trends/investigations that may escalate

A pathogen, chemical, or pesticide is
detected in a human or animal food
product (especially if imported, previously
implicated in multi-state outbreak,
unusual/virulent contaminant,
prepackaged, interstate commerce,
regulated by RRT core or auxiliary member
agency/partner)

Microbiological/Chemical/Other human or
animal food testing by regulatory agency A PN A PN A PN A PN
prompts recall

lliness or positive sample prompts major
recalls requiring significant resources to A PN A PN A PN A PN
effectuate

Intentional contamination of human or
animal food item is suspected or A PN A PN A PN A PN
implicated

Circle: A: for always notify; P: Possible notification based on likely involvement; N: Not for this situation.
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Attachment E — Response Modes and Associated Communication Best Practices

Each RRT may vary slightly and should decide jointly how heightened communication will best
serve the team. Below are some best practices and suggestions.

Leadership deliberation for RRT response/activation:

e Determine involvement based on your RRT structure

e Convene heightened communications and information sharing to ascertain more information/monitor the situation
e Be transparent and engage lead representatives from core RRT member agencies/partners

Leadership decides to activate (or not):

e Hold a conference call (or meeting) for RRT leaders to determine whether RRT response is warranted
e Use standard/dedicated conference call numbers. Send an Outlook invite, e-mail, or other notification of the
meeting as soon as possible
e  Focus on discussing/assessing factors directly aligned with the RRT’s triggers for response or activation
e Determine structure/form of response, based upon established triggers
e Assign RRT member agencies/partners responsibility for leading the RRT response/activation
e Assess available resources and the scope of the response activities to determine the leadership and format
of the response (e.g., full activation, joint response/non-ICS, or one RRT member agency/partner leading
with assistance from other(s)

RRT Response/Activation is warranted (follows ICS chapter):

e RRT members (core and auxiliary) are notified of:
e Impending response
e Persons filling ICS Command and General Staff positions, if activated
e How to obtain updates
e Changes to the response status
e  (Critical meetings/conferences
e The need to continue normal operations with readiness for immediate response
e The need to be prepared for travel, if needed
e  RRT will provide information to the responsible FDA Coordination Group (through the District Emergency Response
Coordinator), or other Federal agency, as applicable

Response or Activation Mode:

e Conduct a conference call to review: documented firm inspection history; nature of problem; summary of laboratory
and/or epidemiological findings, source of information; and facility registration checks; and other information as
applicable/available

e  Provide a mechanism for centralized storage/sharing of documents and other communications among response team
members (e.g., a FoodSHIELD Workgroup). See Attachment J (PFP FoodSHIELD Best Practices)

e  Provide updates and share summaries of accomplishments with all relevant players on a routine, pre-established
schedule throughout the response

e If activated, follow the ICS “Planning P” for all operational periods

e Ensure key staff from RRT member agencies (especially those not actively/directly involved in the incident
response team) are aware of RRT activities and know where to direct any questions they may receive
regarding the incident. Keeping key response partners informed can reduce “catch-up” time when a member
becomes formally involved

Demobilization and Post Response:

e After demobilization, the team will return to normal communication
e  RRT will conduct hotwash/debrief/after action review and finalize after action reports or other final reports
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Attachment F — Team Member Communication Roles

This attachment briefly describes the roles and responsibilities of various team members as it pertains to
communication. Communication with each team member is essential to any multi-agency response.

e Epidemiologists:

e Included when human ilinesses are involved

e Epidemiology (“Epi”) variables: clinical specimen collection, food history, illness onset
date/time, symptoms, incubation period, illness duration, epidemiologic data analysis

e When applicable, designate an epi liaison to improve the efficiency and accuracy of
communication, and to:

e Coordinate collection of clinical specimens to be transported to the laboratory
e Coordinate epi data collection and perform data analysis/interpretation
e Disseminate epi data conclusions to guide the investigation and further sampling
e Act as consultant for epi data collection and analysis procedures
e State Veterinarian:

e Included when animal illnesses are involved

e Responsible for conducting animal illness investigations

e Veterinary variables: animal specimen collection, necropsy results, feed and environmental
sample collection, illness onset date/time, clinical signs, incubation period, illness duration,
knowledge of potential exposures and husbandry practices, epi data analysis

e When applicable, designate a veterinary liaison to improve efficiency and accuracy of
communication, and to:

e Coordinate collection of specimens/samples to be transported to appropriate lab
e Coordinate collection of data and lab results and perform analysis/interpretation
e Disseminate conclusions as appropriate to guide the investigation
e Act as consultant for specimen/sample collection and analysis procedures

e laboratorians:

e Included when laboratory testing is or may be required to respond to the incident; note that
different laboratories may be required for different testing needs, depending on the
capabilities and capacity of the laboratories within your State

e laboratory (“Lab”) variables: lab capacity, type of analyses to be performed, timeframe
(when to expect sample results), sample scheduling, and expertise

e When applicable, designate a lab liaison (especially when the field investigatory team is
working with multiple labs) to ensure effective communication of lab information to overall
operations, and to:

e Coordinate transport to the laboratory and receipt of samples upon arrival
Ensure that all laboratories have adequate resources to perform analyses
Act as consultant for sampling procedures
Interpret findings and/or testing results to guide the investigation and further
sampling
e Liaison Officer: Centralize and streamline communications with agency representatives who require
updates on response activities and assist in coordinating resource needs with the participating
agencies.

e Task a response team member with these duties in RRT Responses (short of IMT stand-up)

e Note: The District Emergency Response Coordinator must serve as the liaison officer or
equivalent for communications between FDA Coordination Groups and the response team.
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Attachment G — Activities Conducted/Coordinated During a Response
Below are examples of investigation and response activities. Communication SOPs should address
sharing findings and outcomes from these activities (e.g., to whom, when, and how are updates shared).

Regulatory

Epidemiology (Animal and
Human Health)

Laboratory (public health or
regulatory)

POTENTIAL HUMAN
~Provide incident

OR ANIMAL FOOD INVESTIGATION

reports/updates (within RRT and externally)

ACTIVITIES

Conduct joint inspection,
investigations, or environmental
assessment

~Share significant findings
Conduct food, feed and Env.
Sampling

~Notify whether incoming samples
are associated with an
outbreak/incident, routine, or part
of a special-project

~Share results of presumptive
positive (cannot rule out) or
confirmed positive samples tested
at local, state, or federal labs.
Provide situational awareness to
law enforcement officials

Conduct traceback/traceforward
(informational or regulatory)
~Share notable progress.

Conduct Criminal investigation

e Detect clusters of notable epi
interest indicating common
human or animal food vehicle

e Create case definition

e Conduct Patient interviews
~Share specifics of the human
or animal food vehicle:
product info, purchase dates,
consumption date, purchase
locations, sell-by/best if used
by dates.

e Conduct data analysis &
analytical studies as needed
~Share results of epi analysis

e Coordinate clinical specimen
collection
~Notify lab of incoming
outbreak-assoc. specimens.

e Contribute to or assist with
criminal investigation

e Conduct Clinical
sampling
~Share serotype,
subtype, WGS or PFGE
clusters (either in-state
or matching in other
states)

e Conduct Food, Feed, Env.
Sampling
~Share
recommendations (e.g.,
volume, types)
~Share sample results
(e.g., microbiological and
PFGE/WGS or other
subtyping, chemical,
necropsy, tissue residue,
other)

e Contribute to/assist with
criminal investigation

POTENTIAL CONTAINMENT AND CONTROL ACTIV
reports/updates (within RRT and externally)

~Provide incident

ITIES

~Provide public notification

Continue Food, Feed,
Environmental Sampling

Recall products

~Provide product information for
possible press release

Recall effectiveness assessment
~Share effectiveness
determination of the recall
Seizure, embargo, withdrawal,
stop sale

Issue Import alert

Close/limit facility

Conduct enforcement actions
(other)

Enforce public health
law/regulations

Control secondary spread

~Public notification

e [ssue prophylaxis

e Conduct ongoing surveillance
and investigation of cases
~Share potential for ongoing
exposure

e Control secondary spread

e Continue Food, Feed, and
Env. Sampling
~Share sample results
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POTENTIAL DISPOSAL AND DECONTAMINATION ACTIVITIES
~Provide incident reports/updates (within RRT and externally)

e Conduct Hazard assessment

e Characterize waste

e Select Disposal method

e Conduct Environmental sampling
~Public notification (as appropriate)

~Public notification (as
appropriate)

e Conduct Environmental
sampling

e Conduct Finished product
sampling

~ Represents specific opportunities for information sharing between disciplines (regulatory, epi, lab)
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Attachment H — Contact List Example

It is vital to maintain a contact list for notification to staff in state, federal, and local agencies. It
is important to keep this list updated so that it is accurate when needed. This information
should be reviewed on a semi-annual basis by the State RRT Coordinator and the FDA District
Emergency Response Coordinator, with updated contact information disseminated to recipients
of the RRT’s Communications SOP.

An excel file template of such a contact list is available upon request to FDA Office of
Partnerships (OP.Feedback@fda.hhs.gov) and is posted in the RRT Workgroup in FoodSHIELD3,
A screenshot of each tab of the excel file is provided within this attachment. As not all States
are structured the same way, modification of this template is likely needed to meet the needs
of individual RRTSs.

3 Closed workgroup only accessible to RRTs: RRT Program Workgroup, Folder: Best Practices Manual, Subfolder:
2017 Edition FINAL, Subfolder: RRT BPM Supplemental Resources
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A B C D E F
1 USDA
2 Name Title Agency Office Phone Cell Phone 247 Contact  Email

7]

FSIS District Manager

! FSIS Public Health & Epi Liaison (AES)
3 F515 QIEA Investigator

6 APHIS

7 AMS (grading)
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A B £ D E F G

Subject Matter Experts
Subject Name Title Agency Office Phone Cell Phone 24/7 Contact  Email

1
2
3 Dairy

4 Dry Milk Processing

5 |Feed

6 RTE Food

7 |Nuts

8 Toxicology/Environmental Chemistry
9 Environmental Sampling

10 Meat and Poultry

11 Eggs (in-shell, processed)

Note some other useful directories:

1. Association of Food and Drug Officials Directory of State and Local Officials - Public
directory of state and local regulatory officials involved with food, animal feed, animal
health, and food defense functions. http://dslo.afdo.org/

2. FoodSHIELD Contacts Directory (under “Apps”) — Secure directory (for FoodSHIELD
account holders) of FoodSHIELD membership. http://www.foodshield.org
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Attachment | — Early Notification Form

Consider using the template below or develop your own as an RRT to ensure consistent
communication that meets the entire team’s needs.
State of
Multi-jurisdictional lliness Outbreak
Early Notification Fax/Email Template (DRAFT)

To: Fax:
Date: cC: Fax:
cc: Fax:
Date LHD first | State notifications sent to:
notified: [ ] Food & Dairy Division, Fax: XXX-XXX-XXXX
FOODBORNE CONTACT
[ ] Communicable Disease Division Fax: XXX-XXX-XXXX
County of FOODBORNE CONTACT
Exposure: |:| Other
From: Phone:

This is an early warning/notification on an investigation we are conducting. The information
contained in this notice should be considered preliminary and confidential. This information
should not be shared or distributed without permission from the sender. If you have similar
cases, please notify us and other appropriate agencies immediately.

The Health Department is currently investigating an outbreak that is
suspected to be
[ ] Foodborne

[ ] waterborne

|:| Of unknown source/vehicle

Number of cases: Number of clusters:

Earliest onset time/date, if known: . .
/ Latest onset time/date, if known:

Incubation : |:|Hours |:|Days

[ ]suspected
Main symptoms: Pathogen/Agent: |:| confirmed
Food/Water Product(s): Suspected Place(s) of Date(s) of Exposure:
|:| Suspected Exposure:
[ ] confirmed
Details:
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Attachment J — Foodshield Best Practices for States/Locals/FDA during Incidents (PFP
Surveillance, Response, and Post Response Workgroup).

RRTs should jointly review this attachment to ensure that each RRT member understands
proper communication procedures when FDA CORE is involved.
http://www.fda.gov/downloads/ForFederalStateandLocalOfficials/FoodSafetySystem/Partnersh
ipforFoodProtectionPFP/UCMA451642.pdf
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Attachment K — Alert Systems/System Testing

1. Alert Systems
1.1. General
1.1.1. Purpose: Establishing an alert system (electronic, phone tree, etc.) ahead
of time ensures that needed information is shared to all appropriate
parties as quickly as possible.
1.1.2. Communication elements to consider:

e Modes of communication: telephone (text or voice; landline, cell
phone, satellite, etc.); fax; email (email in Outlook/other, email to a
secure machine); web-based (instant message, websites, web
portals), etc.

e Distribution process: call center, agency staff (management, field
operators, etc.), volunteer program, and electronic system.

e Distribution list: Core/leadership, RRT staff, agency staff, partner
agencies, community, and media.

e Timing: Simultaneous blast or tiered/serial notification. (Need to
determine frequency of notification.)

e Content: Process for the development of the notification and
clearance processes.

1.2. Examples
1.2.1. Health Alert Network (HAN):

e The Health Alert Network (HAN) is a nationwide information and
communication system that is available to any state or territory. The
HAN is a platform for the distribution of health alerts and prevention
guidelines, distance learning, national disease surveillance and
electronic laboratory reporting, and other initiatives to strengthen
state and local preparedness. (Contact your state HAN coordinator to
access the HAN user guide for the state.)

1.2.2. Local Area Networks:

e These are computer networks with limited access (e.g., only state
agencies) that can be used during an incident when a certain
response (e.g., state emergency operations center (EOC)) is
activated. It is a secure system for email communication and helps
facilitate activities such as submitting daily reports to the EOC.

2. Systems Testing:
2.1.  Agencies should conduct periodic tests (e.g., quarterly) of the electronic system
to:

e Check for any technical glitches.

e Test language development/approval process.

e Test clearance process.

e Ensure contact lists are updated.

e Document results of the tests and implement corrective measures, as
appropriate.
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Chapter 8. Incident Command System Concepts in RRTs
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1. PURPOSE

This chapter defines RRT Best Practices in forming unified federal-state incident
management structures using the Incident Command System (ICS). Implementation of
these principles facilitates improved interagency communication, coordination, and
documentation of response activities. This may also serve as an important element of
federal and state emergency response plans.

2. SCOPE
ICS is a modular management system that can support the emergency response needs of
a single organization or multiple organizations working under a unified (i.e., shared)
command. ICS is a component of The National Incident Management System (NIMS),
which is the management system, mandated for all emergency response agencies
throughout the United States (US).

This chapter complements but does not replace the detailed guidance provided by the
National Response Framework (NRF) for “all-hazards” response. This chapter also does
not supplant ICS resources developed by the Federal Emergency Management Agency
(FEMA). Moreover, it is recommended this chapter is used in conjunction with ICS
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classroom training and/or ICS-related response experience (see Chapter 8 of the Best
Practices Manual (BPM) for more information regarding response team training).

The best practices described in this chapter identify key areas and elements of ICS, but are
neither comprehensive nor specific to unique situations. State, local, and federal agencies
seeking to improv