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investigation.

Automating Active Surveillance of Online Health Fraud using Artificial Intelligence 

Problem Statement 

Goals: 
1. Active surveillance of the potentially violative products in the online health supplement market 
2. Ordered results to increase efficiency of FDA review and action 

Cloud Architecture 
Presentation 
Layer 

Data Processing Layer 
--------------------------- ----------------------------------------------------------

HFS Al/ML FDA AWS 
GovCloud Environment 

Model Outputs 
~----~ 

- - - - - .. - - . - - ·- - - - - - .. - - - - - - - - ,- - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - ---------~--------
' ' ' ' ' ' 

Data Layer : 
' ' ' ~----------------------~------------------------------------------------------------------------------------------

amazon 

eb 
Walmart 

FDA On-Prem 
Data bases (Oracle} External Data I nterna I Data 

----------------------------- ---

Figure 1. Cloud Architecture of OMRST 

Marketplace Surveillance Coverage 

220,000 

200,000 

180,000 

160,000 

140,000 

120,000 

100,000 

80,000 

60,000 

40,000 

20,000 

0 

Unique Returns from April & May 

amazon ....... -n ebay 

"health supplement" 
search returns by market 

Walmart~:~ 

■ Total Unique Supplements ■ Total Unique Products 

Figure 2. Unique products returned from our marketplace APls (orange) 
and then filtered to only health supplements (blue). The gray line 
depicts the estimated total number of health supplements available per 
marketplace based on the search "health supplements". 
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Disclaimer: The information in this poster represents the opinions of the authors and does not necessarily 
represent the FDA's official position or policy 

Claims Model: Automatic identification of problematic claims made by products 
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Figure 4. A visualization of a trie with the ingredients 
amfetamine, amp, amperall, dmaa, vilanterol, and 
vitaberin 

Ordering Results 

Products for Review 

Year .. :"" Products Product Topics 
2023 Product 44 Vitamin Supplements 

Product 45 Food Additives 
Product 46 Sexual Performance 
Product 47 Sexual Performance 

- -
Product 48 Weight Loss 
Product 49 Sexual Performance 
Product 50 Weight Loss. 

2022 Product 26 Food Additives 
Product 27 Sexual Performance 
Product 28 vye1ght Loss 
Product 30 Vitamin_ Suppleme~ts 
Product 31 Food Additives 
Product 32 Sexual Performance 

-
Product 33 Weight Loss 
Product 34 Sexual Performance 
Product 35 Weight Loss 

Flagged Products and Categories 
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Mean shap value 

Figure 3. Top 20 most impactful tokens as defined by mean shap 
value across 5000 problematic claims run through the binary 
classifier. Blue(+)/ Red (·) values increase/decrease output score 
(where 1 = problematic). 
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Figure 5. Tableau results dashboard 

Future Directions Conclusion 




